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| NTRODUCTI ON

The word ' hacker' is used in tw different but associ ated
ways: for sonme, a hacker is merely a conputer enthusiast of any kind,
who | oves working with the beasties for their own sake, as opposed to
operating themin order to enrich a conpany or research project --or
to play ganes.

Thi s book uses the word in a nore restricted sense: hacking is a
recreational and educational sport. It consists of attenpting to nmake
unaut horised entry into conputers and to explore what is there. The
sport's ainms and purposes have been w dely m sunderstood; nost
hackers are not interested in perpetrating nassive frauds, nodifying
their personal banking, taxation and enpl oyee records, or inducing
one worl d super-power into inadvertently comenci ng Arnmageddon in the
m st aken belief that another super-power is about to attack it. Every
hacker | have ever cone across has been quite clear about where the
fun lies: it is in developing an understanding of a system and
finally producing the skills and tools to defeat it. In the vast
maj ority of cases, the process of 'getting in' is nuch nore
satisfying than what is discovered in the protected conputer files.

In this respect, the hacker is the direct descendant of the phone
phreaks of fifteen years ago. Phone phreaking becanme interesting as
intra-nation and international subscriber trunk dialling was
i ntroduced, but when the London-based phreak finally chai ned his way
through to Hawaii, he usually had no one there to speak to except the
| ocal weather service or Anmerican Express office, to confirmthat the
desired target had indeed been hit. One of the earliest of the
present generation of hackers, Susan Headl ey, only 17 when she began
her exploits in California in 1977, chose as her target the | ocal
phone conpany and, with the information extracted from her hacks, ran
all over the telephone network. She 'retired four years |ater, when
friends started devel opi ng schenes to shut down part of the phone
system

There is also a strong affinity with program copy-protection
crunchers. Mst commercial software for mcros is sold in a formto
prevent obvi ous casual copying, say by |oading a cassette, cartridge
or disk into nenory and then executing a 'save' on to a

** Page VII
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bl ank cassette or disk. Copy-protection devices vary greatly in
their methodol ogy and sophistication and there are those who, wthout
any commercial notive, enjoy nothing so nuch as defeating them Every
conputer buff has net at |east one cruncher with a vast store of
comrerci al prograns, all of which have sonehow had the protection
renoved- -and perhaps the nmain title subtly altered to show the
cruncher's technical skills--but which are then never actually used
at all.

Perhaps | should tell you what you can reasonably expect fromthis
handbook. Hacking is an activity like few others: it is sem-Iegal,
sel dom encouraged, and in its full extent so vast that no individual
or group, short of an organisation |ike GCHQ or NSA, could hope to
grasp a fraction of the possibilities. So this is not one of those
books with titles |ike Ganes Programming with the 6502 where, if the
book is any good and if you are any good, you will enmerge with sone
mastery of the subject-matter. The aimof this book is nerely to give
you sonme grasp of methodol ogy, help you devel op the appropriate
attitudes and skills, provide essential background and sone
referencing material --and point you in the right directions for nore
know edge. Up to a point, each chapter nmay be read by itself; | have
conpi | ed extensi ve appendi ces, containing material which wll be of
use long after the main body of the text has been absorbed.

It is one of the characteristics of hacking anecdotes, like those
relating to espionage exploits, that alnbst no one closely involved
has nmuch stake in the truth; victins want to descri be danmage as
mninmal, and perpetrators like to paint thenselves as heroes while
carefully disguising sources and nmethods. In addition, journalists
who cover such stories are not always sufficiently conpetent to wite
accurately, or even to know when they are bei ng hoodw nk- ed. (A note
for journalists: any hacker who offers to break into a system on
demand is conning you--the nost you can expect is a repeat
performance for your benefit of what a hacker has previously
succeeded in doing. Getting to the '"front page' of a service or
network need not inply that everything within that service can be
accessed. Being able to retrieve confidential information, perhaps
credit ratings, does not nean that the hacker would also be able to
alter that data. Renenber the first rule of good reporting: be
sceptical.) So far as possible, | have tried to verify each story
that appears in these pages, but hackers work in isolated groups and
nmy sources on sone of the inportant hacks of recent years are nore
renote than | would have liked. In these

** Page VIII

cases, ny accounts are of events and nethods which, in all the
circunstances, | believe are true. | welcone notes of correction.

Experi enced hackers may identify one or two curious gaps in the
range of coverage, or less than full explanations; you can chose any
conbi nati on of the follow ng explanations w thout causing nme any
worry: first, | may be ignorant and inconpetent; second, much of the
fun of hacking is making your own discoveries and | wouldn't want to
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spoil that; third, nmaybe there are a few areas which are really best
| eft al one.

Nearly all of the material is applicable to readers in al
countries; however, the author is British and so are nost of his
experi ences.

The pl easures of hacking are possible at al nost any |evel of
conput er conpet ence beyond rank begi nner and with quite mninal
equiprment. It is quite difficult to describe the joy of using the
wor |l d's cheapest mcro, sone clever firmvare, a hone-brew acoustic
coupler and find that, courtesy of a friendly renote PDP11/70, you
can be playing with Unix, the fashionable nultitasking operating
system

The assunptions | have made about you as a reader are that you own a
nodest personal conputer, a nodem and sonme conmuni cations software
whi ch you know, roughly, how to use. (If you are not confident yet,
practise logging on to a few hobbyist bulletin boards.) For nore
advanced hacki ng, better equi pnment hel ps; but, just as very tasty
phot ogr aphs can be taken wi th snap-shot caneras, the conputer
equi val ent of a Hasselblad with a trolley- |oad of accessories is not
essenti al

Since you may at this point be suspicious that | have vast
techni cal resources at ny disposal, let ne describe the kit that has
been used for nost of ny network adventures. At the centre is a
battered old Apple Il+, its Iid off nost of the tine to draw away the
heat fromthe many boards cramm ng the expansion slots. | use an
i ndustry standard dot matrix printer, fanmous equally for the variety
of type founts possible, and for the paper-handling path, which
regularly skews off. | have two | arge boxes cramred full of software,
as | collect comms software in particular |ike a deranged
philatelist, but I use one package al nbost exclusively. As for
nodens--well, at this point the set-up does beconme unconventional; by
t he phone point are jack sockets for BT 95A, BT 96A, BT 600 and a
North American nodul ar jack. | have two acoustic couplers, devices
for plunging tel ephone handsets into so that the conmputer can talk
down the line, at operating speeds of 300/300 and 75/1200. | also
have t hree heavy, nushroom col oured 'shoe-boxes', representi ng nodem
technol ogy of 4 or 5 years ago and operating at various speeds and
conbi nati ons of dupl ex/ hal f- duplex. \Wereas the acoustic coupler
connects ny conputer to the |line by audio, the nodem!|inks up at the
el ectrical level and is nore accurate and free fromerror. | have
access to other equipnent in ny work and through friends, but this is
what | use nost of the tine.

** Page | X

Behind nme is ny other inportant bit of kit: a filing cabinet.
Hacking is not an activity confined to sitting at keyboards and

wat chi ng screens. Al good hackers retain form dable collections of
articles, pronotional material and docunentation; read on, and you
will see why.
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Finally, to those who would argue that a hacker's handbook nust be
gi ving guidance to potential crimmnals, | have two things to say:
First, few people object to the sports of clay-pigeon shooting or
archery, although rifles, pistols and crossbows have no 'real
pur pose other than to kill things--and hackers have their own code of
responsibility, too. Second, real hacking is not as it is shown in
the nmovies and on tv, a situation which the publication of this book
may do sonmething to correct. The sport of hacking itself may involve
breach of aspects of the law, notably theft of electricity, theft of
conmputer tine and unlicensed usage of copyright material; every
hacker mnust decide individually each instance as it arises.

Vari ous people hel ped ne on various aspects of this book; they
must all remai n unnaned--they know who they are and that they have ny
t hanks.

** Page X

CHAPTER 1

First Principles

The first hack | ever did was executed at an exhibition stand run
by BT's then rather new Prestel service. Earlier, in an adjacent
conference hall, an enthusiastic speaker had denonstrated view
data's potential world-w de spread by logging on to Viditel, the
i nfant Dutch service. He had had, as so often happens in the these
circunmstances, difficulty in logging on first tinme. He was using one
of those sets that displays auto-dialled tel ephone nunbers; that was
how | found the nunber to call. By the tine he had finished his third
unsuccessful log-on attenpt | (and presumably several others) had al
the pass nunbers. Wiile the BT staff were busy with other visitors to
their stand, | picked out for nmyself a relatively neglected viewdata
set. | knew that it was possible to by-pass the auto-dialler with its
pre-progranmed phone nunbers in this particular nodel, sinply by
pi cking up the the phone adjacent to it, dialling nmy preferred
nunber, waiting for the whistle, and then hitting the keyboard button
| abel led 'viewdata'. | dialled Holland, performed nmy little by-pass
trick and watched Viditel wite itself on the screen. The pass
nunbers were accepted first tinme and, courtesy of...no, I'll spare
them enbarrassnent...|l had only lack of fluency in Dutch to restrain
nmy explorations. Fortunately, the first BT executive to spot what |
had done was anused as wel |

Most hackers seemto have started in a simlar way. Essentially
you rely on the foolishness and i nadequate sense of security of
conmput er sal esnen, operators, programmers and desi gners.

In the introduction to this book | described hacking as a sport;
and |ike nost sports, it is both relatively pointless and filled with
rules, witten or otherw se, which have to be obeyed if there is to
be any meani ngful ness to it. Just as rugby football is not only about
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forcing a ball down one end of a field, so hacking is not just about
usi ng any neans to secure access to a conputer.

On this basis, opening private correspondence to secure a password
on a public access service |ike Prestel and then running around the

system bui | di ng up soneone's bill, is not what hackers call hacking.
The critical element nmust be the use of skill in some shape or form
** Page 1

Hacking is not a new pursuit. It started in the early 1960s when
the first "serious" tinme-share conputers began to appear at
university sites. Very early on, '"unofficial' areas of the nenory
started to appear, first as nere notice boards and scratch pads for
private programm ng experinments, then, as |locations for ganes.
(Where, and how do you think the early Space |nvaders, Lunar Landers
and Adventure Ganes were created?) Perhaps tech-hacking-- the
m schi evous mani pul ati on of technol ogy--goes back even further. One
of the old favourites of US canpus life was to rewire the contro
panels of elevators (lifts) in high-rise buildings, so that a request
for the third floor resulted in the occupants being whizzed to the
twenty-third.

Towards the end of the 60s, when the first experinmental networks
arrived on the scene (particularly when the | egendary
ARPAnet - - Advanced Research Projects Agency network-- opened up), the
conmput er hackers ski pped out of their own | ocal conputers, along the
packet - swi t ched hi gh grade communi cations |lines, and into the other
machi nes on the net. But all these hackers were privil eged
i ndi viduals. They were at a university or research resource, and they
were able to borrow terminals to work wth.

What has changed now, of course, is the wide availability of hone
conputers and the nodens to go with them the growth of public-access
net wor ki ng of conputers, and the enornous quantity and variety of
conputers that can be accessed.

Hackers vary considerably in their native conmputer skills; a basic
know edge of how data is held on conputers and can be transferred
fromone to another is essential. Determ nation, alertness,
opportunism the ability to anal yse and synthesise, the collection of
rel evant hel pful data and |uck--the pre-requisites of any
intelligence officer--are all equally inportant. If you can wite
qui ck effective prograns in either a high |evel |anguage or machi ne
code, well, it helps. A know edge of on-line query procedures is
hel pful, and the ability to work in one or nore popul ar mainfranme and
m ni operating systens could put you in the big | eague.

The materials and informati on you need to hack are all around
you--only they are sel dom marked as such. Renenber that a | arge
proportion of what is passed off as 'secret intelligence is openly
available, if only you know where to | ook and how to appreci ate what
you find. At one tine or another, hacking will test everything you
know about conputers and conmunications. You will discover your
abilities increase in fits and starts, and you nust
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** Page 2
be prepared for |ong periods when nothing new appears to happen.

Popular filnms and tv series have built up a nythol ogy of what
hackers can do and with what degree of ease. My personal delight in
such Dream Factory output is in conpiling a list of all the m stakes
i n each episode. Anyone who has ever tried to nove a graphics gane
fromone mcro to an alnost-simlar conpetitor will already know that
the chances of getting a honme mcro to display the North Atlantic
Strategic Situation as it would be viewed fromthe President's
Command Post woul d be slimeven if appropriate tel ephone nunbers and
passwords were avail able. Less imediately obvious is the fact that
nost home micros talk to the outside world through |imted but
conveni ent asynchronous protocols, effectively denying direct access
to the mainfrane products of the world s undisputed | eadi ng conputer
manuf acturer, which favours synchronous protocols. And hone mcro
di spl ays are nenory-napped, not vector-traced... Nevertheless, it is
astoni shingly easy to get remarkable results. And thanks to the
protocol transformation facilities of PADs in PSS networks (of which
much nore |later), you can get into |arge |BM devices....

The cheapest hacking kit | have ever used consisted of a ZX81, 16K
RAMpack, a clever firmmare accessory and an acoustic coupler. Total
cost, just over 0100. The ZX81's touch-nmenbrane keyboard was one
l[itability; another was the uncertainty of the various connectors.

Much of the cleverness of the firmvare was devoted to overconing the
nati ve drawbacks of the ZX81's inner configuration--the fact that it
didn't readily send and receive characters in the industry-standard
ASClI | code, and that the output port was designed nore for instant
access to the Z80's main logic rather than to use industry-standard
serial port protocols and to rectify the limted screen display.

Yet this kit was capable of adjusting to nost bulletin boards;
could get into nost dial-up 300/300 asynchronous ports,
re-configuring for word-length and parity if needed; could have
accessed a PSS PAD and hence got into a huge range of conputers not
normally avail able to m cro-owners; and, wth another nodem could
have got into viewdata services. You could print out pages on the zZX
"tin-foil' printer. The di sadvantages of this kit were all in
conveni ence, not in facilities. Chapter 3 describes the sort of kit
nost hackers use.

It is even possible to hack with no equipnent at all. Al ngjor
banks now have a network of 'hole in the wall' cash machi nes-- ATMs
or Automatic Telling Machines, as they are officially

** Page 3
known. Maj or buil ding societies have their own network. These
machi nes have had faults in software design, and the hackers who

pl ayed around with them used no nore equi pnent than their fingers and
brains. Mdrre about this later.

file:/l/E|/Books/Hackers Handbook.htm (7 of 133) [11/28/2000 5:58:48 AM]



Hacker's Handbook

Though | have no intention of witing at |ength about hacking
etiquette, it is worth one paragraph: |overs of fresh-air wal ks obey
the Country Code; they cl ose gates behind them and avoid damage to
crops and |ivestock. Sonething very simlar ought to guide your
ranbles into other people's conputers: don't manipulate files unless
you are sure a back-up exists; don't crash operating systens; don't
|l ock legitimte users out fromaccess; watch who you give information
to; if you really discover sonething confidential, keep it to
yoursel f. Hackers should not be interested in fraud. Finally, just
as any ranbler who ventured past barbed wire and notices warning
about the Oficial Secrets Acts woul d deserve what ever happened
thereafter, there are a few hacking projects which should never be
att enpt ed.

On the converse side, | and many hackers | know are convi nced of one
thing: we receive nore than a little help fromthe system managers of
the conputers we attack. In the case of conputers owned by
universities and polys, there is little doubt that a nunber of them
are viewed |i ke academc libraries--strictly speaking they are for
t he student population, but if an outsider seriously thirsty for
know edge shows up, they aren't turned away. As for other conputers,
a nunber of us are alnpbst sure we have been used as a cheap neans to
test a system s defences...soneone rel eases a phone nunber and
| ow- | evel password to hackers (there are plenty of ways) and watches
what happens over the next few weeks while the computer files
thensel ves are enpty of sensitive data. Then, when the results have
been noted, the phone nunbers and passwords are changed, the security
i nproved etc etc....nmuch easier on dp budgets than enpl oyi ng
programmers at £150/ man/ day or nore. Certainly the Pentagon has been
known to form'Tiger Units' of US Arny conputer specialists to
pi n- poi nt weaknesses in systens security.

Two spectacul ar hacks of recent years have captured the public
i magi nation: the first, the Geat Prince Philip Prestel Hack, is
described in detail in chapter 8, which deals with viewdata. The
second was spectacul ar because it was carried out on |live nationa
television. It occurred on Cctober 2nd 1983 during a followup to the
BBC s successful Conputer Literacy series. It's worth reporting here,

because it neatly illustrates the essence of hacking as a sport...
skill with systens, careful research, maxi num i npact
** Page 4

with mnimmreal harm and hunour.

The tv presenter, John Coll, was trying to show off the Tel ecom
CGold electronic nmail service. Coll had hitherto never liked | ong
passwords and, in the context of the tight tim ng and pressures of
live tv, a two letter password seened a good idea at the tine. On
Telecom Gold, it is only the password that is truly confidential;
system and account nunbers, as well as phone nunbers to log on to the
system are easily obtainable. The BBC s account nunber, extensively
publicised, was OALO01l, the owl being the 'logo’ for the tv series as
wel | as the BBC conputer.
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The hacker, who appeared on a subsequent programme as a 'fornmer
hacker' and who tal ked about his activities in general, but did not
openly acknow edge his responsibility for the BBC act, nanaged to
seize control of Coll's mail box and superinpose a nessage of his own:

Conmputer Security Error. Illegal access. | hope your television
PROGRAMME runs as snoothly as ny PROGRAM wor ked out your passwords!
Not hing i s securel!

Hackers' Song

"Put anot her password in,

Bonb it out and try again

Try to get past |logging in,

We' re hacki ng, hacking, hacking

Try his first wife's mai den nane,
This is nore than just a gane,
It's real fun, but just the sane,
It's hacking, hacking, hacking"

The Nut cracker (Hackers UK)

H THERE, OALETS, FROM OZ AND YUG
(OLI VER AND GUY)

After the hack a number of stories about how it had been carried
out, and by whom circulated; it was suggested that the hackers had
crashed through to the operating systemof the Prine conputers upon
which the Dialcomelectronic mail software

** Page 5

resided--it was al so suggested that the BBC had arranged the whol e
thing as a stunt, or alternatively, that sonme BBC enpl oyees had fi xed
it up without telling their colleagues. Cetting to the truth of a

| egend in such cases is al nost always inpossible. No one involved has
a stake in the truth. British Telecom with a strong conmtnent to
get Gold accepted in the business community, was anxi ous to suggest
that only the dirtiest of dirty tricks could renove the inherent
confidentiality of their electronic mail service. Naturally, the
British Broadcasting Corporation rejected any possibility that it
woul d connive in an irresponsi ble cheap stunt. But the hacker had no
great stake in the truth either--he had sources and contacts to
protect, and his imge in the hacker community to bol ster. Never
expect any hacki ng anecdote to be conpletely truthful.

** Page 6

CHAPTER 2
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Conput er -t o- Conput er
Comruni cat i ons

Services intended for access by mcroconputers are nowadays
usual ly presented in a very user-friendly fashion: pop in your
software disc or firmvare, check the connections, dial the tel ephone
nunber, listen for the tone...and there you are. Hackers, interested
in venturing where they are not invited, enjoy no such |uxury. They
may want to access ol der services which preceded the nodern 'human
interface'; they are very likely to travel along paths intended, not
for ordinary custoners, but for engineers or salesnen; they could be
utilising facilities that were part of a conputer's conmm ssioning
process and have been hardly used since.

So the hacker needs a greater know edge of datacomms technol ogy than
does a nore passive conputer user, and sone feeling for the history
of the technology is pretty essential, because of its growth pattern
and because of the fact that nmany interesting installations still use
yest erday's sol utions.

Getting one conputer to talk to another sone distance away neans
accepting a nunber of limting factors:

* Al t hough conputers can send out several bits of infornmation at
once, the ribbon cable necessary to do this is not econom cal at any
great length, particularly if the information is to be sent out over
a network--each wire in the ribbon would need switching separately,

t hus maki ng ex- changes prohibitively expensive. So bits nust be
transmtted one at a tine, or serially.

** Page 7

* Since you will be using, in the first instance, wres and networks
already installed--in the formof the tel ephone and tel ex

net wor ks--you nust accept that the |imted bandw dth of these
facilities will restrict the rate at which data can be sent. The data
wi |l pass through long |lengths of wire, frequently being
re-anplified, and undergoing de- gradation as it passes through dirty
switches and relays in a multiplicity of exchanges.

* Data nust be easily capable of accurate recovery at the far end.

* Sendi ng and receiving conputers nmust be synchronised in their
wor ki ng.

* The node in which data is transmtted nust be one understood by
all conputers; accepting a standard protocol may nmean adopting the
speed and efficiency of the slowest.

* The present 'universal' standard for data transm ssion used by
m croconputers and many ot her services uses agreed tones to signify
binary 0 and binary 1, the ASCI|I character set (al so known as
International Al phabet No 5), and an asynchronous protocol, whereby
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the transmtting and receiving conputers are | ocked in step every
time a character is sent, not just at the beginning of a transm ssion
stream Like nearly all standards, it is highly arbitrary in its

deci sions and derives its inmportance sinply fromthe fact of being
general ly accepted. Like many standards, too, there are a nunber of
subtle and inportant variations.

To see how the standard works, how it cane about and the reasons
for the variations, we need to |l ook back a little into history.

The Growth of Tel egraphy

The essential techni ques of sending data along wires has a history
of 150 years, and sonme of the comon term nol ogy of nobdern data
transm ssion goes right back to the first experinents.

The earliest formof tel egraphy, itself the earliest form of
el ectrical nmessage sending, used the renpte actuation of electrica
relays to |l eave marks on a strip of paper. The letters of the
al phabet were defined by the patterns of 'mark' and 'space'.

** Page 8

The terns have cone through to the present, to signify binary
conditions of '"1' and '0' respectively. The first reliable machine
for sending letters and figures by this nethod dates from 1840; the
di rect successor of that machi ne, using remarkably unchanged
el ectronmechani cal technol ogy and a 5-bit al phabetic code, is stil
wi dely used today, as the telex/teleprinter/tel etype. The mark and
space have been replaced by hol es punched in paper-tape: |arger holes
for mark, smaller ones for space. Synchronisation between sendi ng and
receiving stations is carried out by beginning each letter with a
"start' bit (a space) and concluding it with a 'stop’ bit (mark). The
"idle' state of a circuit is thus "mark'. In effect, therefore, each
letter requires the transm ssion of 7 bits:

*x . . * (letter A- . = space; * = nark)
of which the first . is the start bit, the last * is the stop bit and
* * . .. is the code for A

This is the principle nmeans for sending text messages around the
worl d, and the way in which news reports are distributed globally.
And, until third-world countries are rich enough to afford nore
advanced devi ces, the technology will survive.

Early conputer conmunications

When, 110 years after the first such machines cane on |ine, the
need arose to address conputers renotely, telegraphy was the obvious
way to do so. No one expected conmputers in the early 1950s to give
instant results; jobs were assenbled in batches, often fed in by
nmeans of paper-tape (another borrowing fromtelex, still in use) and
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then run. The instant cal culation and collation of data was then
consi dered quite mraculous. So the first use of data comuni cations
was al nost exclusively to ensure that the machine was fed with
up-to-date information, not for the machine to send the results out
to those who might want it; they could wait for the "print-out' in
due course, borne to themw th considerable solemity by the conputer
experts. Typical comuni cati ons speeds were 50 or 75 baud. (The baud
is the measure of speed of data transm ssion: specifically, it refers
to the nunber of signal |evel changes per second and is thus not the
sane as bits-per-second.)

These early conputers were, of course, in today's jargon
singl e-user/single-task; prograns were fed by direct machi ne codi ng.
Gradual ly, over the next 15 years, conputers spawned nul ti-user
capabilities by neans of tine-sharing techniques, and their hunman
interface becane nore 'user-friendly'.

** Page 9

Wth these facilities grew the demand for renote access to
conputers, and nodern data communi cati ons began.

Even at the very end of the 1960s when | had nmy own very first
encounter with a conputer, the links with tel egraphy were still
obvious. As a result of happenstance, | was in a Governnent-run
research facility to the south-west of London, and the program | was
to use was | ocated on a conputer just to the north of Central London
I was sat down in front of a battered teletype--capitals and figures
only, and requiring not inconsiderable physical force fromny
smal lish fingers to actuate the keys of ny choice. As it was a
teletype outputting on to a paper roll, mstakes could not as readily
be erased as on a VDU, and since the sole formof error reporting
consisted of a solitary ?, the episode was nore frustrating than
thrilling. VDUs and good keyboards were then far too expensive for
"ordinary' use.

The tel ephone network

But by that tine all sorts of changes in datacoms were taking
pl ace. The tel ex and tel egraphy network, originally so inportant, had
| ong been overtaken by voice-grade tel ephone circuits (Bell's
i nvention dates from 1876). For conputer conmunication, mark and
space could be indicated by different audio tones, rather than by
different voltage conditions. Data traffic on a telex |ine can
operate in only one direction at a tinme, but, by selecting different
pairs of tones, both "transmtter' and 'receiver' could speak
si mul t aneousl y--so that in fact, one has to talk about 'originate'
and 'answer' instead.

| mproved electrical circuit design neant that higher speeds than
50 or 75 baud becane possible; there was a nove to 110 baud, then 300
and, so far as ordinary tel ephone circuits are concerned, 1200 baud
is now regarded as the top Iimt.
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The 'start' and 'stop' nethod of synchronising the near and far
end of a comunications circuit at the beginning of each individua
| etter has been retained, but the common use of the 5-bit Baudot code
has been replaced by a 7-bit extended code which allows for many nore
characters, 128 in fact.

Lastly, to reduce errors in transm ssion due to noise in the
tel ephone line and circuitry, each letter can be checked by the use
of a further bit (the parity bit), which adds up all the bits in the
mai n character and then, depending on whether the result is odd or
even, adds a binary O or binary 1.

The full nodern transm ssion of a letter in this system in this
case, K, therefore, |ooks like this:

** Page 10

START- STOP TRANSM SSI ON OF A DATA CHARACTER

TI ME
| NTERVAL 9 0 1 2 3 4 5 6 7 8 9
NUMBER
1 1 1 1 1 1
Mark 4---+ +---+ +---+ +-- - -+ +---+
LI NE | 1o [0 O] | 0] ol |
CONDI Tl ON Space- + +-- -+ I +---+ +-- -+ +-
N N
|
Bl NARY STOP-+ START 1 0 0 1 0 1 1 0
DAT

The first O is the start bit; then follows 7 bits of the actual
| etter code (1001011); then the parity bit; then the final 1 is the
st op code.

This system asynchronous start-stop ASCIlI (the conmon nane for
the al phabetic code), is the basis for nearly all nicro-based
comruni cati ons. The key variations relate to:

bit-length; you can have 7 or 8 databits (*)
parity; (it can be even or odd, or entirely absent),

Tones - The tones used to signify binary 0 and binary 1, and which
conputer is in 'originate' and which in "answer', can vary according
to the speed of the transm ssion and also to whether the service is
used in North America or the rest of the world. (Briefly, nost of
the world uses tones and standards |aid down by the Geneva-based
organi sation, CCITT, a specialised agency of the Internationa

Tel ecommuni cati ons Union; whereas in the United States and nost parts
of Canada, tones determ ned by the tel ephone utility, colloquially
known as Ma Bell, are adopted.) The follow ng table gives the
standards and tones in comon use.
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(*) There are no 'obvious explanations' for the variations comonly
found: nost electronic mail services and viewdata transmt 7 data
bits, even parity and | stop Bit; Telecom Gold and nost hobbyi st
bulletin boards transmt 8 data bits, odd parity and 1 stop bit.

Term nal emul ator software--see chapter 3--allows users to adjust for
these differing requirenents.

** Page 11

Servi ce Speed Duplex Transmt Recei ve Answer
Desi gnat or 0 1 0 1

V21 orig 300(*) full 1180 980 1850 1650 -
V21 ans 300(*) full 1850 1650 1180 980 2100
V23 (1) 600 hal f 1700 1300 1700 1300 2100
V23 (2) 1200 f/h(**) 2100 1300 2100 1300 2100
V23 back 75 f/h(**) 450 390 450 390 -
Bell 103 orig 300(*) full 1070 1270 2025 2225 -
Bell 103 ans 300(*) full 2025 2225 1070 1270 2225
Bel | 202 1200 hal f 2200 1200 2200 1200 2025

(*)any speed up to 300 baud, can also include 75 and 110 baud
services

(**)service can either be half-duplex at 1200 baud or asynmetri cal
full duplex, with 75 baud origi nate and 1200 baud receive (commonly
used as viewdata user) or 1200 transmt and 75 receive (viewdata
host)

H gher Speeds

1200 baud is usually regarded as the fastest speed possible on an
ordi nary voi ce-grade tel ephone line. Beyond this, noise on the |line
due to the switching circuits at the various tel ephone exchanges,
poor cabling, etc. make accurate transm ssion difficult. |ndeed, at
hi gher speeds it becones increasingly inportant to use transm ssion
protocols that include error correction.

Error correction techni ques usually consist of dividing the
transm ssion streaminto a series of blocks which can be checked, one
at a tinme, by the receiving conputer. The 'parity' system nentioned
above i s one exanple, but obviously a crude one. The difficulty is
that the nore secure an error-correction protocol becones, the
greater becones the overhead in ternms of nunbers of bits transmtted
to send just one character fromone conputer to another. Thus, in the
typical 300 bit situation, the actual letter is defined by 7 bits,
"start' and 'stop' account for another two, and the check takes a
further one--ten in all. After a while, what you gain in the speed
wi th which each actual bit is transmtted, you | ose, because so nany
bits have to be sent to ensure that a single character is accurately
recei ved!

** Page 12
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Al t hough sone peopl e risk using 2400 baud on ordinary tel ephone
lines--the jargon is the PTSN (Public Tel ephone Switched
Net wor k) - -t hi s nmeans usi ng expensi ve nodens. Were hi gher speeds are
essential, leased circuits, not available via dial-up. becone
essential. The leased circuit is paid for on a fixed charge, not a
charge based on tine-connected. Such circuits can be conditioned',
for exanple by using special anplifiers, to support the higher data
rate.

For really high speed transm ssions, however, pairs of copper
cabl e are i nadequate. Medium speed is obtainable by the use of
coaxial cable (a little like that used for tv antenna hook-ups) which
have a very broad bandw dth. |nposing several different channels on
one cable-length is called multiplexing and, depending on the
application, the various channels can either carry several different
conmput er conversations sinmultaneously or can send several bits of one
conmputer conversation in parallel, just as though there were a ribbon
cabl e between the two participating conputers. Either way, what
happens is that each binary 0 or binary 1 is given, not an audio
tone, but a radio frequency tone.

Synchronous Protocol s

In the asynchronous protocols so far described, transmtting and
receiving conputers are kept in step with each other every tine a
character is sent, via the '"start' and 'stop' bits. In synchronous
comrs, the |ocking together is done nerely at the start of each bl ock
of transm ssion by the sending of a special code (often SYN). The SYN
code starts a clock (a tinmed train of pulses) in the receiver and it
is this that ensures that binary Os and 1s originating at the
transmtter are correctly interpreted by the receiver; clearly, the
di spl acenent of even one binary digit can cause havoc.

A variety of synchronous protocols exist, such as the | ength of
bl ock sent each tine, the form of checking that takes place, the form
of acknow edgenent, and so on. A synchronous protocol is not only a
function of the nodem which has to have a suitable clock, but also
of the software and firmvare in the conputers. Because asynchronous
protocols transmt so many 'extra' bits in order to avoid error,
savings in transm ssion tinme under synchronous systens often exceed
20-30% The di sadvantage of synchronous protocols lie in increased
har dwar e costs.

One ot her conplication exists: nobst asynchronous protocols use the
ASCI| code to define characters. IBM('Big Blue'), the biggest
ent husi ast of synchronous coms, has its own binary code to define
characters. In Appendix IV, you will find an explanation and a
conpari son with ASCI I

** Page 13
The hacker, wishing to conme to terns with synchronous coms, has

two choices: the nore expensive is to purchase a protocol convertor
board. These are principally available for the I BM PC, which has been
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increasingly marketed for the 'executive workstation' audi ence, where
the ability to interface to a conpany's existing (IBM mainfrane is a
key feature. The alternative is to see whether the target mainfrane
has a port on to a packet- switched service; in that event, the
hacker can use ordi nary asynchronous equi pnment and protocol s--the

| ocal PAD (Packet Assenbl er/Di sassenbler) will carry out the
necessary transformations.

Net wor ks

Which brings us neatly to the world of high-speed digital networks
usi ng packet-switching. Al the conputer comunications so far
descri bed have taken place either on the phone (voice-grade) network
or on the tel ex network.

In Chapter 7 we will |ook at packet-sw tching and the
opportunities offered by international data networks. W nust now
speci fy hackers' equipnment in nore detail.

** Page 14

CHAPTER 3

Hackers' Equi pnent

You can hack wi th al nbost any m croconputer capable of talking to
the outside world via a serial port and a nodem In fact, you don't
even need a mcro; ny first hack was with a perfectly ordinary
viewdata term nal .

VWhat follows in this chapter, therefore, is a description of the
el enents of a system| like to think of as optinumfor
strai ght-forward asynchronous ASCI | and Baudot conmmuni cations. What
is at issue is convenience as nmuch as anything. Wth kit like this,

you will be able to get through nost dial-up ports and into
packet -swi tching through a PAD -- a packet assenbl er/ disassenbl er
port. (It will not get you into | BM networks, because these use

di fferent and inconpatible protocols; we will return to the matter of
the IBMworld in chapter 10.) In other words, given a bit of noney, a
bit of knowl edge, a bit of help fromfriends and a bit of |uck, what
is described here is the sort of equi pnment nost hackers have at their
command.

You will find few products on the market |abelled 'for hackers';
you must select those itens that appear to have 'legitimate' but
interesting functions and see if they can be bent to the hacker's
pur poses. The various sections within this chapter highlight the sort
of facilities you need; before |ashing out on sone new software or
hardware, try to get hold of as much publicity and docunentation
mat eri al as possible to see how adaptabl e the products are. In a few
cases, it is worth |ooking at the second-hand market, particularly
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for nodens, cables and test equi pnent.

Although it is by no neans essential, an ability to solder a few
connections and scrabble anong the circuit diagrans of 'official
products often yield unexpectedly rewardi ng results.

The conmput er

Al nost any popul ar m croconputer will do; hacking does not cal
upon enornous reserves of conputer power. Nearly everything you hack
will cone to you in al phanuneric form not graphics. The conputer
you already have will alnost certainly have the essential qualities.
However the very cheapest micros, |like the ZX81, whilst usable,
require much nore work on the part of the operator/hacker, and give
himfar less in the way of instant facilities.

** Page 15

(I'n fact, as the ZX81 doesn't use ASCI| internally, but a
Si ncl ai r-devel oped variant; you will need a software or firmvare fix
for that, before you even think of hooking it up to a nodem)

Most professional data services assune the user is view ng on an
80-colum screen; ideally the hacker's conmputer should be capabl e of
doing that as well, otherw se the display will be full of awkward
line breaks. Term nal enul ator software (see below) can some- tines
provide a 'fix'.

One or two disc drives are pretty hel pful, because you will want
to be able to save the results of your network adventures as quickly
and efficiently as possible. Mst term nal enulators use the
conputer's free nenory (i.e. all that is not required to support the
operating systemand the enul ator software itself) as store for the
recei ved data, but once the buffer is full, you will begin to | ose
the earliest itens. You can, of course, try to save to cassette, but
normal ly that is a slow and tedi ous process.

An alternative storage nethod is to save to a printer, printing
the received data streamnot only to the conputer screen, but also on
a dot matrix printer. However, nost of the nore popul ar (and cheaper)
printers do not work sufficiently fast. You may find you | ose
characters at the beginning of each line. Mreover, if you print
everything in real-tinme, you'll include all your m stakes, false
starts etc., and in the process use nmasses of paper. So, if you can
save to disc regularly, you can review each hack afterwards at your
| ei sure and, using a screen editor or word processor, save or print
out only those itens of real interest.

Serial ports
The conputer nust have a serial port, either called that or marked

RS232C (or its slight variant RS423), or V24, which is the officia
desi gnat or of RS232C used outside the USA, though not often seen on
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m Ccr os.

The very cheapest mcros, |ike the ZX81, Spectrum VIC20, do not
have RS232C ports, though add-on boards are avail able. Sone of the
ol der personal conputers, |like the Apple or the original Pet, were
also originally sold without serial ports, though standard boards are
avail able for all of these.

You are probably aware that the RS232C standard has a | arge nunber
of variants, and that not all conputers (or add-on boards) that claim
to have a RS232C port can actually talk into a nodem

Hi storically, RS232C/ V24 is supposed to cover all aspects of
serial communication, including printers and dunb term nals as well
as conputers. The RS232C standard specifies electrical and physica
requirenents.

** Page 16

Everything is punped through a 25-pin D shaped connector, each pin
of which has sonme function in sone inplenentation. But in nost cases,
nearly all the pins are not used. In practice, only three connections
are essential for conputer to nodem communi cati on

Pin 7 signal ground
Pin 2 characters | eaving the conputer
Pin 3 characters arriving at the conputer

The remai ni ng connections are for such purposes as feedi ng power
to an external device, switching the external advice on or off,
exchanging status and timng signals, nonitoring the state of the
line, and so forth. Sonme conputers and their associated firmare
require one or other of these status signals to go "high' or "low in
particul ar circunstances, or the program hangs. Check your
docunentation if you have trouble.

Some RS232C i npl enentati ons on microconputers or add-on boards are
there sinply to support printers with serial interfaces, but they can
often be nodified to talk into nodens. The critical tw lines are
those serving Pins 2 and 3.

A conputer serving a nodem needs a cable in which Pin 2 on the
conputer is linked to Pin 2 on the nodem

A conputer serving a printer, etc, needs a cable in which Pin 3 on
the: conputer is linked to Pin 2 on the printer and Pin 3 on the
printer is linked to Pin 2 on the conputer.

If two conputers are |inked together directly, w thout a nodem
then Pin 2 on conputer A nust be linked to Pin 3 on conputer B and
Pin 3 on conputer B linked to Pin 2 on conputer A: this arrangenent
is sonetinmes called a '"null nmodemi or a 'null nodem cable'.
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There are historic explanations for these arrangenents, dependi ng
on who you think is sending and who is receiving--forget about them
they are confusing. The above three cases are all you need to know
about in practice.

One difficulty that frequently arises with newer or portable
conputers is that sone manufacturers have abandoned the traditiona
25-way D-connector, largely on the grounds of bul k, cost and
redundancy. Sone European conputer and peripheral conpanies favour
connectors based on the DIN series (invented in Germany), while
ot hers use D-connectors with fewer pin-outs.

** Page 17

There is no standardi sation. Even if you see two physically
simlar connectors on two devices, regard themw th suspicion. In
each case, you nust determ ne the equival ents of:

Characters | eaving conputer (Pin 2)
Characters arriving at conmputer (Pin 3)
Signal ground (Pin 7)

You can usually set the speed of the port fromthe conputer's
operating systemand/or fromBasic. There is no standard way of doing
this; you nust check your handbook and manual s. Mst RS232C ports can
handl e the foll ow ng speeds:

75, 110, 300, 600, 1200, 2400, 4800, 9600

and sonetinmes 50 and 19200 baud as well. These speeds are sel ectable
in hardware by appropriate wiring of a chip called a baud-rate
generator. Many nodern conputers |let you sel ect speed in hardware by
nmeans of a DIL switch. The higher speeds are used either for driving
printers or for direct conputer-to-conputer or conputer-to-peripheral
connections. The normal nmaxi num speed for transmitting al ong phone
lines is 1200 baud.

Dependi ng on how your conputer has been set up, you may be able to
control the speed fromthe keyboard--a bit of firmnvare in the
conmputer will accept mcro-instructions to flip transistor swtches
controlling the wiring of the baud-rate generator. Alternatively,
the speeds nay be set in pure software, the mcro deciding at what
speed to feed information into the serial port.

I n nmost popular mcro inplenentations the RS232C cannot support
split-speed working (different speeds for receive and transmt). If
you set the port up for 1200 baud, it has to be 1200 recei ve and
transmt. This is a nuisance in Europe, where 75/1200 is in common
use both for viewdata systens and for sonme on-line services. The
usual way round is to have special term nal enulator software, which
requires the RS232C hardware to operate at 1200 /1200 and then sl ows
down (usually the micro's transmt path) to 75 baud in software by
nmeans of a timng |oop. An alternative nethod relies on a speci al
nodem which accepts data fromthe conputer at 1200/ 1200 and then
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perforns the slow ng-down to 75 baud in its own internal firmare.

Term nal enmul ators

W all need a quest in life. Sonetines | think mne is to search
for the perfect software package to nmake micros talk to the outside
wor | d.

** Page 18

As in all such quests, the goal is occasionally approached but
never reached, if only because the process of the quest causes one to
redefi ne what one is | ooking for.

These itens of software are sonetines called comuni cations
packages, or asynchronous coms packages, and sonetinmes term nal
enul ators, on the grounds that the software can make the m cro appear
to be a variety of different conputer termnals. Until recently, nost
on-line conmputer services assunmed that they were bei ng exam ned
t hrough 'dunb' termnals--sinply a keyboard and a screen, with no
attendant processing or storage power (except perhaps a printer).
Wth the arrival of PCs all this is slowy changing, so that the
renote conputer has to do no nore than provide relatively raw data
and all the formatting and on-screen presentation is done by the
user's own conputer. Term nal enulator software is a sort of
hal f -way house between 'dunb' term nals and PCs with considerable
| ocal processing power.

G ven the habit of manufacturers of mainframe and m ni- conputers
to make their products as inconpatible with those of their
conpetitors as possible (to nmaxim se their profits), many slight
variants on the 'dunb' conputer term nal exist--hence the
availability of term nal enulators to provide, in one software
package, a way of m m cking all the popul ar types.

Basic software to get a conputer to talk through its RS232C port,
and to take in data sent to it, is trivial. What the hacker needs is
software that will nake his conputer assume a nunber of different
personalities upon comand, store data as it is collected, and print
it out.

Two phi |l osophi es of presenting such software to the user exist:
first, one which gives the naive user a sinple nmenu which says, in
effect, 'press a key to connect to database' and then perforns
everything snoothly, w thout distracting nmenus. Such prograns need an
"install' procedure, which requires sonme know edge, but nost
"ordinary' users never see this. Normally, this is a phil osophy of
software witing | very nmuch adm re: however, as a hacker you w ||
want the precise opposite. The second approach to term nal enul ator
software allows you to re configure your conmputer as you go on--there
is plenty of on-screen help in the formof nenus allow ng you to turn
on and off |ocal echo, set parity bits, show non-visible contro
codes and so on. In a typical hack, you may have only vague
i nformati on about the target conputer, and nuch of the fun is seeing
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how qui ckly you can work out what the renote conputer wants to
- and how to make your machi ne respond.

see
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G ven the nunbers of popular conputers on the market, and the
nunbers of term nal enulators for each one, it is difficult to make a
series of specific recommendations. VWat follows there- fore, is a
list of the sort of facilities you should | ook for:

On-line help You nust be able to change the software
characteristics while on-line--no separate "install' routine. You
shoul d be able to call up 'help' nenus instantly, with sinple
commands --while holding on to the line.

Text buffer - The received data should be capable of going into the
conputer's free nenory automatically so that you can view it |ater
off-line. The size of the buffer will depend on the anount of nenory
left after the conmputer has used up the space required for its
operating systemand the term nal software. |[|f the term nal software
i ncl udes special graphics, as in Apple Visitermor sone of the ROM
packs used with the BBC, the buffer space may be relatively small.
The software should tell you how nuch buffer space you have used and
how nuch is left, at any tinme. A useful adjunct is an auto-save
facility which, when the buffer becones full, stops the stream of
text fromthe host conputer and autonmatically saves the buffer text
to disc. A nunber of associated software comands should let you turn
on and off the buffer store, clear it or, when off-line, viewthe
buffer. You should also be able to print the buffer to a 'line
printer (dot-matrix or daisy wheel or thermal image). Sone term na
emul ators even include a sinple line editor, so that you can del ete
or adjust the buffer before printing. (I use a term nal enul ator

whi ch saves text files in a formwhich can be accessed by ny

wor d- processor and use that before printing out.)

Hal f/full Duplex (Echo On/Of) - Mdst renpte services use an echoi ng
protocol: this nmeans that when the user sends a character to the host
conputer, the host inmediately sends back the sanme character to the
user's conputer, by way of confirmation. Wat the user sees on his
conput er screen, therefore, has been generated, not locally by his
direct action on the keyboard, but renotely by the host conputer.
(One effect of this is that there may sonetimes be a perceptible
del ay between keystroke and display of a letter, particularly if you
are using a packet-swi tched connection--if the telephone line is

noi sy, the display may appear corrupt). This echoing protocol is
known as full duplex, because both the user's conmputer and the host
are in communi cation sinmultaneously.

However, use of full duplex/echo is not universal, and al
termnal enulators allow you to switch on and off the facility. If,
for exanple, you are talking into a half-duplex system(i.e. no
echo), your screen woul d appear totally blank. In these
circunmstances, it is best if your software reproduces on the screen
your keystrokes.
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However, if you have your conmputer set for half-duplex and the host
conputer is actually operating in full duplex. each letter wll
appear tw ce--once fromthe keyboard and once, echoing fromthe host,
ggiiwiinngg tthhiiss ssoorrtt ooff eeffffeecctt. Your term na

emul ator needs to able to toggle between the two states.

Data Format/Parity Setting - In a typical asynchronous protocol, each
character is surrounded by bits to show when it starts, when it ends,
and to signify whether a checksum perfornmed on its binary equival ent
comes out even or odd. The character itself is described, typically,
in 7 bits and the other bits, start, stop and parity, bringing the
nunber up to 10. (See chapter 2.) However, this is nerely one very

common form and many systens use subtle variants -- the idea
termnal enulator software will et you try out these variants while
you are still on line. Typical variants should include:

Wrd | ength Parity No stop bits

Even 2
add 2
Even 1
dd 1
None
None
Even
Gdd 1

00 00000~~~ ~
PPN

(NB al though the ASCI| character set is 7 bit, 8 bits are sonetines
transmtted with a ~paddi ng~ bit; machi ne code instructions for 8-bit
and 16-bit machi nes obvi ously need 8-bit transm ssions.)

Show Control Characters - This is a software switch to display
characters not normally part of the text that is neant to be read but
whi ch neverthel ess are sent by the host conputer to carry out display
functions, operate protocols, etc. Wth the switch on, you will see
line feeds displayed as ~J, a back-space as “H and so on; see
Appendi x 1V for the usual equival ents.

Using this device properly you will be able, if you are unable to
get the text streamto display properly on your screen, to work out
what exactly is being sent fromthe host, and nodify your | ocal
sof tware accordi ngly.
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Control -Show is al so useful for spotting 'funnies' in passwords and

| og-on procedures--a comon trick is to include “H (backspace) in the
m ddl e of a log-on so that part of the full password is overwitten.
(For normal reading of text, you have Control-Show switched off, as
it makes normal reading difficult.)

Macros - This is the US term now rapidly being adopted in the UK
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for the preformatting of a | og-on procedure, passwords etc. Typica
connecting procedures to US services |ike The Source, ConmpuServe, Dow
Jones etc are relatively conplicated, conpared with using a | ocal
hobbyi st bulletin board or calling up Prestel. Typically, the user
must first connect to a packet- switched service |like Tel enet or
Tymmet (the US commrercial equivalents of BT's PSS), specify an
"address' for the host required (a long string of letters and
nunbers) and then, when the desired service or '"host' is on line,
enter password(s) to be fully admtted. The password itself may be in
several parts.

The value of the '"macro' is that you can type all this junk in
once and then send off the entire streamany tine you wi sh by neans
of a sinple conmand. Most termnal enulators that have this feature
all ow you to preformat several such macros.

From the hacker's point of view, the best type of macro facility
is one that can be itself addressed and altered in software:
supposi ng you have only part of a password: wite a little routine
whi ch successively tries all the unknowns; you can then |let the
conputer attenpt penetration automatically. (You'll have to read the
enul ator's nmanual carefully to see if it has software-addressable
macros: the only people who need them are hackers, and, as we have
of ten observed, very few out-and-out hacker products exist!)

Aut o-di al - Some nodens contain programmbl e auto-diallers so that
frequently-called services can be dialled froma single keyboard
conmand.

Agai n the advantage to the hacker is obvious--a partly- known
t el ephone nunber can be | ocated by witing sonme sinple software
routine to test the variables.

However, not all auto-dial facilities are equally useful. Sone
i ncluded in US-originated communi cations software and term na
emul ators are for specific '"smart' nodens not avail abl e
el sewhere--and there is no way of altering the software to work with
ot her equi prment. In general, each nobdemthat contains an auto-dialler
has its owm way of requiring instructions to be sent to it. If an
auto-dialling facility is inportant to you, check that your software
is configurable to your choice of auto-dial nodem

Anot her hazard is that certain auto-diallers only operate on the
mul ti-frequency tones nmethod ('touch-tone') of dialling used in | arge
parts of the United States and only very slowy being introduced in
other countries. The systemw dely used in the UKis called 'pulse
dialling. Touch-tone dialling is much nore rapid than pul se dialling,
of course.

** Page 22
Finally, on the subject of US-originated software, sonme packages
will only accept phone nunbers in the standard North Anerican fornmat

of: 3-digit area code, 3-digit |ocal code, 4-digit subscriber code.
In the UK and Europe the phone nunber formats vary quite
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consi derably. Make sure that any auto-dial facility you use actually
operates on your phone system

Format Screen - Mbst professional on-line and tine-share services
assunme an 80-colum screen. The 'format screen' option in termna
enul ators may all ow you to change the regul ar text display on your
mcro to show 80 characters across by nmeans of a graphics 'fiddle';
alternatively, it may give you a nore readable display of the stream
fromthe host by forcing line feeds at convenient intervals, just
before the streamreaches the right- hand margin of the mcro's
"natural’ screen w dth.

Rel ated to this are settings to handle the presentation of the
cursor and to determ ne cursor novenent about the screen-- normally
you won't need to use these facilities, but they may hel p you when
on-line to sonme odd-ball, non-standard service. Certain specific
"dunb’ termnals like the VI52 (which has becone sonething of a
mai nframe i ndustry standard) use special sequences to nove the cursor
about the screen--useful when the operator is filling in standard
forms of information.

O her settings within this category may all ow you to view
characters on your screen which are not part of the normal character
set. The early Apples, for exanple, |acked | ower case, presenting
everything in capitals (as does the ZX81), so various ingenious
"fixes' were needed to cope. Even quite advanced hone conputers may
| ack sonme of the full ASCI| character set, such oddities as the tilde
~ or backslash \ or curly bracket { }, for exanple.

Re-assign - keyboard A related problemis that honme mcro keyboards
may not be able to generate all the required characters the renote
service wi shes to see. The normal way to generate an ASCI| character
not avail able fromthe keyboard is from Basic, by using a Print
CHR$(n) type command. This may not be possi ble when on-line to a
renote conputer, where everything is needed in i medi ate node. Hence
the requirenent for a software facility to re-assign any little-used
key to send the desired 'm ssing’ feature. Typical requirenents are
BREAK~ ESC, RETURN (when part of a string as opposed to being the end
of a command) etc. \Wen re-assigning a series of keys, you nust neke
sure you don't interfere with the essential functioning of the

term nal enul ator

** Page 23

For exanple, if you designate the sequence ctrl-S to nean 'send a DCl
character to the host', the chances are you will stop the host from
sendi ng anything to you, because ctrl-Sis a common command (sone-
times called XOF) to call for a pause--incidentally, you can end the
pause by hitting ctrl-Q Appendix IV gives a list of the full ASClI

i npl enmentati on and the usual 'special' codes as they apply to
conmput er -t o- conput er conmmuni cati ons.

File Protocols - Wen conputers are sending large files to each

other, a further layer of protocol, beyond that defining individua
letters, is necessary. For exanple, if your conputer is automatically
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saving to disk at regular intervals as the buffer fills up, it is
necessary to be able to tell the host to stop sending for a period,
until the save is conplete. On older tine-share services, where the
typical termnal is a teletypewiter, the termnal is in constant
danger of being unable nmechanically to keep up with the host
conmputer's output. For this reason, many host conputers use one of
two wel | -known protocols which require the regul ar exchange of
speci al control characters for host and user to tell each other al
is well. The two protocol s are:

Stop/ Start - The receiving conputer can at any tinme send to the host
a Stop (ctrl-S) signal, followed by, when it is ready a Start,

(ctrl-Q.

EOB/ ACK - The sending conputer divides its file into a blocks (of any
conveni ent |ength); after each block is sent, an EOB (End of Bl ock)
character is sent (see ASCI| table, Appendix IV). The user's conputer
nmust then respond with a ACK (Acknow edge) character.

These protocols can be used individually, together or not at all.
You may be able to use the ' Show Control Codes' option to check
whet her either of the protocols are in use. Alternatively, if you
have hooked on to a service which for no apparent reason, seens to
stop in its tracks, you could try ending an ACK or Start (ctrl-F or
ctrl-S) and see if you can get things noving.

File transmission - Al termnal enulators assunme you will want to
send, as well as receive, text files. Thus, in addition to the
protocol settings already nentioned, there nay be additional ones for
t hat purpose, e.g. the XMODEM protocol very popular on bulletin
boards. Hackers, of course, usually don't want to place files on
renote conputers.....

Specific term nal emnulation - Sone software has pre-formatted sets of
characteristics to mmc popular comrercial 'dunb' term nals. For
exanple, with a ROM costing under £60 fitted to a BBC mcro, you can
obtain alnost all of the features of DEC s VT100 term nal, which
until recently was regarded as sonething of an industry-standard and
costing just under £1000.

** Page 24

Ot her popular termnals are the VI52 and sone Tektronix nodels, the
|atter for graphics display. ANSI have produced a 'standard
speci fication.

Baudot characters - The Baudot code, or International Tel egraphic
Code No 2, is the 5-bit code used in telex and tel egraphy -- and in
many W re-based news services. A few termnal enmulators include it as
an option, and it is useful if you are attenpting to hack such
services. Most software intended for use on radio |ink-ups (see
Chapter 10) operates primarily in Baudot, with ASCI1 as an option

Vi ewdata enul ation - This gives you the full, or alnost full,
graphi cs and text characters of UK-standard viewdata. Viewdata tv
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sets and adapters use a special character-generator chip and a few,
nostly British-manufactured, mcros use that chip also-- the Acorn

At om was one exanple. The BBC has a tel etext node which adopts the
same display. But for nbst micros, viewdata emulation is a natter of
using hi-res graphics to mmc the qualities of the real thing, or to
strip out nost of the graphics. Viewdata works on a screen 40
characters by 24 rows, and as sone popul ar hone mcros have 'native'
di spl ays smaller than that, sone considerable fiddling is necessary
to get themto handle viewdata at all.

In sonme emul ators, the option is referred to as Prestel or
M cronet--they are all the sane thing. Mcronet-type software usually
has additional facilities for fetching down tel esoftware prograns
(see Chapter 10).

Vi ewdat a enul ators nmust attend not only to the graphics
presentation, but also to split-speed operation: the usual speeds are
1200 receive fromhost, 75 transmt to host. USA users of such
services may get themvia a packet-sw tched network, in which case
they will receive it either at 1200/ 1200 full duplex or at 300/ 300.

Integrated term nal enulators offering both 'ordinary’
asynchronous enul ati on and viewdata enul ation are rare: | have to use
conpletely different and non-conpatible bits of software on ny own
honme set - up.

Mbdens

Every account of what a nodemis and does begins with the classic
expl anation of the derivation of the term let this be no exception.
Modemis a contraction of nodul at or-denodul at or.

A nodem taking instructions froma conputer (pin 2 on RS232C)
converts the binary 0's and 1's into specific single tones, according
to which 'standard' is being used. In RS232C/ V24, binary 0 (ON)
appears as positive volts and binary 1 (OFF) appears as negative
volts.

** Page 25

The tones are then fed, either acoustically via the tel ephone

nout h-pi ece into the tel ephone line, or electrically, by generating
the electrical equivalent direct onto the line. This is the

nodul ati ng process.

In the denodul ati ng stage, the equipnent sits on the phone |ine
listening for occurrences of pre-selected tones (again according to
whi chever 'standard' is in operation) and, when it hears one,
delivers a binary 0 or binary 1 in the formof positive or negative
voltage pulses into pin 3 of the conputer's serial port.

Thi s explanation holds true for nodens operating at up to 1200

baud; above this speed, the nbodem nust be able to originate tones,
and detect them according to phase as well, but since higher-speed
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wor ki ng is unusual in dial-up ports--the hacker's special interest,
we can | eave this matter to one side.

The nmodemis a relatively sinple bit of kit: on the transmt side
it consists of a series of oscillators acting as tone generators, and
on receive has a series of narrow band-pass filters. Designers of
nodens nust ensure that unwanted tones do not |leak into the tel ephone
I ine (exchanges and anplifiers used by tel ephone conpanies are
sonmetimes renptely controlled by the injection of specific tones) and
al so that, on the receive side, only the distinct tones used for
comruni cations are 'interpreted into binary Os or 1s. The other
engi neering requirenments are that unwanted el ectrical currents do not
wander down the tel ephone cable (to the possible risk of phone
conpany enpl oyees) or back into the user's conputer

Until relatively recently, the only UK source of |ow speed nodens
was British Telecom The situation is much easier now, but
de-regul ati on of 'tel ephone line attachnents', which include nodens,
is still so recent that the ordinary custonmer can easily becone
confused. Moreover, nodens offering exactly the sane service can vary
in price by over 300% Strictly speaking, all nodens connected to
the phone line should be officially approved by BT or other
appropriate regulatory authority.

At 300 baud, you have the option of using direct-connect nodens
which are hard-wired into the tel ephone Iine, an easy enough
exerci se, or using an acoustic coupler in which you place the
t el ephone hand-set. Acoustic couplers are inherently prone to
interference fromroomnoise, but are useful for quick |ash-ups and
portabl e operation. Many acoustic couplers operate only in
"originate' node, not in' answer'. Newer commercial direct- connect
nodens are cheaper than acoustic couplers.

** Page 26

At hi gher speeds acoustic coupling is not recomrended, though a
75/ 1200 acoustic coupler produced in association with the Prestel
M cronet service is not too bad, and is now exchanged on the
second- hand mar ket very cheaply indeed.

| prefer nodens that have proper status |ights--power on, line
seized, transmt and receive indicators. Hackers need to know what is
goi ng on nore than nost users.

The tabl e bel ow shows all but two of the types of service you are
likely to cone across; V-designators are the world-wi de "official’
nanes given by the CCITT; Bell-designators are the US nanes:

Servi ce Speed Duplex Transmt Recei ve Answer
Desi gnat or 0 1 0 1

V21 orig 300(*) full 1180 980 1850 1650 -

V21 ans 300(*) full 1850 1650 1180 980 2100
V23 (1) 600 hal f 1700 1300 1700 1300 2100
V23 (2) 1200 f/h(**) 2100 1300 2100 1300 2100
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V23 back 75  f/h(**) 450 390 450 390 -
Bel | 103 orig 300(*) full 1070 1270 2025 2225 -

Bel | 103 ans  300(*) full 2025 2225 1070 1270 2225
Bel | 202 1200  hal f 2200 1200 2200 1200 2025

(*)any speed up to 300 baud, can also include 75 and 110 baud
services

(**)service can either be hal f-duplex at 1200 baud or asymetri cal
full duplex, with 75 baud origi nate and 1200 baud recei ve (commonly
used as viewdata user) or 1200 transmt and 75 receive (viewdata
host)

The two exceptions are:

V22 1200 baud full duplex, two wire

Bel | 212A The US equi val ent

These services use phase nodul ation as well as tone.

British Tel ecom markets the UK services under the nane of
Datel --details are given in Appendix V.

BT' s net hods of connecting nodens to the |ine are either to
hard-wire the junction box (the two outer-wires are the ones you
usual ly need)--a 4-ring plug and associ ated socket (type 95A) for
nost nodens, a 5-ring plug and associ at ed socket (type 96A) for
Prestel applications (note that the fifth ring isn't used)--and, for
all new equi pnrent, a nodular jack called type 600. The US al so has a
nodul ar jack, but of course it is not conpatible.

** Page 27

Modern nodem design is greatly aided by a wonder chip called the
AMD 7910. This contains nearly all the facilities to nodul ate and
denodul ate the tones associated with the popul ar speed services, both
in the COTT and Bell standards. The only om ssion--not always made
clear in the advertisenents--are services using 1200/ 1200
full-duplex, ie V22 and Bell 212A.

Buil ding a nopdemis now largely a question of adding a few
peri pheral conponents, sonme switches and indicator |ights, and a box.
In deciding which "world standard' nodemto purchase, hackers shoul d
consi der the follow ng features:

Status lights you need to be able to see what is happening on the
l'ine.

Har dwar e/ sof tware switching - cheaper versions nerely give you a
switch on the front enabling you to change speeds, originate or
answer node and CC TT or Bell tones. More expensive ones feature
firmvare which allows your conputer to send specially formatted
instructions to change speed under programcontrol. However, to make
full use of this facility, you may need to wite (or nodify) your
term nal enul ator

Auto-dial - a pulse dialler and associated firmvare are included in
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sone nore expensive nodels. You should ascertain whether the

aut o-di al er operates on the tel ephone systemyou intend to hook the
nodem up to--sonme of the US '"smart' nodens present difficulties
outside the States. You will of course need software in your mcro to
address the firmvare in the nodem--and the software has to be part
of your term nal enulator, otherw se you gain nothing in convenience.
However, with appropriate software, you can get your conputer to try
a whol e bank of nunbers one after the other.

D25 connector - this is the official 'approved RS232CN24 physi cal
connection--useful fromthe point-of-view of easy hook-up. A nunber
of | ower-cost nodels substitute alternative DI N connectors. You mnust
be prepared to sol der up your own cables to be sure of connecting up

properly.

Docunentation | always prefer itens to be acconpani ed by proper
instructions. Since hackers tend to want to use equi pment in
unort hodox ways, they should | ook for good docunentation too.

** Page 28

Finally, a word on build-your-own nodens. A nunber of popul ar
el ectroni cs magazi nes and nai |l -order houses have of fered nodem
desi gns. Such nodens are not likely to be approved for direct
connection to the public tel ephone network. However, nost of them
work. |If you are uncertain of your kit-constructing skills, though.
remenber badly-built nodens can be dangerous both to your conputer
and to the tel ephone network.

Test Equi prent

Various itens of useful test equipnent occasionally appear on the
second- hand market--via mail-order, in conputer junk shops, in the
fl ea- market section of exhibitions and via conputer cl ubs.

It's worth searching out a cable 'break-out' box. This lets you
restrap a RS232C cabl e wi thout using a soldering iron--the various
lines are brought out on to an accessible matrix and you use small
connectors to nake (or break) the links you require. It's useful if
you have an 'unknown' nodem or an unusually configured conputer.

Rel at ed, but much nore expensive, is a RS232C/ V24 anal yser --this
gives LED status lights for each of the inportant lines, so you can
see what is happening.

Lastly, if you are a very rich and enthusiastic hacker, you can
buy a protocol analyser. This is usually a portable device with a
VDU, full keyboard, and some very clever firmmare which exam nes the
tel ephone line or RS232C port and carries out tests to see which of
several popul ar datacomms protocols is in use. Hew ett Packard do a
nice range. Protocol analysers will handl e synchronous transm ssions
as well as synchronous. Cost: £1500 and up...and up.

** Page 29
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CHAPTER 4

Targets

Wher ever hackers gather, talk soon noves from past achi evenents
and adventures to specul ati on about what new territory m ght be
explored. It says much about the conpartnentalisation of conputer
specialities in general and the isolation of mcro- owners from
mai nstream activities in particular that a great deal of this
di scussion is |ike that of navigators in the days before Col unbus:
the charts are unreliable, full of blank spaces and confounded wth

nmyt h.

In this chapter | amattenpting to provide a series of notes on
the main types of services potentially available on dial-up, and to
gi ve sone idea of the sorts of protocols and conventions enpl oyed.
The idea is to give voyagers an outline atlas of what is interesting
and possible, and what is not.

On-line hosts

On-line services were the first formof electronic publishing: a
series of big storage conputers--and on occasi on, associ ated
dedi cated networks -- act as hosts to a group of individual databases
by providing not only nmass data storage and the appropriate 'search
| anguage' to access it, but also the neans for registering, |ogging
and billing users. Typically, users access the on-line hosts via a
phone nunber which links into a a public data network using packet
switching (there's nore on these networks in chapter 7).

The on-1ine business began al nost by accident; |arge corporations
and institutions involved in conplicated technol ogi cal devel opnents
found that their libraries sinply couldn't keep track of the
publication of relevant new scientific papers, and decided to
mai ntai n indices of the papers by nane, author, subject-matter, and
so on, on computer. One of the first of these was the armanents and
ai rcraft conpany, Lockheed Corporation.

In tinme the scope of these indices expanded and devel oped and
outsiders -- sub-contractors, research agencies, universities,
gover nnment enpl oyees, etc were granted access. O her organisations
with simlar information-handling requirenents asked if space could
be found on the conputer for their needs.

** Page 30
Eventual | y Lockheed and ot hers recogni sed the beginnings of a quite
separate business; in Lockheed's case it lead to the foundation of

Di al ogue, which today acts as host and marketing agent for al nost 300
separate databases. Oher on-line hosts include BRS (Bibliographic
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Retrieval Services), Conshare (used for sophisticated financia
nodel | ing), DataStar, Blaise (British Library) I P Sharp, and
Eur onet - Di ane.

On-line services, particularly the ol der ones, are not especially
user-friendly by nodern standards. They were set up at a tine when
both core and storage nenory was expensive, and the search | anguages
tend to be abbreviated and formal. Typically they are used, not by
the eventual custonmer for the information, but by professiona
internmedi aries--librarians and the |like-- who have undertaken speci al
courses. Originally on-line hosts were accessed by dunb term nals,
usual ly teletypewiters |like the Texas Wisperwiter portable with
built-in acoustic nodem rather than by VDUs. Today the trend is to
use 'front-end' intelligent software on an | BM PC which all ows the
nai ve user to pose his/her questions informally while offline; the
software then redefines the information request into the fornal
| anguage of the on-line host (the user does not witness this process)
and then goes on-line via an auto-dial nodemto extract the
information as swiftly and efficiently as possible.

On-line services require the use of a whole series of passwords:
the usual NU and NUA for PSS (see chapter 7), another to reach the
host, yet another for the specific information service required.
Charges are either for connect-time or per record retrieved, or
sonetimes a conbi nati on

The categories of on-line service include bibliographic, which
nerely indexes the existence of an article or book--you nust then
find a physical copy to read; and source, which contains the article
or extract thereof. Full-text services not only contain the conplete
article or book but will, if required, search the entire text (as
opposed to nere keywords) to |ocate the desired information. An
exanple of this is LEXIS, a vast |egal database which contains nearly
all inportant US and English | aw judgenments, as well as statutes.

News Servi ces

The vast nmjority of news services, even today, are not, in the
strictest sense, conputer-based, although computers play an inportant
role in assenbling the information and, depending on the nature of

t he newspaper or radio or tv station receiving it, its subsequent
handl i ng.

** Page 31

The worl d's big press agencies--United Press, Associated Press,
Reut ers, Agence France Presse, TASS, Xi nhua, PAP, VOA -- use telex
techni ques to broadcast their stories. Permanent |eased tel egraphy
i nes exist between agencies and custoners, and the technology is
pure telex: the 5-bit Baudot code (rather than ASCII) is adopted,
giving capital letters only, and 'mark' and space' are sent by
changi ng voltage conditions on the Iine rather than audi o tones.
Speeds are 50 or 75 baud.
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The user cannot interrogate the agency in any way. The stories
come in a single streamwhich is collected on rolls of paper and then
used as per the contract between agency and subscriber. To hack a
news agency line you will need to get physically near the appropriate
| eased line, tap in by means of an inductive |oop, and convert the
changi ng voltage levels (+80 volts on the line) into sonething your
RS232C port can handle. You will then need software to translate the
Baudot code into the ASCI I which your conputer can handle internally,
and di splay on screen or print to a file. The Baudot code is given in
Appendi x | V.

None of this is easy and will probably involve breaches of severa
| aws, including theft of copyright material! However a nunber of news
agencies also transmt services by radio, in which case the signals
can be hijacked with a short-wave receiver. Chapter 9 expl ains.

H storic news, as opposed to the current stuff from agencies, is
now becom ng avail able on-line. The New York Tines, for exanple, has
long held its stories in an electronic 'norgue’ or clippings library.
Initially this was for internal use, but for the |ast several years
it has been sold to outsiders, chiefly broadcasting stations and
| arge corporations. You can search for information by a conbination
of keyword and date-range. The New York Tines Information Bank is
avai |l abl e through several on-1line hosts.

As the world' s great newspapers increasingly nove to el ectronic
means of production--journalists working at VDUs, sub-editors
assenbl i ng pages and direct-input into photo-typesetters--the
addi tional cost to each newspaper of creating its own norgue is
relatively slight and we can expect to see many nore conmerci al
servi ces.

In the neantinme, other publishing organi sati ons have sought to
make avail able articles, extract or conplete, fromleadi ng magazi nes
al so. Two UK exanples are Finsbury Data Services' Textline and
Dat asol ve's d Reporter, the latter including material fromthe BBC s
noni toring service, Associated Press, the Econom st and the Guardi an.
Textline is an abstract service, but Wrld Reporter gives the ful
text. In October 1984 it already held 500 million English words.

** Page 32

In the US there is NEXIS, which shares resources with LEXIS; NEXI S
held 16 mllion full text articles at that sane date. Al these
services are expensive for casual use and are accessed by dial-up
usi ng ordi nary asynchronous protocols.

Many el ectroni ¢ newsroons al so have dial-in ports for reporters
out on the job; depending on the systemthese ports not only allow
the reporter to transmt his or her story froma portable conputer
but may also (like Basys Newsfury used by Channel Four News) |et them
see news agency tapes, read headlines and send el ectronic mail. Such
systens have been the subject of considerabl e hacker specul ation.
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Fi nanci al Servi ces

The financial world can afford nore conputer aids than any ot her
non- gover nnental sector. The vast potential profits that can be nade
by tradi ng huge bl ocks of currency, securities or commodities--and
the extraordi nary advantages that a slight 'edge' in information can
bring--have neant that the City, Wall Street and the equivalents in
Hong Kong, Japan and maj or European capitals have been in the
forefront of getting the nost from high-speed conms.

Ten years ago the sole formof instant financial information was
the ticker tape--tel egraphy technol ogy delivering the |atest share
price novenents in a highly abbreviated form As with its news
equi val ents, these were broadcast services (and still are, for the
services still exist) sent along | eased tel egraph |ines. The user
could only watch, and 'interrogation' consisted of back-tracking
al ong a tape of paper. Extel (Exchange Tel egraph) continues to use
this technique, though it is gradually upgrading by using viewlata
and intelligent termnals.

However, just over ten years ago Reuters put together the first
packages whi ch gave sone intelligence and 'questioning power' to the
end user. Each Reuters' Mnitor is intelligent, containing (usually)
a DEC PDP-8 series mni and sone firmwvare which accepts and sel ects
the stream of data fromthe host at the far end of the | eased |ine,
marshal | s interrogation requests and takes care of the |ocal display.
Information is formatted in 'pages' rather |ike viewdata franmes, but
W thout the colour. There is little point in eavesdropping into a
Reuters line unless you know what the term nal firmvare does. Reuters
now face an aggressive rival in Telerate, and the fight is onto
deliver not only fast conprehensive prices services but international
screen-based dealing as well. The growh of Reuters and its rivals is
an illustration of technology creating nmarkets--especially in
i nternational currency--where none existed before.

** Page 33

The first sophisticated Stock Exchange prices 'screens' used
nodi fied closed circuit television technology. London had a system
call ed Market Price Display Service--MDS--which consisted of a
nunber of tv displays of current prices services on different
"channel s’ which could be selected by the user. But London now uses
TOPIC, a leased line variant on viewdata technol ogy, though with its
nmagazi ne-1i ke arrangenent and auto-screen refresh, it has as much in
common with teletext as Prestel. TOPIC carries about 2,500 of the
total 7,500 shares traded in London, plus selected anal ytica
material from brokers. Datastreamrepresents a nmuch higher |evel of
sophi stication: using its £40,000 plus pa term nals you can conpare
historic data-- price novenents, novenents agai nst sector indices
etc--and chart the results.

The hacker's reward for getting into such systens is that you can
see share and other prices on the nove. None of these prices is
confidential; all could be obtained by ringing a stockbroker.
However, this situation is likely to change; as the City nmakes the
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change fromthe traditional broker/jobber nethod of dealing towards
speci al i st market making, there will then be electronic prices
services giving privileged information to specialist share deal ers.
Al'l these services are only available via |eased lines; Gty

prof essionals woul d not tolerate the delays and uncertainties of
dial-up facilities. However dial-up ports exist for denonstrations,
exhi bitions, engineering and as back-up--and a | ot of hacking effort
has gone into tracking them down.

In the United States, in addition to Reuters, Telerate and | oca
equi val ents of official streans of stock exchange and over-the-
counter data, there is Dow Jones, best known internationally for its
mar ket indices simlar to those produced by the Financial Tinmes in
London. Dow Jones is in fact the owner of the Wall Street Journal and
sone influential business magazi nes. Its Dow Jones News/ Retri eval
Service is ainmed at businesses and private investors. It features
current share prices, deliberately delayed by 15 minutes, historic
price data, which can be charted by the user's own conputer
(typically an Apple or IBMPC) and historic 'norgue' type conpany
news and anal ysis. Extensions of the service enable custoners to
exam ne accounts of conpanies in which they are interested. The bul k
of the information is US-based, but can be obtained world-w de via
packet -swi tching networks. All you need are the passwords and speci al
sof twar e.
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Busi ness I nformation

Busi ness information is usually about the credit-worthiness of
conpani es, conpany annual reports, trading opportunities and market
research. The biggest electronic credit data resource is owed by the
i nternational conpany Dun & Bradstreet: during 1985-86 it is due to
spend £25mon meking its data available all over Europe, including
the UK. The service, which covers nore than 250,000 UK businesses, is
call ed DunsPrint and access is both on-line and via a viewdata
front-end processor. Another credit agency, CNN Services, extensively
used already by the big clearing banks, and with 3000 custoners
accessing information via viewlata sets, has recently al so announced
an extended electronic retrieval service for its ow called Guardian
Busi ness Information A third UK credit service available
el ectronically is called |InfoLink.

In addition, all UK conpanies quoted on the London Stock Exchange
and many ot hers of any size who are not, have a report and anal ysis
avail able from |1 CC (I nterConpany Conpari sons) who can be accessed via
on--line dial--up, through a viewdata interface and al so by
Dat astream custoners. Dun & Bradstreet al so have an on--line service
cal l ed KBE covering 20,000 key British enterprises.

Prodi gi ous quantities of credit and background data on US
conpani es can be found on several of the mgjor on--line hosts. A
val id phone nunber, passwords and extracts fromthe operations nanual
of one of the largest US services, TRW-it has credit histories on 90
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mllion peopl e--sat on sone hackers' bulletin boards (of which nmuch
nore later) for over twelve nonths during 1983 and 1984 before the
conpany found out. No one knows how many times hackers accessed the
service. According to the Washi ngton Post, the password and manual
had been obtained froma Sears Roebuck national chain store in
Sacranent o; sone hackers clainmed they were able to alter credit
records, but TRWmaintain that tel ephone access to their systens is
desi gned for read-only operations al one, updating of files taking
pl ace solely on magnetic tape.

US mar ket research and risk analysis cones from Frost Sullivan
Ri sk analysis tells international businessnmen which countries are
politically or economcally unstable, or likely t become so, and so
unsafe to do business with. | once found nyself accessing a
vi ewdat a- based i nternational assessnent service run b a conpany
call ed Control Risks, which reputedly has strong |ink to the Speci al
Air Service. As so often happens when hacker think they are about to
uncover secret know edge, the actual data files seened relatively
trivial, the sort of judgenents that could be nade by a bright sixth
former who read posh newspapers and thoughtful weekly magazi nes.
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University facilities

In conplete contrast to conputers that are used to store and
present data are those where the value is to deliver processing power
to the outside world. Paranount anong these are those installed in
universities and research institutes.

Al t hough hackers frequently acquire phone nunbers to enter such
machi nes, what you can do once you are there varies enornously. There
are usually tiers and banks of passwords, each allowing only limted
access to the range of services. It takes considerable know edge of
the machi ne's operating systemto break through fromone to another
and i ndeed, in sone cases, the operating systemis so thoroughly
enbedded in the nmainframe's hardware architecture that the
substantial nodifications necessary to permt a hacker to roamfree
can only be done froma few designated termnals, or by having
physi cal access to the machi ne. However, the hobbyist bulletin board
system quite often provi des passwords giving access to ganmes and the
ability to wite and run prograns in exotic |anguages--ny own first
hands--on experience of Unix cane in exactly this way. There are
bull etin boards on mai nfranes and even, in sone cases, boards for
hacker s!

G ven the nature of hacking, it is not surprising that sone of the
earliest japes occurred on conputers owned by universities. Wy back
in the 1970s, MT was the |ocation of the fanous ' Cookie Mnster',
inspired by a character in the then-popular Rowan & Martin Laugh-in
tel evi si on show. As soneone worked away at their termnal, the word
"cookie' woul d appear across their screen, at first slowy w ping out
the user's work. Unless the user noved quickly, things started to
speed up and the machine would flash urgently: "Cookie, cookie, give
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me a cookie". The whole screen would pulse with this nessage until,
after a while, the hacking programrelented and the ' Monster' woul d
clear the screen, leaving the nessage: "I didn't want a cookie
anyway." |t would then disappear into the conputer until it snared
anot her unsuspecting user. You could save yourself fromthe Monster
by typing the word "Cookie", to which it replied "Thank you" and then
vani shed.

In another US case, this tine in 1980, two kids in Chicago,
calling thensel ves System Cruncher and Vliadimr, entered the conputer
at DePaul University and caused a system crash which cost $22,000 to
fix. They were prosecuted, given probation and were then nmade a novie
of fer.

** Page 36

In the UK, many inportant university and research institution
conput ers have been |inked together on a special data network called
SERCNET. SERC is the Science and Engi neeri ng Research Council.

Al t hough nost of the conputers are individually accessible via PSS,
SERCNET nekes it possible to enter one conputer and pass through to
others. During early 1984, SERCNET was the target of nuch hacker
attention; a fuller account appears in chapter 7, but to anticipate a
little, a local entry node was di scovered via one of the London

Uni versity coll ege conputers with a denonstration facility which, if
asked nicely, disgorged an operating nmanual and list of 'addresses'.
One of the mnor joys of this list was an entry |labelled "Gateway to
the Universe", pure Hitch-hiker material, concealing an extensive
long-termnul ti-function conmunications project. Eventually sone
hackers based at a hone counties university managed to di scover ways
of roam ng free around the network. ...

Banki ng

Prom nent anmong public fantasies about hackers is the one where
banks are entered el ectronically, accounts exam ned and sonme noney
noved fromone to another. The fantasies, bolstered by
under -researched | ow budget novies and tv features, arise from
confusing the details of several actual happeni ngs.

Most 'renote stealing' frombanks or illicit obtaining of account
details touch conputers only incidentally and involve straight-
forward fraud, conning or bribery of bank enployees. In fact, when
you think about the effort involved, human net hods woul d be much nore
cost-effective for the crimnal. For hackers, however, the very
consi derable effort that has been made to provide security nmakes the
systens a great challenge in them selves.

In the United Kingdom the banking scene is dom nated by a handf ul
of large conpanies with nmany branches. Cheque clearing and account
mai nt enance are conducted under conditions of high security with
consi derabl e isolation of key elenments; inter-bank transactions in
the UK go through a schene called CHAPS, C earing House Automatic
Payments System which uses the X 25 packet switching protocols (see
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chapter 7). The network is based on Tandem machi nes; half of each
machine is common to the network and half unique to the bank. The
encryption standard used is the US Data Encryption Standard. Certain
parts of the network, relating to the en- and de-cryption of
nmessages, apparently auto-destruct if tanmpered wth.
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The service started early in 1984. The international equival ent
is SWFT (Society for Wrldw de | nterbank Financial Transactions);
this is also X 25- based and it handl es about half-a-mllion nessages
a day. If you want to |l earn sonmeone's bal ance, the easiest and nost
reliable way to obtain it is with a plausible call to the | oca
branch. If you want sonme easy noney, steal a cheque book and cheque
card and practise signature imtation. O, on a grander scale, follow
the exanple of the £780,000 kruggerand fraud in the Cty. Thieves
intercepted a tel ephone call froma solicitor or bank manager to
"authenticate' forged drafts; the gold coins were then delivered to a
bogus conpany.

In the United States, where federal law linmts the size of an
i ndi vi dual bank's operations and in international banking, direct
attacks on banks has been nuch easi er because the technol ogy adopted
is much cruder and nore use is nade of public phone and telex |ines.
One of the favourite techniques has been to send fake authorisations
for nmoney transfers. This was the approach used agai nst the Security
Nati onal Pacific Bank by Stanley Rifkin and a Russian di anond deal er
in Geneva. $10.2m noved from bank to bank across the United States
and beyond. Rifkin obtained code nunbers used in the bilateral Test
Keys. The trick is to spot weaknesses in the cryptographic systens
used in such authorisations. The specifications for the systens
thensel ves are openly published; one conputer security expert, Leslie
Gol dberg, was recently able to take apart one schene--proposed but
not actually inplenmented--and show that nmuch of the 'key' that was
supposed to give high |evel cryptographic security was technically
redundant, and could be virtually ignored. A surprisingly ful
account of his 'perfect' fraud appears in a 1980 issue of the journal
Conmput er Fraud and Security Bulletin.

There are, however, a few areas where banking is becom ng
vul nerable to the less mathematically literate hacker. A nunber of
i nternational banks are offering their big corporation customners
special facilities so that their Treasury Departnents (which ensure,
anong other things, that any spare mllion dollars are not |eft doing
not hi ng over night but are earning short-terminterest) can have
direct access to their account details via a PC on dial-up. Again,
tel ebanking is now avail able via Prestel and sonme of its overseas
imtators. Although such services use several |ayers of passwords to
val idate transactions, if those passwords are m s-acquired, since no
signatures are involved, the bank account becones vul nerable.

** Page 38

Finally, the network of ATMs (hole-in-the-wall cash machines) is
expandi ng greatly. As nentioned early in this book, hackers have
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identified a nunber of bugs in the machines. None of them
incidentally, lead directly to fraud. These machi nes all ow card-

hol ders to extract cash up to a finite limt each week (usually
£100). The magnetic stripe contains the account nunber, validation
details of the owner's PIN (Personal Identity Nunber), usually 4
digits, and a record of how nuch cash has been drawn that week. The
ATMis usually off-line to the bank's nmain conputer and only goes
on-line in two circunstances--first, during business hours, to
respond to a custoner's 'bal ance request'; and second, outside
regul ar hours, to take into local nenory lists of invalid cards which
shoul d not be returned to the custoner, and to dunp out cheque book
and printed statenent requests.

Hackers have found ways of getting nore than their cash [imt each
week. The ATMs bel onging to one clearing bank could be 'cheated' in
this way: you asked for your maxi num anount and then, when the
transaction was al nost conpl eted, the ATM asked you ' Do you want
anot her transaction, Yes/No?' If you responded 'yes' you could then
ask for--and get--your credit limt again, and again, and again. The
weakness in the systemwas that the magnetic stripe was not
overwitten to show you had had a transaction till it was physically
ejected fromthe machine. This bug has now been fi xed.

A related but nore bizarre bug resided for a while on the ATMs
used by that first bank's nost obvious H gh Street rivals. In that
case, you had to first exhaust your week's linmt. You then asked for
a further sum say £75. The nachine refused but asked if you wanted a
further transaction. Then, you slowy decrenented the anmounts you
were asking for by £5...70, 65, 60...and so on, down to £10. You then
told the ATMto cancel the last £5 transaction...and the machi ne gave
you the full £75. Some hackers firmy believe the bug was pl aced
there by the original software witer. This bug too has now been
fixed.

Nei t her of these quirks resulted in hackers 'w nning' noney from
t he banks involved; the accounts were in every case, properly
debited. The only victory was to beat the system For the future,
note that the cost of magnetic stripe reader/witers which interface
to PCs is dropping to very low levels. | await the first inevitable
news reports.

El ectroni c Mi

El ectronic mail services work by storing nessages created by sone
users until they are retrieved by their intended recipients.

** Page 39

The ingredients of a typical systemare: registration/logging on
facilities, storage, search and retrieval, networking, timng and
billing. Electronic mail is an easy add-on to nost mainfrane
installations, but in recent years various organi sations have sought
to market services to individuals, conmpanies and industries where
el ectronic mail was the nmain purpose of the system not an add-on.
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The system software in widest use is that of ITI-Dialcom it's the
one that runs Tel ecom Gol d. Anot her successful package is that used
in the UK and USA by Easylink, which is supported by Cable & Wrel ess
and Western Union.

In the Dial conf Tel ecom Gol d service, the assunption is nmade that
nost users will want to concentrate on a relatively narrow range of
correspondents. Accordingly, the way it is sold is as a series of
systens, each run by a 'nanager': someone within a conpany. The
"manager' is the only person who has direct contact with the
el ectronic mail owner and he in turn is responsible for bringing
i ndi vidual users on to his 'system -- he can issue 'nmail boxes'
direct, determne tariff levels, put up general nessages. In nost
ot her services, every user has a direct relationship with the
el ectronic mail conpany.

The services vary according to their tariff structures and |evels;
and also in the additional facilities: some offer bi-directional
interfaces to telex; and sonme contain electronic nmagazines, a little
i ke videot ex.

The basic systens tend to be quite robust and hacking is mainly
concentrated on second-guessing users I Ds. Many of the systens have
now sought to increase security by insisting on passwords of a
certain length--and by giving users only three or four attenpts at
| oggi ng on before closing down the line. But increasingly their
customers are using PCs and special software to automate | ogging-in.
The software packages of course have the IDs nicely pre-stored...

Gover nnent conputers

Anong hackers thensel ves the richest source of fantasising
revol ves around official conputers |ike those used by the tax and
national insurance authorities, the police, armed forces and
intelligence agencies.

The Pentagon was hacked in 1983 by a 19-year-old Los Angel es
student, Ronald Austin. Because of the techni ques he used, a ful
account is given in the operating systens section of chapter 6. NASA,
the Space Agency, has al so acknow edged that its e-mail system has
been breached and that nessages and pictures of Kilroy were left as
graffiti.

** Page 40

This | eaves only one outstanding nega-target, Platform the gl obal
data network of 52 separate systens focused on the headquarters of
the US's el ectronic spooks, the National Security Agency at Fort
Meade, Maryl and. The network includes at |east one Cray-1, the worlds
nost powerful nunber-cruncher, and facilities provided by GCHQ at
Chel t enham

Al t hough | know UK phone freaks who claimto have managed to
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appear on the internal exchanges used by Century House (ML6) and
Curzon Street House (ML5) and have wandered al ong AUTOVON, the US
secure mlitary phone network, | am not aware of anyone bold or

cl ever enough to have penetrated the UK s npst secure conputers.

It nust be acknow edged that in general it is far easier to obtain
the information held on these machines--and | esser ones |ike the DVLC
(vehicle licensing) and PNC (Police National Conputer)-- by crimnal
nmeans than by hacking -- bribery, trickery or blackmail, for exanple.
Neverthel ess, there is an interesting hacker's exercise in
denonstrating how far it is possible to produce details from open
sources of these systens, even when the details are supposed to be
secret. But this relates to one of the hacker's own secret
weapons- -t horough research, the subject of the next chapter.

** Page 41

CHAPTER 5

Hackers' Intelligence

O all the features of hacking that nystify outsiders, the first
is how the hackers get the phone nunbers that give access to the
conput er systens, and the passwords that open the data. O all the
ways in which hacking is portrayed in filnms, books and tv, the nost
m sleading is the concentration on the image of the solitary genius
bashi ng away at a keyboard trying to 'break in'.

It is nowtinme to reveal one of the dirty secrets of hacking:
there are really tw sorts of hacker. For this purpose | will call
themthe trivial and the dedi cated. Anyone can becone a trivia
hacker: you acquire, from soneone else, a phone nunber and a password
to a system you dial up, wait for the whistle, tap out the password,
browse around for a few mnutes and | og off. You' ve had sone fun
per haps, but you haven't really done anything except follow a
wel | - mar ked path. ©Mbst unaut horised conputer invasions are actually
of this sort.

The dedi cated hacker, by contrast, nmkes his or her own
di scoveries, or builds on those of other pioneers. The notto of
dedi cated hackers is nodified directly froma celebrated split
infinitive: to boldly pass where no man has hacked before.

Successful hacki ng depends on good research. The materials of
research are all around: as well as direct hacker-oriented materia
of the sort found on bulletin board systens and heard in quiet
corners during refreshnent breaks at conmputer clubs, huge quantities
of useful literature are published daily by the marketing departnents
of conmputer conpanies and given away to all comers: sheaves of
stationery and lorry | oads of internal docunentation containing
i nportant clues are left around to be picked up. It is up to the
hacker to recognise this treasure for what it is, and to assenble it
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inaformin which it can be used.

Anyone who has ever done any intelligence work, not necessarily
for a governnment, but for a conmpany, or who has worked as an
investigative journalist, will tell you that easily 90% of the
information you want is freely available and that the difficult part
is recognising and analysing it. O the remaining 10% well over
hal f can usually be inferred fromthe material you already have,
because, given a desired objective, there are usually only a limted
nunber of sensible solutions.

** Page 42

You can go further: it is often possible to test your inferences and,
havi ng done that, develop further hypotheses. So the dedicated
hacker, far fromspending all the tine staring at a VDU and 'trying
things' on the keyboard, is often to be found wandering around

exhi bitions, attending denonstrations, picking up literature, talking
on the phone (voice-node!) and scavenging in refuse bins.

But for both trivial operator, and the dedi cated hacker who w shes
to consult with his colleagues, the bulletin board novenent has been
the single greatest source of intelligence.

Bul | eti n Boards

Si nce 1980, when good software enabling solitary m cro-conputers
to offer a welcone to all callers first becane wi dely avail able, the
bull etin board novenent has grown by |eaps and bounds. If you haven t
| ogged on to at |east one already, nowis the tinme to try. At the
very least it will test out your conputer, nodem and software --and
your skills in handling them Current phone nunbers, together with
system hours and comms protocol requirenents, are regularly published
i n conputer nags; once you have got into one, you will usually find
current details of nobst of the others.

Sonewhere on nost boards you will find a series of Specia
Interest Goup (SIG sections and anong these, often, will be a
Hacker's Club. Entrance to each SIGw || be at the discretion of the

Sysop, the Bulletin Board owner. Since the BBS software all ows the
Sysop to conceal fromusers the list of possible SIGs, it may not be
i mmedi ately obvi ous whether a Hacker's section exists on a particul ar
board. Oten the Sysop will be anxious to forma view of a new
entrant before admtting himor her to a '"sensitive' area. It has
even been known for bulletin boards to carry two hacker sections:
one, adm ssion to which can be fairly easily obtained; and a second,
the very existence of which is a tightly-controlled secret, where
mutual ly trusting initiates swap i nformation

The first timer, reading through a hacker's bulletin board, wll
find that it seens to consist of a series of discursive conversations
between friends. Cccasionally, sonmeone may wite up a summary for
nore universal consunption. You will see questions being posed. if
you feel you can contribute, do so, because the whole idea is that a
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BBS is an informati on exchange. It is considered crass to appear on a
board and sinply ask ' Got any good nunbers?; if you do, you will not
get any answers. Any questions you ask should be highly specific,
show t hat you have al ready done sone ground-work, and make clear that
any results derived fromthe help you receive will be reported back
to the board.

** Page 43

Confidential notes to individuals, not for general consunption,
can be sent using the E-Mail option on the bulletin board, but
remenber, nothing is hidden fromthe Sysop.

A flavour of the type of material that can be seen on bulletin
boards appears fromthis slightly doctored excerpt (I have renoved
sone of the nenu sequences in which the system asks what you want to
do next and have deleted the identities of individuals):

Msg#: 3538 *Mbdem Spot *

01/ 30/ 84 12:34:54 (Read 39 Tines)

From XXXXXXXXXX

To: ALL

Subj : BBC/ MAPLI N MODEMS

RE THE CONNECTI ONS ON THE BBC/ MAPLI N MODEM SETUP. THE crs PIN IS USED TO
HANDSHAKE W TH THE RTS PIN E. G ONE UNIT SENDS RTS ( READY TO SEND) AND
SECOND UNI T REPLI ES CTS (CLEAR TO SEND). USUALLY DONE BY TAKING PIN HHGH. | F
YOU STRAP I T HHGH | WOULD SUGGEST VI A A 4K7 RESI STOR TO THE VCC/ +VE RAIL (5V).
IN THE EVENT OF A BUFFER OVERFLOW THESE RTS/ CTS PINS ARE TAKEN LOW AND THI S
STOPS THE DATA TRANSFER. ON A 25WAY D TYPE CONNECTOR TX DATA IS PIN 2

RX DATA IS PIN 3

RTS IS PIN 4

CTSIS PINS

GROUND IS PIN 7

ALL THE BEST -- ANY COMMIO XXXXXXXXX
( DATA COWS ENG NEER)

Msg#: 3570 *Mbdem Spot *

01/ 31/ 84 23:43:08 (Read 31 Tines)

From  XXOOKXXXXX

To:  XXOXXXXXXXX

Subj: REPLY TO MSG# 3538 (BBC/ MAPLI N MODEMS)

ON THE BBC COVWPUTER I T IS EASI ER TO CONNECT THE RTS (READY TO SEND) PI N HE

CTS (CLEAR TO SEND) PIN. THI S OVERCOVES THE PROBLEM OF HANDSHAKI NG

SI NCE THE MAPLI N MODEM DOES NOT HAVE HANDSHAKI NG. | HAVE PUT MY RTS CTS JUWPER
| NSI| DE THE MODEM MY CABLES ARE THEN STANDARD AND CAN BE USED W TH HANDSHAKERS
REGARDS

Hsg#: 3662 *HACKER S CLUB*

02/ 04/ 84 23:37:11 (Read 41 Ti nmes)

From  XOXOKKXXXX

To: ALL

Subj : PUBLI C DATA NET

Does anyone know what the Public Data Net is? | appear to have access to it, &
| daren't ask what it is!
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Al so, can anyone tell me nore about the Prinenet systens... Again | seemto
have the neans, but no info. For instance, | have a relative who logs on to

anot her Prine Both of our systens are on Prinenet, is there any way we can

conmuni cat e?

More info to those who want it...

<n>ext msg, <r>eply, or <s>top?
Msg has replies, read nom(Y/ N)? vy

Reply has been del eted
<n>ext msg, <r>eply, or <s>top?

Msg#: 3739 *HACKER S CLUB*

02/ 06/ 84 22:39:06 (Read 15 Ti nes)

From XXXXXXXXXX

TOo: XXXXXXXXXX

Subj : REPLY TO MSG# 3716 (PRI MENET COMVB)

Ahh, but what is the significance of the Address-does it mean a PSS nunber. or
some thing like that? Meanwhile, 1'1l get on-line (via voice-link on the phone!)
to nmy cousin, and see what he has on it....
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Meg#: 3766 *HACKER S CLUB*

02/ 07/ 84 13:37:54 (Read 13 Ti nmes)

From XXXXXXXXXXX

TO:  XXXXXXXXXXX

Subj: REPLY TO MSG# 3751 (PUBLIC DATA NET)

Prinmenet is a |local network. | know of one in Poole, An BTCGold use
one between their systens too. It Is only an internal network,
suggest using PSS to comuni cate between different prinmes. Cheers.

<n>ext nsg, <r>eply, or <s>top?

Msg#: 3799 *BBC*

02/ 07/ 84 22:09:05 (Read 4 Ti nes)

From XXXXXXXXXXX

TO: XXXXXXXXXXX

Subj: REPLY TO MSG# 3751 (RGB VI DEO)

The nornmal video output BNC can be made to produce col our video by

making a link near to the bnc socket on the pcb. details are in the
advanced user guide under the chapter on what the various |inks do.
If you require nore | will try to help, as I have done this nod and
it works fine

Msg#: 935 * EREVWHON*

09/ 25/ 83 01: 23: 00 (Read 90 Ti nes)

From XXXXXXXXXX

To: ALL

Subj : US PHONE FREAKI NG

USA Phone Freaking is done with a 2 out of 5 Code. The tones nust be
with 30Hz, and have |l ess than 1% Di storti on.

Mast er Tone Frequency = 2600 Hz.
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>1 = 700 & 900 Hz

>2 = 700 & 1100 Hz
>3 = 900 & 1100 HZ
>4 = 700 & 1300 Hz
>5 = 900 & 1300 Hz
>6 = 1100 & 1300 Hz
>7 = 700 & 1500 HZ
>8 = 900 & 1500 Hz
>9 = 1100 & 1500 Hz
>0 = 1300 & 1500 Hz

>Start Key Signal = 1100 & 1700 Hz

>End Key Signal = 1300 & 1700 Hz

> Mlitary Priority Keys 11=700 & 1700 ; 12=900 & 1700 - | don't
reconmend using these. ( The nethod of use will be explained in a
separate note. DO NOT DI SCLOSE WHERE YOU GOT THESE FREQUENCI ES TO
ANYONE

Msg#: 936 * EREVWHON*

09/ 20/ 83 01: 34: 43 (Read 89 Ti nes)
From XXXXXXXXXXXX

To: ALL

Subj : UK PHONE FREAKI NG

The UK System al so uses a 2 out of 5 tone pattern.

The Master Frequency is 2280 Hz

> = 1380 & 1500 Hz
>2 = 1380 & 1620 Hz
>3 = 1500 & 1620 Hz
>4 = 1380 & 1740 Hz
>5 = 1500 & 1740 Hz
>6 = 1620 & 1740 Hz
>7 = 1380 & 1860 Hz
>8 = 1500 & 1860 Hz
>9 = 1620 & 1860 Hz
>0 = 1740 & 1860 Hz

>Start Key = 1740 & 1980 ; End Keyi ng
>Unused | think 11 = 1380 & 1980 ; 12

1860 & 1980 Hz
1500 & 1980 Hz

This is fromthe CCTT Wiite Book Vol. 6 and is known as SSM- No. 3
to sone B. T. Personnel.

The 2280 Hz tone is being filtered out at nany exchanges so you may
need quite high level for it to work.

** Page 45

Msg#: 951 * EREVWHON*

09/21/83 17:44: 28 (Read 79 Ti nes)

From XXXXXXXXXX

To: PHONE FREAK' s

Subj : NEED YOU ASK ?

In two other nessages you will find the frequencies listed for the

I nternal phone systemcontrols. This note is intended to explain how
the system coul d be operated. The central feature to realise is that
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( especially in the (USA) the routing information in a call is not in
the Dialled Code. The normal sequence of a call is that the Area Code
is received while the Subscriber No. |Is stored for a short period.

The Local Exchange reads the area code and sel ects the best route at
that time for the call. The call together with a new "1 NTERNAL"
dialling code Is then sent on to the next exchange together with the
subscri ber nunber. This is repeated fromarea to area and group to
group. The systemthis way provides nmany routes and corrects itself
for failures.

The Techni que. make a Long Distance call to a nunber which does not
answer. Send down the Master Tone. (2600 or 22080 Hz) This wll
clear the Iine back, but |eave you in the system You may now send
the "Start key Pul se" followed by the Routing Code and the Subscri ber
No. Finish with the "End keying Pul se". The system sees you as bei ng
a di stant exchange requesting a route for a call.

Meanwhi | e back at the home base. Your |ocal exchange wll be | ogging
you in as still ringing on the first call. There are further problens
inthis in both the USA and the UK as the techni ques are understood
and di sapproved of by those in authority. You may need to have a
fairly strong signal into the systemto get past filters present on
the Iine. Warni ng newer exchanges may |ink these filters to al arns.
Try froma phone box or a Public Place and see what happens or who
CONES.

Exanple:- To call fromwithin USA to Uk:

> Ring Toll Free 800 Nunber

> Send 2600 Hz Key Pul se

> When |ine goes dead you are in trunk | evel

> Start Pulse 182 End Pulse = Wiite Plains N Y. Gateway continued in
next nessage

Hsg#: 952 * EREVWHON*

09/21/83 18:03: 12 (Read 73 Ti nes)
From XXXXXXXXXX

To: PHONE FREAKS

Subj: HOWNTO DO IT PT 2

> Start Pulse 044 = United Ki ngdom
> 1 = London ( Note no | eading O please )
> 730 1234 = Harrods Departnent Store.

Any info on internal address codes woul d be appreciated from any
cal | ers.

Msg#: 1028 * EREWWHON*

09/ 25/ 83 23:02: 35 (Read 94 Ti nes)

From XXXXXXXXXXXX

To: ALL

Subj : FREEFONE PART |

The following info conmes froma leaflet entitled ' FREEFONE' :

"British Telecomis recent record profits and conti nuing appalling
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service have pronpted the circulation of this information. It
conpri ses a nethod of naking tel ephone calls free of charge.”

Circuit D agram

O--0------- —------ o----0
| | :
! ! :

L O-------- =-==-=-=---- o] P

I I ! H

N ! ! O

E 0--  ------ ----0 N
I ! E

I ! ! :

N O-------  —------ o]

(O I O

** Page 46

S1 = XXX

Cl = XXX

D1 = XXX

D2 = XXX

R1L = XXX

Conti nued. ..

MBG#: 1029 * EREVWHON*

09/ 25/ 83 23:19: 17 (Read 87 Ti nes)
From XXXXXXXXXXX

To: ALL

Subj : FREEFONE PART 2

Circuit QOperation

The circuit inhibits the charging for incomng calls only. Wen a
phone is answered, there is normally approx. 10O0OM DC | oop current
but only 8mA or so is necessary to polarise the mc In the handset.
Drawing only this small anount is sufficient to fool BT s ancient
"El ectric Meccano".

It's extrenely sinple. Wien ringing, the polarity of the line
reverses so D1 effectively answers the call when the handset is
l[ifted. When the call is established, the line polarity reverts and
RL limts the loop current while D2 is a LEDto indicate the circuit
is in operation. Cl ensures speech is unaffected. S1 returns the

t el ephone to nornmal .

Local calls of unlimted | ength can be nmade free of charge. Long

di stance calls using this circuit are prone to autonmatic

di sconnection this varies fromarea to area but you will get at |east
3 mnutes before the line is closed down. Further experinentation
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shoul d bear fruit in this respect.

Sith the phone on the hook this circuit is conpletely undetectable.
The switch should be cLosed if a call is received froman operator,
for exanple, or to nake an outgoing call. It has proved extrenely
useful, particularly for friends phoning from pay phones wth janmmed
coin slots.

*Pl ease DO NOT tell ANYONE where yoU found this information*

Msg#: 1194 * EREWHON*

10/ 07/ 83 04:50: 34 (Read 81 Ti nmes)
From XXXXXXXXXXXX

To: ALL

Subj : FREE TEST NUMBERS

Free Test Nunbers

Here are sone no's that have been found to work:
Dial 174 <last 4 figs of your no> this gives unobtainable then when
you repl ace handset the phone rings.

Dial 175 <last 4 figs of your no: this gives start test...start
test...

then when you hang-up

t he phone rings. pick it up and

either get dial tone which indicates ok or will a recording
i.e poor insulation b linetelling whats wong. if can immediately 1305 to do further
t est

m ght say faulty pul sesother nunbers try

are 182184

185. i have discovered ny exchange (pontybodkin) ring for 1267.

these all depend on | ocal so pays experinent starting with 1
as
functions. discover sonmething interest let nme know sig.

nmsg: 2241 *erewhon*

12/ 04/ 83 20:48:49 (read 65 tines)
from sysop

to: serious freaks

subj: usa info

there is conpany (?) in called | oopmani acs unlimtedpo box 1197port townsend. wa98368
who publish books

t el ephone hacki ng.

some circuits even. wite m hoy there. one their publications steal book at s5.95
pl us about $4

post. its worth stealing but dont show custons!** page 47

nmeg#:. 3266

01/ 22/ 84 06: 25: 01 53 XXXXXXXXXX university

conputers al ready described getting onto ucl pad allows various calls.
via network access nmany university/research ful
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list use

call 40 hel psel ect gui de.

typing view pronpt listing addresses. host be used by addrwhere
address. passwords deno etc. find anything interesting report here.
hint: aviod hangi ng end each

| ogon conmand - nane pwd. seens

trick. another nunber: tel: (0235) 834531. data

exchange. bit harder wake up. nust send break

| evel start. done using software nmaplin

just nonmentarily pull out rs232 com returns. classes could manchesters hel p: -
1020300user: denmo pwd: denb enre pacx. 3687 *hacker cl ub*

02/ 05/ 84 14:41: 43 416 xxxxxxxxxxxXx hackers follow ng collected sig:

commodor e bbs (finland) 358 61 116223

gat eway 01 600 1261

prestest (1200/75) 583 9412 useful prestel nodes 640..res.d (martl esham experinents
dynam ¢ drcscept standardspicture60l

(mai | boxt el enessagi ngtel ex |'ink maybe tel ecom gol d) 651

(scrat chpad -al ways changi ng). occasionally parts 650 (ip news) not properly cuged
of f. 190 sonetinmes well. boards specialised lonely hearts services ! an asterisk bel
t ones

*fai rbanksak907-479- 0315

*bur bank ca213-840-8252213-842- 9452

*cl ovi s209- 298- 1328

*gl endal e213-242-1 882

*| a pal ma714-220- 0239

*hol | ywood213- 764- 8000

*san franci sco415-467- 2588

*sant a noni ca213- 390- 3239

*sher man oaks213-990- 6830

*tarana2l3- 345-1047

*crystal rivers fl*atl antaga912-233-0863

*hamond219- 845- 4200

*cl evel andoh216- 932- 9845

*| ynnefi el dnma6l 7- 334- 6369

*omahane402- 571- 8942

*freehol dnj 201- 462- 0435

*new yor kny212-541-5975

*carync919- 362- 0676

*newport newsva 804-838-3973

*vancouver 200- 250- 6624

marsei | | esfrance 33-91-91-0060

both nos. prefix (0101)

a) daily x-rated doke service 516-922-9463

b) aut o- bi ographi es young | adi es normal |y work

unpubl i shabl e magazi nes 212-976-2727.

c)dial wank0101 48 3688 14:44:51 393 XXXXXXXXXXX cont...

hertford pdp 11/70 bbs: 0707-263577 110 baud sel ected. type: set speed 300crafter
hitting switch baud. hello 124

I password: hae4 ><cr>

When | ogged on type: COVMAND HACKER <cr >

Use: BYE to | og out

kkkkkkkk*k
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EUCLI D 388- 2333

TYPE A COUPLE OF <cr> THEN PAD <cr >

ONCE LOGGED ON TO PAD TYPE CALL 40 <cr> TRY DEMO AS A USERI D WHY NOT
TRY A FEW DI FFER DI FFERENT CALLS THIS WLL LET U LOG ON TO A WHOLE
NETWORK SYSTEM ALL OVER EUROPE

YOU CAN ALSO USE 01-278-4355.

*kkhkkkkkk*%

unknown 300 Baud 01- 854 2411

01- 854 2499

*kkkk*k*x

Honeywel | : From London di al the 75, else 0753(SLOUGH)

75 74199 75 76930

Type- TSS

User id: DO01003

password: Unknown (up to 10 chars | ong)

Type: EXPL GAMES LI ST to |ist ganes

To run a gane type: FRN GAMES(NAME) E for a fotran gane.

Repl ace FRN with BRN for BASI C ganes.

*kkkkk*k

Central London Poly 01 637 7732/ 3/4/5

kkkkk*

PSS (300) 0753 6141

EIR R I I

Conshare (300) 01 351 2311

kkkk k%

' Money Box' 01 828 9090

*kkk*k*x

I nperial College 01 581 1366

01 581 1444

These are nost of the interesting nunbers that have cone up over the
last bit. If |I have omitted any, please |leave themin a nessage.

Cheers, XXXXX.

Msg#: 5156 *HACKER S CLUB*

04/ 15/ 84 08:01: 11 (Read 221 Ti nes)

From XXXXXXXXXX

To: ALL

Subj : FI NANCI AL DATABASES

You can get into Datastream on dial-up at 300/300 on 251 6180 - no |
don't have any passwords....you can get into Inter Conpany

Conpari sons (I CC) conpany database of 60,000 conpanies via their
1200/ 75 viewdata front-end processor on 253 8788. Type ***# when
asked for your conpany code to see a deno...

Msg#: 5195 *HACKER S CLUB*
04/ 17/ 84 02:28:10 (Read 229 Ti nes)

Front XXXXXXXXXX

To: ALL

Subj : PSS TELEX

TH'S |'S PROBOBLY OLD HAT BY NOWBUT | F YOU USE PSS THEN AQ2348%**
WHERE **=UK TELEX NO. USE CTRL/P CLR TO BET OUT AFTER MESSAGE. YQU
W LL BE CHARGED FOR USE | GUESS
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** Page 49

Msg#: 7468 * EREWHON*

06/ 29/ 84 23:30: 24 (Read 27 Ti nmes)

From XXXXXXXXXX

To: PHREAKS

Subj: NEWOLD..) INFO

TODAY | WAS LUCKY ENOUGH TO DI SCOVER A PREVI QUSLY UNKNOWN CACHE OF
AVERI CAN MAGAZI NE KNOWN AS TAP. ALTHOUGH THEYRE RATHER OUT OF DATE
(1974-1981) OR SO THEY ARE PRETTY FUNNY AND HAVE A FEW | NTERESTI NG

BI TS OF | NFORMVATI ON, ESPECI ALLY IF U WANT TO SEE THE Cl RCU T DI AGRAMS
OF UNTOLD AMOUNTS OF BLUE/ RED/ BLACK/ ??? BOXES THERE ARE EVEN A FEW
SECTIONS ON THE UK (BUT AS | SAID I TS COWLETELY OQUT OF DATE). IN THE
FUTURE | WLL POST SOVE OF THE GOOD STUFF FROM TAP ON THI S BOARD
(WHEN AND | F | CAN GET ON THI S BLOODY SYSTEM '). ALSO | MANAGED TO
FIND A HUGE BOOK PUBLI SHED BY AT&T ON DI STANCE DI ALI NG ( DATED 1975).
DUNNO, | F ANYBODY' S | NTERESTED THEN LEAVE A NOTE REQUESTI NG ANY | NFO
YOU RE ARE CHEERS PS ANYBODY KNOW DEPRAVO THE RAT?? DCES HE STI LL

LI VE?

Msg#: 7852 t*ACKER S CLUB*

08/ 17/ 84 00: 39: 05 (Read 93 Ti nes)

From XXXXXXXXXX

To: ALL USERS

Subj : NKABBS

NKABBS |'S NON ONLI NE. FOR ATARI & OTHER M CRO USERS. OPERATI NG ON 300
BAUD VI A RI NGBACK SYSTEM TI MES 2130HRS- 2400HRS DAILY. TEL : 0795
842324. SYSTEM UP THESE TI MES ONLY UNTI L RESPONSE GROWNS. ALL USERS
ARE WELCOVE TO ON. EVENTUALLY WE W LL BE SERVI NG BBC, COVMODORE VI C
20/ 64 OMNERS. +NEWS ETC.

Msg#: 8154 * EREWWHON*

08/ 02/ 84 21:46:11 (Read 13 Ti nmes)

From ANON

To: ALL

Subj: REPLY TO MSG# : 1150 ( PHREAK BOARDS)

PHREAK BOARD NUMBERS
ACRCOSS THE U. S.

I F YOU KNOW OF A BOARD THAT IS NOT LI STED HERE, PLEASE LET ME KNOW
ABQUT | T.

JOLLY ROGER 713-468-0174
Pl RATE' S CHEST 617-981- 1349
Pl RATE' S DATA CENTER 213-341-3962
Pl RATE' S SPACE STATI ON 617-244- 8244
Pl RATE' S OQUTHOUSE 301-299- 3953
Pl RATE' S HANDLE 314-434- 6187
Pl RATE' S DREAM 713-997- 5067
Pl RATE' S TRADE 213-932-8294
Pl RATE' S TREK 914-634- 1268
PI RATE' S TREK | 11 914- 835-3627
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Pl RATE- 80
SANCTUARY

SECRET SERVI CE ][
SKELETON | SLAND
BOCA HARBOR

Pl RATES OF PUGET SOUND
THE 1 NSANI TARI UM
HAUNTED MANSI ON
WASTELANDS

Pl RATE' S HARBOR
SKULL | SLAND

THE TEMPLE

SI R LANCELOT' S CASTLE
Pl RATE' 8 CI TY

Pl RATE- S GALLEY
THE PAWN SHOPPE
HI SSI ON CONTROL
Bl G BLUE MONSTER
THE 1. C.' S SOCKET
THE MAG C REALM
Pl RATE' S BAY
BEYOND BELI| EF

Pl RATE' s TROVE
CHEYANNE MOUNTAI N
ALAHO CI TY

CROAS NEST

PI RATE' S PUB ][
PIRATE'S 1/0
SOUNDCHASER
SPLIT I NFI NI TY
CAPTAIN S LOG
THE S| LHARI LLI ON
TW LI GHT PHONE
THE UNDERGROUND
THE | NTERFACE
THE DOC BOARD
SYSTEM SEVEN
SHADOW WORLD
OUTER LIM TS
METRO

MAGUS

GHOST SHI P 111 - PENTAGON

GHOST SHI P - TARDI S
DATA THI EVES

DANGER | SLAND
CORRUPT COVPUTI NG
THE ORACLE

Pl RATE' S PLANET
CAESER S PALACE
CRASHER BBS

Pl RATE' S BEACH

Pl RATE' S COVE

Pl RATE' S WAREHOUSE
Pl RATE' S PORT

Pl RATE' S NEWSTAND ] [
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305-225- 8059
201-891- 9567
215- 855-7913
804-285- 0041
305-392- 5924
206-783-9798
609-234- 6106
516-367-8172
513-761-8250
617-720- 3600
203-972- 1685
305-798- 1615
914-381-2124
703-780-0610
213-796- 6602
213-859-2735
301-983-8293
305-781- 1683
213-541- 5607
212-767-9046
415-775-2384
213-377- 6568
703-644- 1665
303- 753 1554
512-623-6123
617-862- 7037
617-891-5793
201-543- 6139
804-788-0774
408- 867- 4455
612-377-7747
714-535- 7527
313-775-1649
707-996- 2427
213-477-4605
713-471-4131
415-232-7200
713-777-8608
213-784-0204
313-855-6321
703-471-0611
312-627-5138
312-528-1611
312-392- 2403
409- 846- 2900
313-453-9183
305-475-9062
901- 756- 0026
305-253-9869
415-461-8215
305- 865- 5432
516- 698- 4008
415-924- 8338
512-345-3752
213-373-3318
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Pl RATE' S GOLDM NE
PI RATE'S SH P

Pl RATE' S MOUNTAI N
Pl RATE' S TREK ][
Pl RATE' S TREK |V
PORT OR THI EVES
SECRET SERVI CE
SHERWOOD FOREST
GALAXY ONE
RAGT.I.HE

KI NGDOM OF SEVEN
THE STAR SYSTEM
ALPHANET

HACKER HEAVEN
PHANTOM ACCESS
THE CONNECTI ON
THE TAVERN

Pl RATE' S HI DEAVAY
Pl RATE' S Pl LLAGE
THE PARADI SE ON- LI NE
MAD BOARD FROM MARS
NERVOUS SYSTEM
DEVO

TORTURE CHAMBER
HELL

CRASHER BBS
ALCATRAZ

THE TRADI NG POST
DEATH STAR

THE CPU

TRADER S | NN

Pl RATE' S PUB
BLUEBEARDS GALLEY
M DDLE EARTH

EXI DY 2000
SHERWOOD FOREST ]|
WARLOCK~S CASTLE
TRON

THE SAFEHOUSE

THE GRAPE VI NE
THE ARK

SPACE VOYAGE
OXGATE

M NES OF MORIA ]|
MERLIN S TOWER
GREENTREE

GHOST SHI P ][ - ARAGORNS

GENERAL HOSPI TAL
DARK REALM
COSM C VOYACE
CANVELOT

PI RATE' S GUI LD
HKGES

M NES OF MORI A
A S Cl.I.
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617-443-7428
312-445- 3883
213-472- 4287
914-967- 2917
714-932- 1124
305-798- 1051
213-932-8294
212- 896- 6063
215-224-0864
217-429-6310
206-767-7777
516- 698- 7345
203-227- 2987
516-796- 6454
814- 868- 1884
516-487-1774
516- 623- 9004
617-449- 2808
317-743-5789
512-477-2672
213-470-5912
305-554-9332
305-652-9422
213-375-6137
914-835-4919
415-461-8215
301- 881- 0846
504-291-4970
312-627-5138
313-547-7903
618- 856- 3321
617-894- 7266
213-842-0227
213-334- 4323
713-442-7644
914- 352- 6543
618- 345- 6638
312-675-1819
612-724- 7066
612-454-6209
701-343- 6426
713-530- 5249
804-898- 7493
408- 688- 9629
914- 381-2374
919-282- 4205
312-644- 5165
201-992-9893
713-333- 2309
713-530- 5249
312- 357-8075
312-279-4399
305-676-5312
713-871-8577
301-984-3772
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** Page 50

I f Anybody is mad enough to actually dial up one (or nore') of these
BBs pl ease | og everything so thAt others may benefit from your
efforts. E- WE only have to register once, and we find out if this
board suits our interest. Good |uck and have fun! Cheers,

Msg#: 8163 *HACKER S CLUB*

08/ 30/ 84 18:55:27 (Read 78 Ti nes)

From XXOOKXXXXX

To- ALL

Subj : XXXXXX

NBBS East is a relatively new bulletin board running fromlQomto
1230am on 0692 630610. There are now special facilities for BBC users
with colour, graphics etc. If you call it then please try to | eave
some nessages as nore nessages nmean nore callers, which in turn neans
nore nmessages Thanks a |l ot, Jon

Msg#: 8601 *HACKER S CLUB*

09/ 17/ 84 10:52:43 (Read 57 Ti nes!

From XXXXXXXXXX

To: XXXXXXXXX

Subj: REPLY TO Msg# 8563 ( HONEYWELL)

The thing is | still ( sort of I work for XXX so | don't think they
woul d be too pleased if | gave out nunmbers or anything else. and |
woul d rather keep ny job Surely you don't nmean MFlI furniture ??

Msg#: 8683 *HACKER S CLUB*

09/ 19/ 84 19:54: 05 (Read 63 Ti nes)

Fronm XXXXXXXXX

To: ALL

Subj : DATA NODE

To those who have difficulty finding interesting nunbers. try the UCL
Dat a Node on 01-388 2333 (300 baud).Wen you get the Wi ch Service?
pronpt. type PAD and a couple of CRs. Then, when the PAD> pronpt
appears type CALL XOOXOOX, where is any(nunber orrange of nunbers.

I ndeed you can try several formats and nunbers until you find
sonmething interesting. The Merlin Cern conputer is 9002003 And it's
difficult to trace You through aq data exchange! If anyone finds any
interesting nunbers, let ne know on this board, or Pretsel nmail box
012495225.

Msg has replies, read nom(Y/ N' Y

Msg#:. 9457 *HACKER S CLUB*

10/ 11/ 84 01:52:56 (Read 15 Ti nes)

From  XXXXXXXXXXX

TO: XXXXXXXXXXX

Subj: REPLY TO MSG# 8683 ( DATA NODE)

I F YOU WANT TO KNOW MORE ABQOUT THI S xxxxx PHONE PHONE XXXX XXXXXX
ON 000 0000

Meg#: 8785 *HACKER S CLUB*
09/ 21/ B4 20-28-59 (Read 40 Ti nes)
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From XXXXXXXXXXXXXX
Subj : NEW Nunber

NEW Conput er ON LI NE TRY RI NG NG 960 7868 SORRY THAT'S 01 (I N LONDON)
good LUCK!

** Page 51

Pl ease note that none of these hints, runours, phone nunbers and
passwords are likely to work by the tinme you are reading this..
However, in the case of the US credit agency TRW described in the
previous chapter, valid phone nunbers and passwords appear to have
sat openly on a nunber of bulletin boards for up to a year before the
agency realised it. Sone university mainfranmes have hacker's boards
hi dden on them as wel | .

It is probably bad taste to nmention it, but of course people try
to hack bulletin boards as well. An early version of one of the nost
popul ar packages coul d be hacked sinply by sending two sem -col ons
(;;) when asked for your nanme. The system all owed you to becone the
Sysop, even though you were sitting at a different conputer; you
could access the user file, conplete with all passwords, validate or
deval i dat e whonever you |iked, destroy mail, wite general notices,
and create whol e new areas. ..

Research Sources

The conputer industry has found it necessary to spend vast suns on
marketing its products and whilst some of that effort is devoted to
"image' and 'concept' type advertising--to nmaking senior nanagenent
confortable with the idea of the XXX Corporation's hardware because
it has '"heard' of it--nmuch nore is in the formof detailed product
i nformati on.

This information surfaces in glossies, in conference papers, and
i n magazi ne journalism WMst professional conputer namgazines are
gi ven away on subscription to 'qualified readers; nostly the
publ i sher wants to know if the reader is in a position to influence a
key buyi ng decision--or is |looking for a job.

| have never had any difficulty in being regarded as qualified:
certainly no one ever called round to ny address to check up the size
of my mainframe installation or the nunber of enployees. If in doubt,
you can always call yourself a consultant. Registration is usually a
matter of filling in a post-paid card. My experience is that, once
you are on a few subscription |ists, nore nmagazi nes, unasked for,
tend to arrive every week or nonth--together with invitations to
expensi ve conferences in far-off clinmes. Do not be put off by the
notion that free magazi nes nust be garbage. In the conputer industry,
as in the medical world, this is absolutely not the case. Essentia
regul ar readi ng for hackers are Conputing, Conputer Wekly, Software,
Dat al i nk, Comruni cat e, Conmuni cati ons Managenent, Datanation
Mni-Mcro Systens, and Tel ecommuni cati ons.
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** Page 52

The articles and news itens often contain information of use to
hackers: who is installing what, where; what sort of facilities are
bei ng of fered; what new products are appearing and what features they
have. Sonetinmes you will find surveys of sub-sets of the conputer
i ndustry. Leafing through the magazine pile that has accunul at ed
while this chapter was being witten, | have marked for speci al
attention a feature on Basys Newsfury, an el ectroni c newsroom package
used, anong others, by ITN s Channel Four News; several articles on
new on-line hosts; an explanation of new enhanced Reuters services; a
conpari son of various private viewdata software packages and who is
using them sone puffs for new Val ued Added Networks (VANs); several
pi eces on conputer security; news of credit agencies selling
on-line and via viewdata; and a series on Defence Data NetworKks.

I n nost magazi nes, however, this is not all: each advertisenent is
coded with a nunber which you have to circle on a tear-out post-paid
"bingo card' : each one you mark will bring wads of usefu

i nformation: be careful, however, to give just enough infornation
about yourself to ensure that postal packets arrive and not
sufficient to give the 'I was just passing in the nei ghbourhood and
thought | would call into see if | could help' sales rep a 'lead" he
t hi nks he can exploit.

Anot her excel l ent source of information are exhibitions: there are
t he ubi quitous 'product information' sheets, but also the actual
machi nes and software to | ook at and maybe play w th; perhaps you can
even get a full scale denobnstration and interject a few questions.
The real bonus of exhibitions, of course, is that the security sense
of sal espersons, exhausted by perform ng on a stand for several days
and by the al nost conpul sory off-hours entertainment of top clients
or attenpted seduction of the hired-in 'glanmour' is rather |ow.
Passwords are often witten down on paper and consulted in your full
view. Al you need is a quick eye and a reasonabl e nenory.

At both exhibitions and conferences it is a good idea to be a
freelance journalist. Mst conputer mags have relatively snal
full-tinme staff and rely on freelancers, so you won't be thought odd.
And you'll have your questions answered w t hout anyone asking 'And
how soon do you think you'll be making a decision? Sonetinmes the |ack
of security at exhibitions and denonstrations defies belief. Wen |ICL
 aunched its joint venture product with Sinclair, the One-Per-Desk
comruni cati ng executive work- stations; it enbarked on a nobdest
road- show to gi ve hands-on experience to prospective purchasers. The
denmonstrati on nodel s had been pre-|loaded with phone nunbers... of
senior ICL directors, of the ICL mainfrane at its headquarters in
Put ney and various other renote services....

** Page 53
Beyond t hese open sources of information are a few nurkier ones.
The nost inmportant aid in tackling a "difficult' operating system or

applications programis the proper docunentation: this can be
obtained in a variety of ways. Sonmetines a salesman may | et you | ook
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at a manual while you "help' himfind the bit of information he can't
remenber fromhis sales training. Perhaps an enpl oyee can provide a
"spare', or run you a photocopy. In sonme cases, you nay even find the
manual stored electronically on the systen in which case, print it
out. Anot her desirable docunent is an organisation's internal phone
book...it may give you the nunbers for the conputer ports, but
failing that, you will be able to see the range of nunbers in use
and, if you are using an auto-dial nodem coupled with a
search-and-try program you will be able to define the search
paranmeters nore carefully. A phone book will also reveal the nanmes of
conput er managers and system engi neers; perhaps they use fairly

obvi ous passwor ds.

It never ceases to astonish me what organisations |eave in refuse
piles without first giving thema session with the paper shredder.

| keep ny cuttings carefully stored away in a second-hand filing
cabinet; itens that apply to nore than one interest area are
duplicated in the photocopier.

I nf erence

But hackers' research doesn't rely sinply on collecting vast
guantities of paper against a possible use. If you decide to target
on a particular conputer or network, it is surprising what can be
found out with just a little effort. Does the organisation that owns
the system publish any information about it. In a handbook, annua
report, house nagazi ne? Wien was the hardware and software installed?
Did any of the professional weekly conputer mags wite it up? Wat do
you know about the hardware, what sorts of operating systens would
you expect to see, who supplied the software, do you know anyone wth
experience of simlar systens, and so on.

By way of illustration, I wll describe certain inferences it is
reasonabl e to nmake about the principal installation used by Britain's
Security Service, M5. At the end, you will draw two concl usi ons:
first that soneone seriously interested in illicitly extracting
information fromthe conmputer would find the traditional techniques
of espi onage--suborning of M5 enpl oyees by bribery, blackmil or
appeal to ideology--infinitely easier than pure hacking; and second,
that remarkabl e detail can be accumul ated about nmachi nes and
systens, the very existence of which is supposed to be a secret--and
by using purely open sources and reasonabl e guess-work.

** Page 54

The M5 dat abanks and associ ated networ ks have | ong been the
subject of interest to civil libertarians. Few people would deny
absolutely the need for an internal security service of sone sort,
nor deny that service the benefit of the |atest technol ogy. But,
civil libertarians ask, who are the legitimate targets of M5's
activities? If they are 'subversives', how do you define thenf By
| ooking at the type of conputer power M5 and its associ ates possess,
it possible to see if perhaps they are casting too wide a net for
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anyone's good. If, as has been suggested, the main installation can
hol d and access 20 mllion records, each containing 150 words, and
Britain's total population including children, is 56 mllion, then
per haps an awful | ot of individuals are being marked as 'potenti al
subversi ves'.

It was to test these ideas out that two journalists, not
t hensel ves out - and- out hackers, researched the evi dence upon which
hackers have later built. The two witers were Duncan Canpbell of the
New St at esman and Steve Connor, first of Conputing and nore recently
on the New Scientist. The inferences work this way: the only
conmputer manufacturer likely to be entrusted to supply so sensitive a
customer would be British and the single candidate would be ICL. You
nmust therefore | ook at their product range and deci de which itens
woul d be suitable for a really large, secure, real-tine database
managenent job. In the late 1970s, the obvious path was the 2900
series, possibly doubled up and with substantive rapid-access disc
stores of the type EDS200.

Checki ng through back issues of trade papers it is possible to see
that just such a configuration, in fact a dual 2980 with a 2960 as
back-up and 20 gi gabytes of disc store, were ordered for classified
dat abase work by the Mnistry of Defence'. |ICL, on questioning by
the journalists, confirned that they had sold 3 such |arge systens
two abroad and one for a UK governnent departnent. Canpbell and
Connor were able to establish the site of the conputer, in Munt Row,
London W,, and, in later stories, gave nore detail, this tine
obtai ned by a careful study of advertisenents placed by two
recrui tment agenci es over several years. The main conputer, for
exanpl e, has several mnis attached to it, and at |east 200
termnals. The journalists |ater went on to investigate details of
t he networ ks--connecti ons between National |nsurance, Departnent of
Heal th, police and vehicle driving |icense Systens.

In fact, at a technical level, and still keeping to open sources,
You can build up even nore detailed specul ati ons about the M5 nain
conput er.

** Page 55

I CL's communi cation protocols, COL, C02, C03, are published itens;
you can get terminal emulators to work on a PC, and both the conpany
and its enpl oyees have published accounts of their approaches to

dat abase managenent systens, which, incidentally, integrate software
and hardware functions to an unusually high degree, giving speed but
al so a great deal of security at fundanental operating system | evel

Researching M5 is an extrene exanple of what is possible; there
are few conputer installations of which it is in the least difficult
to assenbl e an al nost conpl ete picture.

** Page 56
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CHAPTER 6
Hackers' Techni ques

The tinme has now cone to sit at the keyboard, phone and nodens at
the ready, relevant research materials convenient to hand and see
what you can access. In keeping with the 'handbook' nature of this
publication, | have put ny nost solid advice in the formof a
troubl e- shooti ng appendi x (1), so this chapter tal ks around the
techni ques rather than spelling themout in great detail.

Hunting instincts Good hacking, |ike birdwatching and many ot her
pursuits, depends ultimately on raising your intellectual know edge
al nrost to instinctive |evels. The novice twitcher will, on being told
"There's a kingfisher!', roamall over the skies |ooking for the
l[ittle bird and probably mss it. The experienced ornithologist wll
i medi ately | ook | ow over a patch of water, possibly a section shaded
by trees, because kingfishers are known to gulp the sort of flies
that hover over streans and ponds. Simlarly, a good deal of skilful
hacki ng depends on knowi ng what to expect and how to react. The
instinct takes tinme to grow, but the first step is understanding that
you need to develop it in the first place.

Tricks with phones

If you don't have a conpl ete phone nunber for a target conputer
then you can get an auto-dialler and a little utility programto
|ocate it for you. You will find a flowchart for a programin
Appendi x VI1. An exam nation of the phone nunbers in the vicinity of
the target nachine should give you a range within which to search
The program then accesses the auto-dial nechani smof the nodem and
"listens' for any whistles. The program shoul d enabl e the phone |ine
to be disconnected after two or three 'rings' as auto-anSwer nodens
have usual |y picked up by then.

Such prograns and their associated hardware are a little nore
Conplicated than the popul ari sed portrayal s suggest: you nust have
software to run sequences of calls through your auto-dialler, the
hardware nust tell you whether you have scored a 'hit' with a nodem
or nerely dialled a human bei ng, and, since the whole point of the
exercise is that it works unattended, the process nust generate a
list of nunbers to try.

** Page 57

Loggi ng on

You dial up, hear a whistle...and the VDU stays bl ank. \Wat's gone
wrong? Assum ng your equipnent is not at fault, the answer nust lie
either in wong speed setting or wong assunmed protocol. Experienced
hackers listen to a whistle froman unknown conputer before throw ng
the data button on the nodem or plungi ng the phone handset into the
rubber cups of an acoustic coupler. Different tones indicate
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di fferent speeds and the trained ear can easily detect the
di fference--appendix Il gives the common vari ants.

Sone nodens, particularly those on nmainframes, can operate at nore
than one speed; the user sets it by sending the appropriate nunber of
carriage returns. In a typical situation, the nmai nfranme answers at
110 baud (for teletypewiters), and two carriage returns take it up
to 300 baud, the normal default for asynchronous working.

Some hosts will not respond until they receive a character from
the user. Try sending a space or a carriage return.

| f these obvious things don't work and you continue to get no
response, try altering the protocol settings (see chapters 2 and 3).
Strai ghtforward asynchronous protocols with 7-bit ASCI I, odd or even
parity and surrounded by one stop and one start bit is the norm but
al nost any variant is possible.

Once you start getting a streamfromthe host, you nust eval uate
it to work out what to do next. Are all the lines over-witing each
ot her and not scrolling down the screen? Get your terninal software
to insert carriage returns. Are you getting a |lot of corruption?
Check your phone connections and your protocols. The nore famliar
you are with your term nal software at this point, the nore rapidly
you wi Il get results.

Passwor ds

Everyone thinks they know how to invent plausible and acceptable
passwords; here are the ones that seemto conme up over and over
agai n:

HELP - TEST - TESTER - SYSTEM - SYSTEM - MANACGER - SYSMAN - SYSCP -
ENG NEER - OPS - OPERATIONS - CENTRAL - DEMO - DEMONSTRATION - AID -
DI SPLAY - CALL - TERM NAL - EXTERNAL - REMOTE - CHECK - NET - NETWORK
- PHONE - FRED

** Page 58

Are you puzzled by the special inclusion of FRED? Look at your
conmput er keyboard sonetine and see how easily the one-fingered typi st
can find those four letters!

I f you know of individuals likely to have legitinate access to a
system find out what you can about themto see if you can
second- guess their choice of personal password. Om names, or those
of loved ones, or initials are the top favourites. Sonetines there is
sone slight anagramm ng and ot her forns of obvious junbling. If the
password is nuneric, the obvious things to try are birthdays, hone
phone nunbers, vehicle nunbers, bank account nunbers (as displayed on
cheques) and so on.

Soneti nmes nuneric passwords are even easier to guess: | have found
nysel f system manager of a private viewdata systemsinply by offering
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it the password 1234567890 and ot her hackers have been astoni shed at
the results obtained from 11111111, 22222222 etc or 1010101, 2020202.

It is a good idea to see if you can work on the nentality and known
pre-occupations of the legitinmate password holder: if he's keen on
classic rock'n'roll, you could try ELVIS; a gardener m ght choose
CLEMATI S; Tol ki en readers al nost invariably select FRODO or BILBG

t hose who read Greek and Roman Literature at ancient universities
often assune that no one woul d ever guess a password |i ke EURI Pl DES;
it is adefinitive rule that radio amateurs never use anything other
than their call-signs.

Mlitary users like words |ike FEARLESS and VALI ANT or TOPDOG
universities, |arge conpanies and public corporations whose various
departnents are known by acronyns (like the BBC) can find those
initials reappearing as passwords.

One less-publicised trick is to track down the nane of the top
person in the organi sation and guess a conputer identity for them
the hypothesis is that they were invited to try the conputer when it
was first opened and were given an 'easy' password which has neither
been used since nor wiped fromthe user files. Arelated trick is to
identify passwords associated wth the hardware or software
installer; usually the first job of a system nanager on taking over a
conputer is to renove such IDs, but often they neglect to do so.
Alternatively, a service engineer nmay have a pernmanent ID so that, if
the systemfalls over, it can be returned to full activity with the
m ni nrum del ay.

Nowadays there is little difficulty in devising theoretically
secure password systens, and bol stering them by allowi ng each user
only three false attenpts before the disconnecting the line, as
Prestel does, for exanple. The real difficulty lies in getting humans
to follow the appropriate procedures. Mst of us can only hold a
limted quantity of character and nunber sequences reliably in our
heads.

** Page 59
Make a | og-on sequence too conplicated, and users wll feel conpelled

to wite little notes to thenselves, even if expressly forbidden to
do so. After a while the conplicated process becones

count er-productive. | have a encrypting/decrypting software pack- age
for the IBMPC It is undoubtedly many tines nore secure than the
fanous Eni gma codes of World War |1 and after. The trouble is that

that you need up to 25 different 14-digit nunbers of your
speci fication, which you and your correspondent nust share if
successful recovery of the original text is to take place.

Unfortunately the nbost convenient way to store these sequences is
in a separate disk file (get one character wong and decryption is
impossible) and it is all too easy to save the key file either with
the enci phered stream or with the software master, in both of which
| ocations they are vul nerabl e.
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Nowadays many ordi nary users of renote conputer services use
term nal enul ator software to store their passwords. It is all too
easy for the hacker to make a quick copy of a 'proper' user's disk
take it away, and then exam ne the contents of the various | og-on
files--usually by going into an 'amend password' option. The way for
the legitimate user to obtain protection, other than the obvious one
of keeping such disks secure, is to have the termnal software itself
password protected, and all files encrypted until the correct
password is input. But then that new password has to be conmitted to
the owner's nenory....

Passwords can al so be enbedded in the firmmvare of a term nal.
This is the approach used in many Prestel viewdata sets when the user
can, sonetinmes with the help of the Prestel conputer, programhis or
her set into an EAROM (El ectrically Alterable Read Only Menory). If,
in the case of Prestel, the entire 14-digit sequence is permanently
progranmmed in the set, that identity (and the user bill associated
with it) is vulnerable to the first person who hits the 'vi ewdata'
button on the keypad. Mst users only programin the first 10 digits
and key in the last four manually. A skilful hacker can nmake a
term nal disgorge its programmed |ID by sticking a nodemin
answer-node on its back (reversing tones and, in the case of
vi ewdat a, speeds al so) and sending the ASCII ENQ (ctrl-E) character,
which will often cause the user's termnal to send its identity.

A nore devious trick with a conventional termnal is to wite a
l[ittle program which overlays the usual sign-on sequence. The program
captures the password as it is tapped out by the legitimte user and
saves it to a file where the hacker can retrieve it later

** Page 60

Peopl e reuse their passwords. The chances are that, if you obtain
soneone's password on one system the sanme one will appear on another
systemto which that individual also has access.

Programm ng tricks

In nost | ongi sh magazine articles about electronic crine, the
witer includes a list of '"techniques' with nanes |ike Salam, Trap
Door and Trojan Horse. Mbst of these are not applicable to pure
hacki ng, but refer to activities carried out by programmers
interested in fraud.

The Sal am technique, for exanple, consists of extracting tiny
sunms of noney froma | arge nunber of bank accounts and dunping the
proceeds into an account owned by the frauds man. Typically there's
an al gorithm which nonitors deposits which have as their last digit
"8 ; it then deducts '1" fromthat and then £1 or $1 is siphoned off.

The Trojan Horse is a nore generalised technique which consists of
hi ding away a bit of unorthodox active code in a standard legitinate
routine. The code could, for exanple, call a special |arger routine
under certain conditions and that routine could carry out a rapid
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fraud before wiping itself out and di sappearing fromthe systemfor
good.

The Trap Door is perhaps the only one of these techni ques that
pure hackers use. A typical case is when a hacker enters a system
wth alegitimte identity but is able to access and alter the user
files. The hacker than creates a newidentity with extra privileges
to roam over the system and is thus able to enter it at any tine as
a 'super-user' or 'system nmanager'.

Har dware tricks

For the hacker with sonme know edge of conputer hardware and
general electronics, and who is prepared to ness about with circuit
di agrans, a soldering iron and perhaps a voltneter, |ogic probe or
oscill oscope, still further possibilities open up. One of the nost
useful bits of kit consists of a small cheap radio receiver (MNAM
band), a m crophone and a tape recorder. Radios in the vicinity of
computers, nodens and tel ephone lines can readily pick up the chirp
chirp of digital comunications without the need of carrying out a
physi cal phone '"tap'.

Alternatively, an inductive loop with a small lowgain anplifier in
the vicinity of a telephone or line will give you a recordi ng you can
anal yse | ater at your |eisure.

** Page 61

By identifying the pairs of tones being used, you can separate the
caller and the host. By feeding the recorded tones onto an

oscill oscope di splay you can freeze bits, 'characters' and 'words'
you can strip off the start and stop bits and, with the aid of an
ASCI | -to-binary table, exam ne what is happening. Wth experience it
is entirely possible to identify a wi de range of protocols sinply
fromthe 'l ook' of an oscilloscope. A cruder technique is sinply to
record and pl ayback sign-on sequences; the limtation is that, even
if you manage to | og on, you nmay not know what to do afterwards.

Li stening on phone lines is of course a technique al so used by
some sophisticated robbers. In 1982 the LI oyds Bank Hol born branch
was raided; the alarmdid not ring because the thieves had previously
recorded the "all-clear' signal fromthe phone |ine and then, during
the break-in, stuffed the recording up the line to the alarm
noni tori ng appar at us.

Soneti nes the hacker nust devise ad hoc bits of hardware trickery
in order to achieve his ends. Access has been obtained to a
wel | - known financial prices service largely by stringing together a
series of sinple hardware skills. The service is available nostly on
| eased lines, as the normal vagaries of dial-up would be too
unreliable for the Cty folk who are the principal custoners.

However, each term nal also has an associated dial-up facility, in
case the leased |ine should go down; and in addition, the same
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term nal s can have access to Prestel. Thus the hacker thought that it
shoul d be possible to access the service with ordinary vi ewdat a

equi prent instead of the special units supplied along with the annual
subscription. Obtaining the phone nunber was relatively easy: it was
sinply a matter of selecting manual dial-up fromthe appropriate
menu, and listening to the pul ses as they went through the regular
phone.

The next step was to obtain a password. The owners of the term nal
to which the hacker had access did not know their 1D, they had no
need to know it because it was programred into the term nal and sent
automatically. The hacker could have put a mcro 'back-to-front'
across the line and sent a ENQto see if an I D would be sent back.
Instead he tried sonething | ess obvious.

The term nal was known to be progranmabl e, provided one knew how
and had the right type of keyboard. Engineers belonging to the
servi ce had been seen doing just that. How could the hacker acquire
"engi neer' status? He produced the follow ng hypothesis: the keyboard
used by the service's custoners was a sinple affair, |acking many of
t he obvi ous keys used by normal termnals; the terminal itself was
manuf act ured by the sanme conpany that produced a range of editing
termnals for viewdata operators and publishers. Perhaps if one
obt ai ned a manual for the editing termnal, inportant clues m ght
appear. A suitable photocopy was obtained and, | o and behold, there
were instructions for altering termnal I1Ds, setting auto-diallers
and so on.

** Page 62

Now to obtain a suitable keyboard. Perhaps a viewdata editing
keyboard or a general purpose ASCI| keyboard with sw tchabl e baud
rates? So far, no hardware difficulties. An exam nation of the back
of the term nal reveal ed that the supplied keypads used rat her
unusual connectors, not the 270° 6-pin DIN which is the Prestel
standard. The hacker | ooked in another of his old files and
di scovered sone literature relating to viewdata term nals. Now he
knew what sort of things to expect fromthe strange socket at the
back of the special term nal: he pushed in an unterm nated plug and
proceeded to test the free leads with a volt-neter agai nst what he
expected; eight mnutes and sone cursing later he had it worked out;
five mnutes after that he had built hinmself a little patch cord
bet ween an ASCI| keyboard, set initially to 75 baud and then to 1200
baud as the nost |likely speeds; one mnute |ater he found the
term nal was respondi ng as he had hoped..

Now to see if there were simlarities between the progranm ng
commands in the equi pment for which he had a nanual and the equi prent
he wi shed to hack. Indeed there were: on the screen before himwas
the menu and | D and phone data he had hoped to see. The final test
was to nove over to a conventional Prestel set, dial up the nunber
for the financial service and send the |ID

The hacker hinself was remarkably uninterested in the financial
worl d and, after describing to nme how he worked his trick, has now
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gone in search of other targets.

Qperating Systens

The majority of sinple hone mcros operate only in two nodes--
Basi ¢ or machine code. Nearly all conputers of a size greater than
this use operating systens which are essentially housekeeping
routi nes and which tell the processor where to expect instructions
from howto identify and mani pul ate both active and stored nenory,
how to keep track of drives and serial ports (and Joy-sticks and
m ce), how to accept data froma keyboard and |locate it on a screen,
how to dunp results to screen or printer or disc drive, and so on.
Fam |iar mcro-based operating systens | nclude CP/M Ms-DOS, CP/ M 86
and so on, but nore advanced operating systens have nore
facilities--capacity to allow several users all accessing the sane
data and prograns w thout colliding with each other, enlarged
standard utilities to make fast file creation, fast sorting and fast
cal cul ati on nuch easier. Under Sinple operating systens, the
programrer has conparatively fewtools to help him often there is
just the Basic | anguage, which elf contains no standard
procedur es--al nost everything nust be witten fromscratch each tine.

** Page 63

But nost conputer progranms rely, in essence, on a small set of
standard nodul es: fornms to accept data to a program files to keep
the data in, calculations to transformthat data, techniques to sort
the data, forns to present the data to the user upon demand, the
ability to present results in various graphics, and so on. So
prograns witten under nore advanced operating systens tend to be
conparatively briefer for the sane end-result than those with Basic
acting not only as a | anguage, but also as the conmputer's
housekeeper .

When you enter a mainframe conputer as an ordinary custoner, you
wi Il alnpbst certainly be |ocated in an applications program perhaps
with the capacity to call up a limted range of other applications
prograns, whilst staying in the one which has | ogged you on as user
and i s watching your connect-tinme and central processor usage.

One of the immedi ate ains of a serious hacker is to get out of
this environnment and see what other facilities mght be | ocated on
the mai nframe. For exanple, if access can be had to the user-log it
becones possible for the hacker to create a whol e new status for
hi nsel f, as a system manager, engi neer, whatever. The new st atus,
together with a uni que new password, can have all sorts o f
privileges not granted to ordinary users. The hacker, having acquired
the new status, logs out in his original identity and then | ogs back
with his new one.

There is no single way to break out of an applications program
into the operating system environnent; people who do so sel dom manage
it by chance: they tend to have had sonme experience of a simlar
mai nframe. One of the corny ways is to issue a BREAK or ctrl-C
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command and see what happens; but nost applications prograns
concerned with |l ogging users on to systens tend to filter out

"di sturbing’ commands of that sort. Sonmetines it easier to go beyond
the logging-in programinto an another 'authorised programand try
to crash out of that. The usual evidence for success is that the
nature of the pronpts will change. Thus, on a well-known mni famly
0S, the usual user pronpt is

COMVAND ?

or sinply

>
** Page 64

Once you have crashed out the pronpt may change to a sinple

or

or even

it all depends.

To establish where you are in the system you should ask for a
directory; DIR or its obvious variants often give results. Directories
may be hierarchical, as in M5-DOS version 2 and above, so that at
the bottom |l evel you sinply get directories of other directories.

Uni x machines are very likely to exhibit this trait. And once you get
alist of files and prograns...well, that's where the exploration
real ly begins.

In 1982, two Los Angel es hackers, still in their teens, devised
one of the nobst sensational hacks so far, running all over the
Pent agon' s ARPA data exchange network. ARPAnet was and is the
definitive packet-sw tched network (nore about these in the next
chapter). It has been running for twenty years, cost nore than $500m
and |inks together over 300 conputers across the United States and
beyond. Reputedly it has 5,000 |legitimte custoners, anong them
NORAD, North American Air Defence Headquarters at Qmaha, Nebraska.
Ron Austin and Kevin Poul sen were determ ned to explore it.

Their weapons were an old TRS-80 and a VI G 20, nothing
conplicated, and their first attenpts relied on password-guessing.
The fourth try, "UCB', the obvious initials of the University of
California at Berkeley, got themin. The password in fact was little
used by its legitimte owner and in the end, it was to be their
downfal | .
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Aspects of ARPAnet have been extensively witten up in the
t ext - books sinply because it has so many features which were first
tried there and have since becone 'standard' on all data networks.
From t he bookshop at UCLA, the hackers purchased the manual for UN X,
the multi-tasking, nulti-user operating system devi sed by Bel
Laboratories, the experinmental arm of AT&T, the USA s biggest
t el ephone conpany.

** Page 65

At the heart of Unix is a small kernel containing systemprimtives;
Uni x instructions are enclosed in a series of shells, and very
conplicated procedures can be called in a small nunber of text lines
sinply by defining a few pipes linking shells. Unix also contains a
large library of routines which are what you tend to find inside the
shells. Directories of files are arranged in a tree-like fashion,
with master or root directories leading to other directories, and so
on.

Ron and Kevin needed to becone system 'super-users' with extra
privileges, if they were to explore the system properly; 'UCB was
nerely an ordinary user. Armed with their know edge of Unix, they set
out to find the files containing legitinmate users' passwords and
nanes. Associ ated with each password was a Uni x shell which defined
the level of privilege. Ron wote a routine which captured the
privilege shell associated with a known super-user at the point when
that user signed on and then dunped it into the shell associated with
alittle-used identity they had decided to adopt for their own
expl orations. They becanme 'JimMIller'; the original super-user | ost
his network status. O her IDs were added. Captured privilege shells
were hidden away in a snmall conmputer called Shasta at Stanford, at
the heart of California's Silicon Valley.

Ron and Kevin were now super-users. They dropped into SR
Stanford Research Institute, one of the world' s great centres of
scientific research; into the Rand Corporation, known equally for its
extensi ve futurol ogical forecasting and its 'thinking about the
unt hi nkabl e', the processes of escalation to nuclear war; into the
Nati onal Research Laboratory in Washington; into two private research
firms back in California and two defence contractors on the East
Coast; and across the Atlantic to the Norwegi an Tel ecommuni cati ons
Agency which, anong other things, is widely believed to have a
special role in watching Soviet Baltic activity. And, of course,
NORAD

Their running about had not gone unnoticed; ARPAnet and its
constituent conputers keep logs of activity as one formof security
(see the section below) and officials both at UCLA (where they were
puzzled to see an upsurge in activity by "UCB') and in one of the
defence contractors sounded an alarm The KGB were suspected, the FB
al ert ed.

One person asked to act as sleuth was Brian Reid, a professor of

el ectrical engineering at Stanford. He and his associates set up a
series of systemtrips inside a Unix shell to notify them when
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certain IDs entered an ARPAnet conputer. His first results seened to
i ndi cate that the source of the hacking was Purdue, Indiana, but the
strange |1 Ds seened to enter ARPAnet fromall over the place.

** Page 66

Eventual ly, his researches |lead himto the Shasta conputer and he had
identified "Mller' as the identity he had to nail. He cl osed off
entry to Shasta from ARPanet. "Ml ler' reappeared; apparently via a
gateway from anot her Stanford conputer, Navajo. Reid, who in his
sleuthing role had extrenely high privileges, sought to wipe "MIller'’
out of Navajo. A few mnutes after "MIler' had vanished fromhis
screen, he re- appeared fromyet another |ocal conputer, D ablo. The
concentration of hacking effort in the Stanford area lead Reid to
suppose that the origin of the trouble was local. The nost effective
way to catch the m screant was by tel ephone trace. Accordingly, he
prepared sone tantalising, apparently private, files. This was bait,
designed to keep "MIler' online as |long as possible while the FB
organi sed a tel ephone trace. "Ml ler' duly appeared, the FBI went
into action--and arrested an i nnocent businessman.

But back at UCLA they were still puzzling about "UCB . In one of
his earliest sessions, Ron had answered a registration questionnaire
with his own address, and things began to fall into place. In one of

his |last conputer 'chats' before arrest, Kevin, then only 17 and only
beginning to think that he and his friend m ght have soneone on their
trail, is supposed to have signed off: "Got to go now, the FBI is
knocking at ny door.' A few hours later, that is exactly what
happened.

Conmput er Security Met hods

Hackers have to be aware of the hazards of being caught: there is
now a new profession of conputer security experts, and they have had
some successes. The first thing such consultants do is to attenpt to
di vide responsibility within a conmputer establishnment as nuch as
possi ble. Only operators are all owed physical access to the
installation, only programmers can use the operating system (and
under sone of these, such as VM nmaybe only part of it.). Only system
managers are permtted to validate passwords, and only the various
cl asses of users are given access to the appropriate applications
pr ogr ans.

Next, if the operating systempermts (it usually does), al
accesses are |ogged; surveillance prograns carry out an audit, which
gives a historic record, and al so, sonetines, performnonitoring,
which is real-tinme surveillance.

In addition, separate prograns may be in existence the sole
pur pose of which is threat nonitoring: they test the systemto see if
anyone is trying repeatedly to | og on without apparent success (say
by using a programto try out various likely passwords).

** Page 67
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They assess if any one port or termnal is getting nore than usual
usage, or if IDs other than a regular small |ist start using a
particular term nal --as when a hacker obtains a legitimate | D but one
that normally operates fromonly one termnal within close proximty
to the main installation, whereas the hacker is calling from outside.

I ncreasingly, in newer mainframe installations, security is built
into the operating systemat hardware level. In older nodels this was
not done, partly because the need was not perceived, but al so because
each such 'unnecessary' hardware call tended to sl ow the whole
machi ne down. (If a conputer nust encrypt and decrypt every process
before it is executed, regular calculations and data accesses take
much | onger.) However, the | argest nmanufacturers now seemto have
found viable solutions for this problem...

** Page 68

CHAPTER 7

Net wor ks

Until ten years ago, the teleconmunications and conputer
i ndustries were alnost entirely separate. Shortly they will be al nost
conpletely fused. Most of today's hackers operate largely in
i gnorance of what goes on in the lines and switching centres between
the conputer they own and the conputer they wi sh to access.
I ncreasi ngly, dedicated hackers are having to acquire know edge and
experience of data networks, a task made nore interesting, but not
easier, by the fact that the world' s | eading tel ecommuni cati ons
organi sations are pushing through an unprecedented rate of
i nnovation, both technical and commercial. Apart frompurely |oca
| owspeed wor ki ng, conputer conmunications are now al nost
exclusively found on separate high-speed data networks, separate that
is fromthe two traditional telecomunications systens tel egraphy and
t el ephone. Telex lines operate typically at 50 or 75 baud with an
upper limt of 110 baud.

The highest efficient speed for tel ephone-line-based data is 1200
baud. All of these are pitifully slow conpared with the internal
speed of even the nost sluggish conputer. When system designers first
canme to evaluate what sort of facilities and performance woul d be
needed for data comrunications, it becane obvious that relatively few
| essons woul d be drawn fromthe solutions already worked out in voice
conmmuni cat i ons.

Anal ogue Net wor ks
I n voi cegrade networks, the chall enge had been to squeeze as nany

anal ogue signals down |imted-size cables as possible. One of the
earlier solutions, still very widely used, is frequency division
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mul ti plexing (FDM: each of the original speech paths is nodul ated
onto one of a specific series of radio frequency carrier waves; each
such rf wave is then suppressed at the transmtting source and
reinserted close to the receiving position so that only one of the

si debands (the lower), the part that actually contains the
intelligence of the transm ssion, is actually sent over the main data
path. This is simlar to ssb transm ssion in radio.

The entire series of suppressed carrier waves are then nodul ated onto
a further carrier wave, which then beconmes the main vehicle for
taking the bundl e of channels fromone end of a |line to the other.

** Page 69

Typically, a small coaxial cable can handle 60 to 120 channels in
this way, but |arge cables (the type dropped on the beds of oceans
and enpl oyi ng several stages of nodul ation) can carry 2700 anal ogue
channel s. Changi ng audi o channels (as they | eave the tel ephone

i nstrunent and enter the |ocal exchange) into rf channels, as well as
maki ng frequency division nmultiplexing possible, also brings benefits
in that over long circuits it is easier to anplify rf signals to
overconme | osses in the cable.

Just before World War 11, the first theoretical work was carried
out to find further ways of econom sing on cabl e usage; what was then
devel oped is called Pul se Code Mdul ati on (PCM .

There are several stages. In the first, an anal ogue signal is
sanpl ed at specific intervals to produce a series of pulses; this is
call ed Pul se Anplitude Mdul ation, and takes advantage of the
characteristic of the human ear that if such pulses are sent down a
line with only a very small interval between them the brain snoothes
over the gaps and reconstitutes the entire original signal.

In the second stage, the |levels of anplitude are sanpled and
translated into a binary code. The process of dividing an anal ogue
signal into digital formand then reassenbling it in anal ogue formis
call ed quanti zation. Mdst PCM systens use 128 quanti zing | evels, each
pul se being coded into 7 binary digits, with an ei ghth added for
supervi sory purposes.

OPERATI ON OF A CHARACTER TDM

+o-m - +--m - +--m - +--m - +o-m - +o- - +--- - +- -
<------ | SYN| CHL | CH2 | CH3 | CH4 | SYN | CHL
+emmm- +emmm - +emmm- +emmm +emmm - +emmm +emmm +- -

S R + - +
1] | | |1
--+ | +---+ +---+ | +- -
2| I | | | 2
--+ MULTI PLEXER | ==+ M +--\/\/--+ M +==--+ MULTI PLEXER +- -
3| I | | | 3
--+ | +---+ +---+ | +- -
4| I | | 4
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e e e e e + o e o +- -
- - Foem - S N S N S N S +---- 4
| CHL| SYN| CH4 | CH3 | CH2 | CHL |SYN|[------- >
- e- - oo oo N S oo - +----+
Com e e e e meeeaao- >

ONE DATA FRAME
** Page 70

By interl eaving coded characters in a highspeed digital streamit
is possible to send several separate voice channel s al ong one
physical link. This process is called Tinme D vision Miltiplexing
(TDM and together with FDM still forns the basis of nost of the
gl obe' s voi cegrade conmuni cati ons.

Di gital Networks

El egant though these solutions are, though, they are rapidly being
replaced by totally digital schenes. Anal ogue systens woul d be very
wasteful when all that is being transmtted are the discrete audio
tones of the output of a nbdem In a speech circuit, the technol ogy
has to be able to 'hear', receive, digitize and reassenble the entire
audi o spectrum between 100 Hz and 3000 Hz, which is the usua
passband of what we have conme to expect fromthe audio quality of the
t el ephone. Moreover, the technol ogy nust be sensitive to a w de range
of anplitude; speech is nade up of pitch and associated | oudness. In
a digital network, however, all one really wants to transmt are the
digits, and it doesn't matter whether they are signified by audio
tones, radi o frequency val ues, voltage conditions or |ight pulses,
just so long as there is circuitry at either end which can encode and
decode.

There are other problens with voice transm ssion: once two parties
have made a connection with each other (by the one dialling a nunber
and the other lifting a handset), good sense has suggested that it
was desirable to keep a total physical path open between them it not
bei ng practical to close down the path during silences and re-open it
when soneone speaks. In any case the el ectronechani cal nature of nost
of today's phone exchanges woul d make such turning off and on very
cunber sone and noi sy.

But with a purely digital transm ssion, routing of a 'call
doesn't have to be physical --individual blocks nerely have to bear an
el ectronic |label of their originating and destination addresses, such
addresses being 'read' in digital swtching exchanges using chips,
rat her than el ectromechani cal ones. Two benefits are thus
si mul t aneousl y obtai ned: the val uabl e physical path (the cable or
satellite link) is only in use when sone intelligence is actually
being transmtted and is not in use during 'silence'; secondly,
swi tching can be much faster and nore reliable.
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Packet Swi tching

These i deas were synthesised into creating what has now becone
packet swi tching. The nmethods were first described in the m d-1960"s
a decade later that suitable cheap technol ogy
existed to create a viable conmerci al service.

but it was not

** Page 71

The British Tel ecom product

is called Packet SwitchStream (PSS) and

not abl e conparabl e US services are Conpuserve, Telenet and Tymmnet.
Many ot her countries have their own services and international packet
swtching is entirely possible--the UK service is call ed,

unsur pri singly,

| PSS.

I nternati onal Packet Swi tched Services and DN Cs

| NTERNATI ONAL NETWORKS

Datacal I s can be nade to hosts on any listed International Networks.
The NIC (Data Network Ildentification Code) nmust precede the

i nternati onal host's NUA.

and vol une (per

segnments respectively.

Country

Australia
8el gi um
Bel gi um
Canada

Canada

Canada

Denmar k

France

French Antilles
Ger many (FDR)
Ger many ( FDR)
Hong Kong
Irish Republic
Italy

Japan

Japan
Luxenbour g

** Page 72

Net her | ands
Country

Nor way
Por t ugal

Si ngapor e
South Africa
Spai n

Net wor k

M das
Eur onet
Eur onet
Dat apac
d obedat
| nf oswi t ch
Eur onet
Transpac
Eur onet
Datex P
Eur onet

| DAS

Eur onet
Eur onet
DDX- P
Venus- P
Eur onet

Eur onet
Net wor k
Nor pak
N A

Tel epac
Saponet
Tl DA

Charges quoted are for duration (per hour)
Ksegnent) and are raised in steps of 1 minute and 10

DNI C

5053
2062
2063
3020
3025
3029
2383
2080
3400
2624
2623
4542
2723
2223
4401
4408
2703

2043
DNI C
2422
2682
5252
6550
2141
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Sweden Tel epak 2405
Switzerl and Dat al i nk 2289
Switzerl and Eur onet 2283

U S A Aut onet 3126
U S A Conpuserve 3132
U s A | TT (UDTS) 3103
Us A RCA (LSDS) 3113
Uus A Tel enet 3110
U s A Tymet 3106
U S A Uni net 3125
U s A WJI ( DBS) 3104

Additionally, Datacalls to the U K nay be initiated from

Bahr ai n, Barbados, Bermnuda, |srael, New Zeal and and the United Arabs
Em r at es.

Up to date Informati on can be obtained from | PSS Marketing on
01- 9362743

In essence, the service operates at 48kbits/sec full duplex (both
di rections simultaneously) and uses an extension of tinme division
mul ti pl exi ng Transm ssion streans are separated in convenient- sized
bl ocks or packets, each one of which contains a head and tai
signifying origination and destination. The packets are assenbl ed
either by the originating conputer or by a special facility supplied
by the packet switch system The packets in a single transm ssion
streammay all follow the sane physical path or may use alternate
rout es dependi ng on congestion. The packets from one 'conversation
are very likely to be interleaved with packets from many Q her
'conversations'. The originating and receiving conputers see none of
this. At the receiving end, the various packets are stripped of their
routing information, and re-assenbled in the correct order before
presentation to the conputer's VDU or applications program

** Page 73

PACKET ASSEMBLY/ DI SASSEMBLY

o o e e e e e e e e e e e e e e e e e
I
| PSS
oo - - +
0> 0> 0> 0> 0> 0> 0> 0> 0> 0> | | & & &
Term nal DeE===============================_-+ PAD +- ==========
<0 ><0 ><0 ><0 ><0 ><0 ><0 ><0 ><0 ><0 | || ><0 ><0 ><o
oo - - +
o o e e e e e e e e e e e e e e e e =
key:
0> CHARACTERS O PACKETS
<0 ><0 all public data networksusing packet sw tching seek to be

conpatible with each other at |east a considerable degree. the international
standard they have inplenent is called ccitt x.25. this nulti-layered protoco
covering (potentially) everything fromelectrical connections user interface. |evels
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work |like this:

\I

application interface

»

presentation formatting & code conversion

5 session co-ordination between processes

4 transport control of quality service

3 network set up and nmi ntenance

2 link reliable transfer

t er mi nal physi cal bitstream

** page 74 nonent agreenent has only been reached on | owest three network. above that
there battle in progressibm

whi ch sol utions

probl ens under name sna (systens architecture)

nost remai nder

princi pal main- frame manufact urerswhose

solution osi (open systens interconnection).

single so much for background expl anati on. how does affect

user? users can accessone two ways. use speci al

term nals able create packets an appropriate form-called

(in original book di agram show ng

dial-up term als connecting

pad systemdirectly

connected pss. note added by el ectronic inages) 75

jargon--and these sit

switch circuitaccessing it via nearest pss

exchange permanent dataline nodens operating speeds 240048009600o0r 48k bauddependi ng
level traffic. alternatively custonmer ordinary asynchronous w t hout packet-creating
capabilities

connect into facility handl es assenbly himsuch devices are assenbl er/ disassenblers
pads. jargon said character term nals. pads accessed either |eased |ine 300 1200
t hosebut al so 110 1200/ 75. readers if used will done their own conputers

as dialling pad. phone nunbers uk found directory
publ i shed tel ecom nati onal networks. order you individual need identity (nui)
regi steredyour |ocal (pse).
pse throw of f dont give recognisable nui. extrenely flexible configure ports suit
equi pnent bot h speed screen addressingrather bulletin board (though

accurate mmcs pad). speed: (std) 1200/75 dupl ex

aber deen (0224) 642242 642484 642644

bi r m ngham (021) 2145139 2146191 241 3061

bri st ol (0272) 216411 216511 216611canbri dge (0223)
82511 82411 82111

edi nbur gh (031) 337 9141 9121 9393

gl asgow (041) 204 2011 2031 2051

| eeds (0532) 470711 470611 470811
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l'iverpool (051) 211 0000 212 5127 213 6327

| ondon (01) 825 9421 407 8344 928 2333 9111 3399 1737
| ut on (0582) 8181 8191 8101

manchest er (061) 833 0242 0091 0631

newcast | e/ tyne (0632) 314171 314181 314161

not t i ngham (0602) 881311 881411 881511

port smout h (0705) 53011 53911 53811

readi ng (0734) 389111 380111 384111

(*) sl ough (0753) 6141 6131 6171

(*)l ocal area slough not avail able. nodenl dat aphone recei pt tone. 76

next address (nua) host
calling. available sane directory:
uni versity computing servicess nua 234 222339399bl ai se
219200222i stel 252724241 on. first four known dnic (data identification code) country
( identifier)
| ast specificsignifying get prestelthough purposes acadenm c exercise: a9 1100 2018
gi ves
graphics (a9 indicates teletype
term nal).

once routed
conmput er choi cethen exactly were entering direct dial password requested. costs
gover ned nunber
exchanged t han distance actual time call. typica
thus contain follow ng running costs: call (on
regular billtinme-related) charges (dependent sent) bills (which could tine-rel ated
per record fixed subscription). techniques confined uses them
its mni-network
various retrieval (the ones into)
updat e mai |l box handl e gateway connections. newer private switched. 77

val ued (vans) basic telecons facilities sone additional service--data processing
hosti ng publishing ventures exanpl e--has added. offering easier cheaper boon hacker.
no | onger hacker worry about protocols normally expects see
users. x.25 adaptability mean even comrs talk
anything tariff structurefavouringneans any anywhere
worl d target.

austin poul sen arpanet hackersnade dramati c packet-swi tched net m | waukee 414s ran
around gte
tel enet bi ggest us.
sel f-adopt ed cones tel ephone
city chiefly hitherto centre anerican beer
i ndustry. during spring sunmer 1983 publicly directories usual guessing games
pass- nunbers pass-words dropped security
paci fi c bank
| os angel es sl oan-kettering cancer clinic nework (it still clear me actually altered
patients
records nerely | ooked then) canadi an cenent conpany al anos research | aboratory
nmexi cohone atom c
bonb where
nucl ear weapons conti nues day.
bel i eved saw sensitive classifiedfiles.
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commenting activities prom nent
consul t antj oesph coat essai d: babi es great
ki nd ki ds anyone would - be...there nothing
wrong kids. problemidiots who sold ignorant people bought it. nobody shoul d buy

knowng . built in....you timd dealing foolish. couple nonths 1984british carried
out thorough exploration sercnet sponsored science engi neering counci
centred rutherford appl eton canbridge. |inkstogether technol ogy universities

pol yt echni cs united ki ngdom gat eways cern (european research). 78

al nost every type mai nfranel arge m ni -conputer discovered hangi ng 3032 370
itsel fprime 400s550s 750s over placevax 11/780s

oxf orddaresbury vaxs durhaneast anglia newcastle gec 4000 fam |y nenbers odd
pdpll uni X.

penetration was achi eved when appeared popul ar hobbyi st suggestion instruction
40m ght results. soon typed denp asked establishnentthings started happen. severa
days | eft
nmessagesreporting
| ack eventual | y becane obvi ous supposed suggests |inmted denonstration
casual had insecurely up. i renenber night pulled dowm nmanual filewatching after
scroll ny vdu baud. do word
guide fetching lists addresses
menoni cs nmenbers. included extensive
descriptions relationpss-style conplete chapter know certain fornms shut appears
continue. best stories definite
ending. offer brief extracts captured sessions.

03eoehaae node 3. service?

com

f ad>CALL 40

Wel cone to SERCNET- PSS Gat eway. Type HELP for hel p.

Gatew. : ~cl nkging in

user HELP

I D | ast used Wednesday, 18 January 1984 16:53

Started - Wed 18 Jan 19a4 17:07:55

Pl ease enter your nanme and establishnment DEMO

Due to a | ocal FTP problem nessages entered via the HELP system
during the | ast nonth have been |ost. Please resubmt if
probl enf question is still outstanding 9/1/84

No authorisation is required for calls which do not incur charges at

the Gateway. There is now special support for TELEX. A TELEX service
may be announced shortlY.

Copi es of the PSS Guide issue 4 are avail able on request to Program
Advi sory Ofice at RAL, tel ephone 0235 44 6111 (direct dial in) or
0235 21900 Ext 6111. Requests for copies should no | onger be placed
in this help system

The followi ng options are avail abl e:

** Page 79
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NOTES GUI DE Tl TLES ERRORS EXAMPLES HELP QUI T

Wi ch option do you require? GU DE

The program'VIEW is used to display the Gateway guide
Commands avai l abl e are:

<cr> or N next page

p previ ous page

n list page n

+n or -n go forward or back n pages
S first page

E | ast page

L/string find Iine Containing string
F/string find |ine beginning string
Q exit from VI EW

VIEWVn 6> Q
The followi ng options are avail abl e:

NOTES GUI DE Tl TLES ERRORS EXAMPLES HELP OQUI T

Wi ch option do you require? HELP

NOTES replies to user queries & other notes

GQUIDE Is the conplete Gateway user guide (including the Appendices)
TITLES 1- a |ist of SERCNET L PSS addresses & menoni cs ( Qi de
Appendi x 1)

ERRORS Li st of error codes you may recei ve EXAMPLES are one exanpl es
of use of the Gateway (CGui de Appendix 2)

QU T exits fromthis session

The followi ng options are avail abl e:

NOTES GUI DE TI TLES ERRORS EXAMPLES HELP QUI T
Wi ch option do you require? TITLES

VI EW Vn o>

If you have any comments, please type themnow, termnate with E
on aline onits owm. OGtherw se just type <cr>

CPU used: 2 ieu, Elapsed: 14 mins, 1O 2380 units, Break: 114
Budgets: this period = 32.000 AUs, used = 0.015 AU, left - 29.161 AUs
User HELP term nal 2 | ogged out Wed 18 Jan 1984 17:21:59

84/ 04/ 18. 18. 47.00.

I.C.C.C. NETWORK OPERATI NG SYSTEM NCS 1. 1-430. 20A
USER NUMBER

PASSWORD

| MPROPER LOG IN, TRY AGAI N

USER NUMBER

PASSWORD

>SCl ENCE AND ENG NEERI NG RESEARCH COUNCI L
>RUTHERFORD APPLETON LABORATORY

COMPUTI NG DI VI SI ON
>
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> ThE SERCNET - PSS Gat eway
> User's Quide

A S Dunn
>| ssue 4 16 February 1983

>| nt r oducti on

** Page 80

Frm 1; Next>

The SERCNET- PSS Gat eway provi des access from SERCNET to PSS and PSS
to SERCNET. It functions as a 'straight through' connection between
the networks, ie it is protocol transparant. It operates as a
Transport Level gateway, in accordance with the 'Yell ow book’
Transport Service. However the present inplenentation does not have a
full Transport Service. and therefore there are sone limtations in
the service provided. For X29 which is inconpatible with the Yell ow
book Transport Service. special facilities are provided for the input
of user identification and addresses.

No protocol conversion facilities are provided by the Gateway -
protocol conversion facilities (eg X29 - TS29) can be provided by
calling through a third party machi ne (usually on SERCNET).

The Transport Service addressing has been extended to include
aut horisation fields, so that users can be billed for any charges
they incur.

The Gateway al so provides facilities for users to inspect their
accounts and change their passwords, and also a limted HELP
facility.

User Interface

The interface which the user sees wll depend on the | ocal equipnent
to
Frm 2; Next>

which he is attached. This nmay be a PAD in which case he wll
probably be using the X29 protocol, or a HOST (DTE) in which case he
m ght be using FTP for exanple. The |ocal equi pnent nmust have sone
way of generating a Transport Service Called Address for the Gateway,
whi ch al so includes an authorisation field - the format of this is
descri bed bel ow. The docunentation for the |ocal system nust
therefore be consulted in order to find out how to generate the
Transport Service Called Address. Sonme exanpl es given in Appendi x 2.

A facility is provided for the benefit of users w thout access to the

'Fast Select' facility, eg BT PAD users (but available to all X29
term nal users) whereby either a mnimal address can be included in

file:///E|/Books/Hackers Handbook.htm (77 of 133) [11/28/2000 5:58:49 AM]



Hacker's Handbook

the Call User Data Field or an X25 subaddress can be used and the
Call User Data Field |l eft absent.

The aut hori sati on and address can then be entered when pronpted by
t he Gat eway.

Unaut hori sed Use
Frm5: Next>

No unaut hori sed use of the Gateway is all owed regardl ess of whether
charges are Incurred at the Gateway or not.

However, there is an account DEMO (password will be supplied on
request) Wth a small allocation which is available for users to try
out the Gateway but it should be noted that excessive use of this
account will soon exhaust the allocation thus depriving others of its
use.

Prospective users of the Gateway should first contact User Interface
Goup In the Conmputing Division of the Rutherford Appleton
Labor at ory.

Addr essi ng

To connect a call through the Gateway the following information is
required in the Transport Service Called Address:

1) The nanme of the called network

2) Authorisation. consisting of a USERI D, PASSWORD and ACCOUNT, and
optionally, a reverse chargi ng request

3) The address of the target host on the called network

The format is as follows:

<net nanme>( <aut hori sati on>). <host address>

1) <netname> is one of the follow ng:

** Page 81

SERCNET to connect to the SERC network

PSS to connect to PSS

S an alias for SERCNET

69 anot her alias for SERCNET

2) <authorisation> is a list of positional or keyword

paraneters or bool eans as foll ows:

keywor d Meani ng

U User identifier

PW User's password

AC the account - not used at present - talen to be sane as US
RF "reply paid request (see bel ow)
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R reverse charging indicator (bool ean)

keywords are separated fromtheir values by '=".
keywor d- val ue pairs positional paraneters and bool eans are separated
fromeach other by ','. The whole string is enclosed in parentheses:

().
Exanpl es:

( FRED. XYZ R)
( US=FRED, PWEXYZ, R)
(R, PWEXYZ, US=FRED)

Al'l the above have exactly the sane nmeaning. The first formis the
nost usual .

When using positionals, the order is: US PWAC RP,R

3) <host address> is the address of the machine being called on the
target network. It nay be a conpound address, giving the service
within the target machine to be used. It may begin with a mmenonic
instead of a full DTE address. A list of current mmenonics for both
SERCNET and PSS is given in Appendi x 1.

A restriction of using the Gateway is that where a Transport Service
address (service nane) is required by the target nachine to identify
the service to be used, then this nmust be included explicitly by the
user in the Transport Service Called Address, and not assumed from
the menonic, since the Gateway cannot | now fromthe menonic. which
protocol is being used.

Exanpl es:

RLGS. FTP
4. FTP

Both the above would refer to the FTP service on the GEC 'B mmchine
at Rut herford.

RLGB al one would in fact connect to the X29 server, since no service
nane is Frm 7; Next>
requi red for X29.

In order to enabl e subaddresses to be entered nore easily with PSS
addresses, the delimter '-' can be used to delimt a mmenonic. When
the menonic is translated to an address the delimting '-' is

del eted so that the following string is conbined with the address.

Eg:
SERC-99 is translated to 23422351919199

Putting the abovenentioned three conponents together, a ful
Transport Service Called Address m ght |ook |ike:

file:/l/E|/Books/Hackers Handbook.htm (79 of 133) [11/28/2000 5:58:49 AM]



Hacker's Handbook

S(FRED, XYZ, R) . RLGS. FTF
** Page 82

O course a request for reverse chargi ng on SERCNET i s neaningl ess,
but not illegal.

Reply Paid Facility (Omt at first reading)

In many circunstances it is necessary for tenporary authorisation to
be passed to a third party. For exanple, the recipient of network
MAIL may not hinself be authorised to use the Gateway, and therefore
the sender may wish to grant himtenporary authorisation in order to
reply. Wth the Job Transfer and naniplul ation protocol, there is a
requi rement to return output docunents fromjobs which have been
executed on a renote site.

The reply paid facility is involved by including the RP keyword in the
aut horisation. It can be used either as a boolean or as a

keywor d-val ue pair. Wen used as a bool ean, a default value of | is
assuned.

The value of the RP paraneter indicates the nunber of reply paid
calls which are to be authorised. Al calls which use the reply paid
aut horisation will be charged to the account of the user who
initiated the reply paid authorisation

Frm 9:; Next:

The reply paid authorisation paraneters are transmtted to the
destination address of a call as a tenporary user nanme and password
in the Transport Service Calling Address. The tenporary user name and
password are in a formavailable for use by automatic systens in
setting up a reply to the address which initiated the original call.

Each time a successful call is conpleted using the tenporary user
nanme and password, the nunber of reply paid authorisations is reduced
by 1, until there are none left, when no further replies are all owed.
In addition there is an expiry date of | week, after which the

aut hori sati ons are cancel | ed.

In the event of call failures and error situations, it is inportant
that the effects are clearly defined. In the follow ng definitions,
the term'fail' is used to refer to any call which termnates with
ei ther a non-zero clearing cause or diagnostic code or both,
regardl ess of whether data has been comunicated or not. The rules
are defined as follows:

1) If a call which has requested reply paid authorisation fails for
any reason, then the reply paid authorisation is not set up.

2) If the Gateway is unable to set up the reply paid authorisation

for any reason (eg insufficient space), then the call requesting the
aut horisation will be refused.
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3) Acall which is using reply paid authorisation may not create
anot her reply paid authorisation.

4) If a call which is using reply paid authorisation fails due to a
network error (clearing cause non zero) then the reply paid count is
not reduced.

5) If a call which is using reply paid authorisation fails due to a
host clearing (clearing cause zero, diagnostic code non-zero) then
the reply paid count is reduced, except where the total nunber of
segnents transferred on the call is zero (ie call setup was never
conpl et ed) .

Frm 11; Next?
X29 Term nal Protoco

There is a problemin that X29 is inconpatible with the Transport
Service. For this reason, it is possible that sone PAD

i npl ementations will be unable to generate the Transport Service
Call ed Address. Also sonme PAD's, eg the British Tel ecom PAD, nay be
unable to generate Fast Select calls - this neans that the Call User
Data Field is only 12 bytes long - insufficient to hold the Transport
Servi ce Address.

If a PADis able to insert a text string into the Call User Data Field
beginning at the fifth byte, but is restricted to 12 characters
because of inability to generate Fast Select calls, then a parti al
address can be included consisting of either the network nane being
call ed, or the network name plus authorisation.

** Page 83

The first character is treated as a delimter, and should be entered
as the character '7'. This is followed by the nanme of the called
networ k - SERCNET.

Alternatively, if the PAD is incapable of generating a Call User Data
Field, then the network nanme can be entered as an X25 subaddress. The
mechani sm enpl oyed by the Gateway is to transcribe the X25 subaddress
to the beginning of the Transport Service Called Address, converting
the digits of the subaddress into ASCII characters in the process.
Note that this neans only SERCNET can be called with this nethod at
present by using subaddress 69.

The response fromthe Gateway will be the foll ow ng nessage:

Pl ease enter your authorisation and address required in form
(user, password) . addr ess

Reply with the appropriate response eg:
( FRED, XYZ) . RLGB

There is a tineout of between 3 and 4 m nutes for this response.
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after which the call will be cleared. There is no limt to the nunber
of attenpts which nay be made within this time limt - if the

aut hori sation or address entered is invalid, the Gateway wi ||l request
it again. To abandon the attenpt. the call should be cleared fromthe
| ocal PAD

A restriction of this method of use of the Gateway is that a cal
nmust be correctly authorised by the Gateway before chargi ng can
begin, thus reverse charge calls from PSS whi ch do not contain
authorisation in the Call Request packet wi Il be refused. However it
is possible to include the authorisation but not the address in the
Call Request packet. The authorisation nmust then be entered again
together with the address when requested by the Gateway.

The above al so applies when using a subaddress to identify the called
network. In this case the Call User Data Field will contain only the
aut hori sation in parentheses (preceded by the delimter '@)

- 5 -

Due to the lack of a Transport Service ACCEPT primtive in X29 it will be
found, on sone PADs, that a 'call connected nessage will appear on the
term nal as soon as the call has been connected to the Gateway. The ' cal
connect ed’ nessage should not be taken to inply that contact has been made
Wth the ultimte destination. The Gateway wi || output a nessage ' Cal
connected to renote address' when the connection has been established.

Frm 14; Next
| TP Term nal Protoco

The term nal protocol ITP is used extensively on SERCNET and sone
hosts support only this termnal protocol. Thus it wll not be
possible to nake calls directly between these hosts on SERCNET and
addresses on PSS whi ch support only X29 or TS29. In these cases it
wi Il be necessary to go through an internedi ate nachi ne on SERCNET
whi ch supports both x29 and I TP or TS29 and | TP, such as a GEC I TP.
This is done by first making a call to the GEC MUM and then naki ng
an outgoing call fromthere to the desired destination

PTS29 Term nal Protocol

This is the ideal protocol to use through the Gateway. since there
shoul d be no probl em about entering the Transport Service address.
However, it is divisable first to ascertain that the machine to be
called will support

When using this protocol, the service nane of the TS29 server should be
entered explicitly, eg:

** Page 84
S( FRED, XYZ) . RLGB. TS29

Restrictions
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Due to the present lack of a full Transport Service in the Gateway,
some primtives are not fully supported.

In particular, the ADRESS, DI SCONNECT and RESET primtives are not
fully supported. Howerver this should not present serious problens,
since the ADDRESS and REASET prinmitives are not wi dely used, and the
DI SCONNECT primtive can be carried in a Cear Request packet.

| PSS
Access to IPSS is through PSS. Just enter the I PSS address in place
of the PSS address.

................ and on and on for 17 pages

CHAPTER 8

Vi ewdat a Syst ens

Vi ewdat a, or videotex, has had a curious history. At one stage, in
the late 1970s, it was possible to believe that it was about to take
over the world, giving conputer power to the nmasses via their
donmestic tv sets. It was revolutionary in the tinme it was devel oped,
around 1975, in research | aboratories owned by what was then called
the Post O fice, but which is now British Telecom It had a
col our - and- graphics display, a user-friendly neans of talking to it
at a tinme when nost conputers needed precise grunts to make them
wor k, and the ordinary | ayperson could learn howto use it in five
m nut es.

The viewdata revol uti on never happened, because Prestel, its nost
public incarnation, was m smarketed by its owners, British Tel ecom
and because, in its original version, it is sinply too clunmsy and
limted to handl e nore sophisticated applications. Al information is
held on electronic file cards which can easily be either too big or
too small for a particular answer and the only way you can obtain the
desired information is by keying nunbers, trundling down endl ess
indices. In the early days of Prestel, nbst of what you got was
i ndi ces, not substantive information. By the tinme that viewdata sets
wer e supposed to exist in their hundreds of thousands, hone
conmputers, which had not been predicted at all when viewdata first
appeared, had already sold into the mllionth British hone.

Yet private viewdata, mni-conputers configured to |ook like
Prestel and to use the sane special term nals, has been a nobdest
success. At the time of witing there are between 120 and 150
significant installations. They have been set up partly to serve the
needs of individual conpanies, but also to help particular trades,

i ndustries and professions. The falling cost of viewdata term nals
has nade private systens attractive to the travel trade, to retai
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stores, the notor trade, to sone |local authorities and to the
financial worl d.

** Page 86

The hacker, armed with a dunb viewdata set, or wwth a software
fix for his mcro, can go ahead and explore these services. At the
begi nning of this book, | said ny first hack was of a viewdata
service. Viditel, the Dutch system It is astonishing how many
British hackers have had a simlar experience. |Indeed, the habit of
vi ewdat a hacki ng has spread throughout Europe also: the wonder- fully
naned Chaos Conputer C ub of Hanburg had sone well-publicised fun
with Bildschirnext, the West Gernman Prestel equival ent
col I oqui al I y-nanmed Bt x.

What they appear to have done was to acquire the password of the
Hanbur ger Sparkasse, the country's biggest savings bank group.
Whereas telebanking is a relatively nodest part of Prestel --the
service is called Honelink--the West Gernman banks have been a
power ful presence on Btx since its earliest days. In fact, another
Hanbur g bank, the Verbraucher Bank, was responsible for the world's
first viewdata Gateway, for once in this technol ogy, show ng the
British the way. The 25-nmenber Conputer Chaos C ub probably acquired
the password as a result of the carel essness of a bank enpl oyee.
Havi ng done so, they set about accessing the bank's own, rather high
priced, pages, sonme of which cost alnost DMLO (£2.70). In a
del i berate denonstration, the Club then set a conputer to
systematically call the pages over and over again, achieving a
re-access rate of one page every 20 seconds. During a weekend in
m d- Novenber 1984, they made nore than 13,000 accesses and ran up a
notional bill of DML35,000 (£36,000). Infornmation Providers, of
course, are not charged for |ooking at their own pages, so no bil
was payabl e and the real cost of the hack was enbarrassnent.

I n hacking terns, the Hanburg hack was relatively trivial-- sinple
password acqui sition. Mich nore sophisticated hacks have been
perpertrated by British enthusiasts.

Vi ewdat a hacki ng has three aspects: to break into systens and becone
user, editor or system manager thereof; to discover hidden parts of
systens to which you have been legitimately admtted, and to uncover
new servi ces.

Vi ewdat a software structures

An under st andi ng of how a vi ewdata database is set up is a great
aid in learning to discover what m ght be hidden away. Renenber,
there are always two ways to each page--by follow ng the internal
i ndexes, or by direct keying using *nnn#. |In typical viewdata
software, each electronic file card or 'page' exists on an overal
tree-1i ke structure:

** Page 87
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Page

0

I
_____________________ o
1 2 3 4 5 6 7 8

| node

Top pages are called parents; |ower pages filials. Thus page 3538
needs parent pages 353, 35, 3 and O to support it, i.e. these pages
nmust exi st on the system On Prestel, the parents owned by
Information Providers (the electronic publishers) are 3 digits |ong
(3-digit nodes). Single and double-digit pages (0 to 99) are owned by
the 'system nmanager' (and so are any pages beginning with the
sequences 100nn-199nn and any beginning with a 9nnn). Wen a page is
set up by an Information Provider (the process of going into '"edit'’
node varies from software package to package; on Prestel, you call up
page 910) two processes are necessary--the overt page (i.e. the
di spl ay the user sees) nmust be witten using a screen editor. Then
the I P nust select a series of options--e.g. whether the page is for
gathering a response fromthe user or is just to furnish infornmation;
whet her the page is to be open for viewing by all, by a O osed User
Goup, or just by the IP (this facility is used while a | arge
dat abase is being witten and so that users don't access part of it
by mi stake); the price (if any) the page will bear--and the 'routing
instructions'. Wen you |l ook at a viewdata page and it says 'Key 8
for more information on ABC, it is the routing table that is
constructed during edit that tells the viewdata conputer: 'If a user
on this page keys 8, take himthrough to the followi ng next page'.
Thus, page 353880 may say 'More information on ABC....KEY 8 . The
information on ABC is actually held on page 3537891. The routing
tabl e on page 353880 will say: 8=3537891. In this exanple, you wll
see that 3537891 i9 not a true filial of 353880--this does not
matter; however, in order for 3537891 to exist on the system its
parents nust exist, i.e. there nust be pages 353789, 35378, 3537
etc.

** Page 88
PRESTEL

PRESTEL EDI TI NG SYSTEM
[ nput Details -

Update option o

file:///E|/Books/Hackers Handbook.htm (85 of 133) [11/28/2000 5:58:50 AM]



Hacker's Handbook

Pageno 4190100 Frame-1d a
User CUG User access y
Frame type i Frame price 2p

Choi ce type s

Choi ces

0- * 1- 4196121
2- 4196118 3- 4196120
4- 4196112 5- 4196119
6- 4196110 7- *

8- 4190101 9- 4199

Prestel Editing. This is the 'choices' page which se s up the frane
before the overt page - the one the user sees - is prepared.

These quirky features of viewdata software can hel p the hacker
search out hi dden dat abases:

* Using a published directory, you can draw up a list of 'nodes' and
who occupies them You can then |list out apparently 'unoccupied
nodes and see if they contain anything interesting. It was when a
hacker spotted that an 'obvious' Prestel node, 456, had been unused
for a while, that news first got out early in 1984 about the Prestel
M cro conputing service, several weeks ahead of the official
announcenent .

* If you | ook at the front page of a service, you can follow the
routings of the main index--are all the obvious imediate filials
used? If not, can you get at them by direct keying?

** Page 89

* Do any services start |ower down a tree than you m ght expect
(i.e. nore digits in a page nunber than you m ght have thought)? In
that case, try accessing the parents and see what happens.

* Renenber that you can get a nessage 'no such page' for two
reasons: because the page really doesn't exist, or because the
Information Provider has put it on 'no user access'. In the latter
case, check to see whether this has been done consistently--1o0ok at
the imediate possible filials. To go back to when Prestel |aunched
its Prestel Mcrocom puting service, using page 456 as a nai n node,
456 itself was closed off until the formal opening, but page 45600
was open.

Prestel Special Features
In general, this book has avoi ded giving specific hints about
i ndi vi dual services, but Prestel is so widely available in the UK and

so extensive in its coverage that a few generalised notes seem
wor t hwhi | e.
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Not all Prestel's databases may be found via the main index or in
the printed directories; even sonme that are on open access are
unadvertised. O particular interest over the |last few years have
been nodes 640 (owned by the Research and Devel opnent team at
Mart| esham), 651 (Scratchpad--used for ad hoc denonstration
dat abases), 601 (nostly nailbox facilities but also known to carry
experi nental advanced features so that they can be tried out), and
650 (News for Information Providers--nostly but not exclusively in a
Cl osed User G oup). Cccasionally equipnment manufacturers offer
experinental services as well: | have found high-res graphics and
even instruction codes for digitised full video |urking around.

In theory, what you find on one Prestel conputer you will find on
all the others. In practice this has never been true, as it has
al ways been possible to edit individually on each conputer, as well
as on the main updating nmachine which is supposed to broadcast to al
the others. The differences in what is held in each nmachine wll
becone greater over tine.

Gateway is a neans of |inking non-viewdata external conputers to
the Prestel system It enables on-screen buying and booking, conplete
with validation and confirmation. It even permts tel ebanking, Mst
"live' fornms of gateway are very secure, with several |ayers of
password and security. However, gateways require testing before they
can be offered to the public; in the past, hackers have been able to
secure free rides out of Prestel...

** Page 90

Car ef ul second-guessing of the routings on the databases including
tel esoftware(*) have given users free progranms while the
tel esoftware(*) was still being tested and before actual public
rel ease.

Prestel, as far as the ordinary user is concerned, is a very
secure system-it uses 14-digit passwords and di sconnects after three
unsuccessful tries. For nost purposes, the only way of hacking into
Prestel is to acquire a legitimate user's password, perhaps because
they have copied it down and left it promnently displayed. Most
commerci al viewdata sets allow the ower to store the first ten
digits in the set (sone even permt the full 14), thus making the
casual hacker's task easier. However, Prestel was sensationally
hacked at the end of Cctober 1984, the whole systemlying at the feet
of a team of four West London hackers for just |ong enough to
denmonstrate the extent of their skill to the press. Their success was
the result of persistence and good |uck on their side and poor
security and bad luck on the part of BT. As always happens wth
hacki ng activities that do not end up in court, some of the details
are disputed; there are also grounds for believing that news of the
hack was deliberately held back until remedial action had taken
pl ace, but this is the version | believe:

The public Prestel service consists of a network of conputers,
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nostly for access by ordinary users, but with tw speci al - purpose
machi nes, Duke for IPs to update their information into and Pandor a,
to handl e Mail boxes (Prestel's variant on electronic mail). The
conputers are |inked by non-public packet-switched [ines. Odinary
Prestel users are registered (usually) onto two or three conputers

| ocal to them which they can access with the sinple three-digit

t el ephone nunber 618 or 918. In nost parts of the UK these two
nunmbers will return a Prestel whistle. (BT Prestel have installed a
| arge nunber of |ocal telephone nodes and

(*) Tefesoftware is a technique for making regul ar conputer prograns
avail able via viewdata the programlines are conpressed according to
a sinple set of rules and set up on a senes of viewdata franes. Each
frame contains a nodest error-checking code. To receive a program
the user's conputer, under the control of a 'download routine calls
the first program page down fromthe viewdata host, runs the error
check on it, and demands a re transm ssion if the check gives a
"false' If it gives a '"true', the user's machi ne unsqueezes the
progranmes and dunps theminto the Conputers nmain nmenory or disc
store. It then requests the next viewdata page unfil the whole
programis collected. You then have a text file which nust be
Converted into programinstructions. Depending on what nodel of

m cro you have, and which tel esoftware package, you can either run
the programinmedi ately or expect it. Personally | found the

tel esoftware experience interesting the first tine | tried it, and
quite useless in terns of speed, reliability and quality afterwards.

** Page 91

| eased lines to transport users to their nearest nmachine at |ocal

call rates, even though in sonme cases that nmachine nay be 200 mles
away). Every Prestel nachine also has several regular phone nunbers
associated with it, for IPs and engineers. Mt of these nunbers
confer no extra privileges on callers: if you are registered to a
particul ar conputer and get in via a 'back-door' phone nunber you
will pay Prestel and IPs exactly the same as if you had dialled 618
or 918. If you are not registered, you will be thrown off after three
tries.

In addition to the public Prestel conputers there are a nunber of
ot her BT machi nes, not on the network, which |ook |ike Prestel and
i ndeed carry versions of the Prestel database. These machines, |eft
over froman earlier stage of Prestel's devel opnent, are now used for
testing and devel opnent of new Prestel features. The old Hogarth
conputer, originally used for international access, is now called
"Gateway Test' and, as its nanme inplies, is used by IPs to try out
the interconnections of their conmputers with those of Prestel prior
to public release. It is not clear how the hackers first becane aware
of the existence of these 'extra' machines; one version is that it
was through the acquisition of a private phone book belonging to a BT
engi neer. Anot her version suggests that they tried 'obvious' |log-in
pass- nunber s--2222222222 1234--on a public Prestel conputer and found
thensel ves inside a BT internal C osed User G oup which contained
lists of phone nunbers for the devel op conputers. The existence of at
| east two stories suggests that the hackers w shed to protect their

file:///E|/Books/Hackers Handbook.htm (88 of 133) [11/28/2000 5:58:50 AM]



Hacker's Handbook

actual sources. In fact, sonme of the phone nunbers had, to ny certain
know edge, appeared previously on bulletin boards.

At this first stage, the hackers had no passwords; they could
sinply call up the log-in page. Not being registered on that
conputer, they were given the usual three tries before the |ine was
di sconnect ed.

For a while, the existence of these |og-in pages was a matter of
mld curiosity. Then, one day, in the |l ast week of COctober, one of
the log-in pages |ooked different: it contai ned what appeared to be a
val i d password, and one with system nanager status, no less. A
sati sfactory explanation for the appearance of this password
inmprinted on a log-in page has not so far been forthcom ng. Perhaps
it was carel essness on the part of a BT engi neer who thought that, as
the phone nunber was unlisted, no unauthorised individual would ever
see it. The pass-nunber was tried and adm ssion secur ed.

** Page 92

After a short period of exploration of the database, which
appeared to be a 'snapshot' of Prestel rather than a |ive version of
it--thus show ng that particular conputer was not receiving constant
updat es from Duke--the hackers decided to explore the benefits of
Syst em Manager status. Since they had between them sone freel ance
experience of editing on Prestel, they knew that all Prestel special
features pages are in the *9nn# range: 910 for editing; 920 to change
personal passwords; 930 for nmail box nessages and so ...what would
pages 940, 950, 960 and so on do? It becane obvious that these pages
woul d reveal details of users together with account nunbers
(systel nos), passwords and personal passwords. There were facilities
to regi ster and deregi ster users.

However, all this was taking place on a non-public conputer. Wuld
the sanme passwords on a 'live' Prestel machine give the sane
benefits? Amazingly enough, the passwords gave access to every
conputer on the Prestel network. It was now tinme to exam ne the user
registration details of real users as opposed to the BT enpl oyees who
were on the devel opnent machine. The hackers were able to assune any
personality they wi shed and could thus enter any Cl osed User G oup,
sinply by picking the right nane. Anong the CUG services they swooped
into were high-priced ones providing investnent advice for clients of
t he st ockbroker Hoare CGovett and comentary on international currency
mar ket s supplied by correspondents of the Financial Tines. They were
al so able to penetrate Honelink, the tel ebanking service run by the
Not t i ngham Bui | di ng Society. They were not able to divert sums of
noney, however, as Homelink uses a series of security checks which
are i ndependent of the Prestel system

Anot her benefit of being able to beconme whomthey w shed was the
ability to read Prestel Mil boxes, both nessages in transit that had
not yet been picked up by the intended recipient and those that had
been stored on the system once they had been read. Anmong the
Mai | boxes read was the one belonging to Prince Philip. Later, with a
newspaper reporter as w tness, one hacker sent a Mil box, allegedly
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fromPrince Philip to the Prestel System Manager:
| do so enjoy puzzles and ganes. Ta ta. Pip! Pip!
H R H Hacker

Newspaper reports also clained that the hackers were able to gain
editing passwords belonging to IPs, enabling themto alter pages and
i ndeed the Daily Mail of Novenber 2nd carried a photograph of a
Prestel page fromthe Financial Times International Financial Alert
sayi ng:

** Page 93
FT NEWSFLASH! !'! ol EQUALS $50

The FT maintained that, whatever m ght theoretically have been
possible, in fact they had no record of their pages actually being so
altered and hazarded the suggestion that the hacker, having broken
into their CUG and accessed the page, had 'fetched it back' onto his
own mcro and then edited there, I ong enough for the Mail's
phot ographer to snap it for his paper, but w thout actually
retransmtting the fal se page back to Prestel. As with so many ot her
hacki ng incidents, the full truth will never be known because no one
i nvol ved has any interest in its being told.

However, it is beyond doubt that the incident was regarded with the
ut nost seriousness by Prestel itself. They were convinced of the
extent of the breach when asked to view page 1, the main index page,
whi ch bore the deliberate ms-spelling: Idnex. Such a change
theoretically could only have been made by a Prestel enployee with
the highest internal security clearance. Wthin 30 m nutes, the
syst em manager password had been changed on all conputers, public and
research. All 50,000 Prestel users signing on inmedi ately after
Novenber 2nd were told to change their personal password w thout
del ay on every conputer to which they were registered. And every IP
recei ved, by Special Delivery, a conplete set of new user and editing
passwor ds.

Three weeks after the story broke, the Daily Miil thought it had
found yet another Prestel hack and ran the follow ng page 1 headli ne:
" Royal codebuster spies in newraid on Prestel', a wondrous
collection of headline witer's buzzwords to capture the attention of
the sleepy reader. This tinme an Information Provider was clai mng
that, even after new passwords had been distributed, further security
breaches had occurred and that there was a 'nole’ within Prestel
itself. That evening, |ndependent Television News ran a feature much
enj oyed by cognoscenti: although the story was about the Prestel
service, half the filmfootage used to illustrate it was wong: they
showed pictures of the Oracle (teletext) editing facility and of
some-one using a keypad that could only have bel onged to a TOPI C set,
as used for the Stock Exchange's private service. Finally, the nane
of the expert pulled in for interview was m s-spelled although he was
a wel | -known aut hor of mcro books. The follow ng day, BBC-tv's
breakfast show ran an itemon the inpossibility of keeping Prestel

file:///E|/Books/Hackers Handbook.htm (90 of 133) [11/28/2000 5:58:50 AM]



Hacker's Handbook

secure, also full of |udicrous inaccuracies.
** Page 94

It was the beginning of a period during which hackers and hacki ng
attracted considerable press interest. No news service operating in
the last two nonths of 1984 felt it was doing an effective job if it
couldn't feature its own Hacker's Confession, suitably filnmed in deep
shadow. As happens now and again, press enthusiasmfor a story ran
ahead of the ability to check for accuracy and a number of Hacks That
Never Were were reported and, in due course, solemly conmmented on

BT had taken nuch puni shnment for the real hack--as well as causing
deep depression anong Prestel staff, the whole incident had occurred
at the very point when the corporation was being privatised and
shares being offered for sale to the public--and to suffer an
unwar rant ed accusation of further |lapses in security was just nore
than they could bear. It is unlikely that penetration of Prestel to
that extent will ever happen again, though where hacking is
concerned, nothing is inpossible.

There is one, relatively uncoment ed-upon vul nerability in the
present Prestel set-up: the information on Prestel is nost easily
altered via the bul k update protocols used by Information Providers,
where there is a remarkabl e | ack of security. Al the system
presently requires is a 4-character editing password and the IP's
systel nunber, which is usually the same as his mail box nunber
(obt ai nable fromthe on-system nail box directory on page *7#) which
inturnis very likely to be derived froma phone nunber.

O her viewdata services

Large nunbers of other viewdata services exist: in addition to the
St ock Exchange's TOPIC and the other viewdata based services
nmentioned in chapter 4, the travel trade has really clutched the
technology to its bosom the typical H gh Street agent not only
accesses Prestel but several other services which give up-to-date
information on the take-up of holidays, announce price changes and
allow confirnmed air-1line and holiday booki ngs.

Several of the UK s biggest car manufacturers have a stock | ocator
systemfor their dealers: if you want a British Leyland nodel with a
speci fic range of accessories and in the col our conbinations of your
choi ce, the chances are that your |ocal dealer will not have it
stock. He can, however, use the stock |locator to tell himw th which
ot her deal er such a machi ne may be found.

Stock control and managenent information is used by retail chains
using, in the main, a package devel oped by a subsidiary of Debenhans.
Debenhans had been early enthusiasts of Prestel in the days when it
was still being pitched at a mass consuner audience--its service was
cal l ed Debtel which wags suggested was for people who owed noney or
alternatively, for upper-class young | adi es.
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Later it formed DISCto link together its retail outlets, and this
was hacked in 1983. The store denied that anything nuch had
happened, but the hacker appeared (in shadow) on a tv program
together with a quite convincing denponstration of his control over
the system

Audi ence research data is despatched in viewdata node to
advertising agenci es and broadcasting stations by AGB narket
research. There are even alternate viewlata networks rivalling that
owned by Prestel, the nost inportant of which is, at the tine of
witing, the one owmed by Istel and headquartered at Redditch in the
M dl ands. This network transports several different trade and
prof essi onal services as well as the internal data of British
Leyl and, of whomlIstel is a subsidiary.

A viewdata front-end processor is a mniconputer package which
sits between a conventionally-structured database and its ports which
| ook into the phone-lines. Its purpose is to allow users with
viewdata sets to search the main database w thout the need to
purchase an additional conventional dunb term nal. Sonme view data
front-end processors (FEPs) expect the user to have a full al phabetic
keyboard, and nerely transformthe data into viewdata pages 40
characters by 24 lines in the usual colours. Mre sophisticated FEPs
go further and allow users with only nuneric keypads to retrieve
information as well. By using FEPs a database publisher or system
provi der can reach a | arger popul ation of users. FEPs have been known
to have a |l ower standard of security protection than the conventiona
systens to which they were attached.

Vi ewdat a st andar ds

The UK vi ewdata standard--the particular graphics set and net hod
of transmtting frames -- is adopted in many ot her European countries
and in former UK inperial possessions. Numbers and passwords to
access these services occasionally appear on bulletin boards and the
systens are particularly interesting to enter while they are still on
trial. As a result of a quirk of Austrian |aw, anyone can
legitimately enter their service wthout a password; though one is
needed if you are to extract valuable information. However, inportant
variants to the UK standards exist: the French (inevitably) have a
systemthat is remarkably simlar in outline but inconpatible.

** Page 96

In North America, the energing standard which was originally put
toget her by the Canadians for their Telidon service but which has
now, with nodifications, been pronoted by Ma Bell, has high
resol ution graphics because, instead of building up inmages from bl ock
graphics, it uses picture description techniques (eg draw |ine, draw
arc, fill-in etc) of the sort relatively famliar to nost users of
nodern home mcros. Inplenentations of NALPS (as the US standard is
called) are available for the | BM PC.
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The Finnish public service uses software which can handle nearly
all viewdata formats, including a near-photographic node.

Software simlar to that used in the Finnish public service can be
found on sone private systens. Countries vary considerably in their
use of viewdata technol ogy: the Gernman and Dutch systens consi st
al nost entirely of gateways to third-party conputers; the French
originally cost-justified their systemby linking it to a nmassive
project to nmake all tel ephone directories open to electronic enquiry,
thus saving the cost of printed versions. French viewdata term nals
t hus have full al pha-keyboards instead of the nunbers-only versions
common in other countries. For the French, the tel ephone directory is
central and all other information peripheral. Teletel/Antiope, as the
service is called, suffered its first serious hack late in 1984 when
a journalist on the political/satirical weekly Le Canard Fi nchaine
claimed to have penetrated the Atom c Energy Comm ssion's conputer
files accessible via Teletel and uncovered details of |aser projects,
nucl ear tests in the South Pacific and an experinmental nucl ear
reactor.

Vi ewdat a: the future

Viewdata grew up at a tinme when the idea of mass conputer
ownership was a fantasy, when the idea that private individuals could
store and process data locally was considered far-fetched and when
there were fears that the general public would have difficulties in
tackling anything nore conplicated than a nunbers- only key-pad.
These failures of prediction have lead to the limtations and
cl unsi ness of present-day viewdata. Neverthel ess, the energy and
success of the hardware sal esnmen plus the reluctance of conpani es and
organi sations to change their existing set-ups will ensure that for
some tine to cone, new private viewdata systenms will continue to be
i ntroduced...and be worth trying to break into.

There is one dirty trick that hackers have perfornmed on private
vi ewdata systens. Entering themis often easy, because high-Ieve
editing passwords are, as nentioned earlier, sonetines desperately
i nsecure (see chapter 6) and it is easy to acquire editing status.

** Page 97

Once you have di scovered you are an editor, you can go to edit
node and edit the first page on the system page 0: you can usually
pl ace your own nmessage on it, of course; but you can al so default al
the routes to page 90. Now *90# in nbst viewdata systens is the
| og- out conmmand, so the effect is that, as soon as soneone logs in
successfully and tries to go beyond the first page, the system| ogs
themout. ...

However, this is no longer a new trick, and one which should be
used with caution: is the database used by an inportant organi sation?
Are you going to tell the system manager what you have done and
urge nore care in password selection in future?
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CHAPTER 9

Radi o Conput er Dat a

Vast quantities of data traffic are transmtted daily over the
radi o frequency spectrum hacking is sinply a matter of hooking up a
good quality radio receiver and a conputer through a suitable
interface. On offer are news services fromthe world's great press
agenci es, comrercial and maritinme nessages, neteorol ogical data, and
pl enty of heavily-encrypted diplomatic and mlitary traffic. A
variety of systens, protocols and transm ssion nethods are in use and
the hacker jaded by |and-line comunication (and perhaps for the
nonent put off by the cost of phone calls) will find plenty of fun on
t he ai rwaves.

The techni ques of radio hacking are simlar to those necessary for
conput er hacking. Data transm ssion over the airwaves uses either a
series of audio tones to indicate binary O and 1 which are nodul at ed
on transmt and denodul ated on receive or alternatively frequency
shift keying which involves the sending of one of two slightly
different radio frequency carriers, corresponding to binary 0 or
binary 1. The two nethods of transm ssion sound identical on a
communi cations receiver (see below) and both are treated the sane for
decodi ng purposes. The tones are different fromthose used on
| and-1ines--'space' is nearly always 1275 Hz and 'mark' can be one of
three tones: 1445 Hz (170 Hz shift--quite often used by amateurs and
Wi th certain technical advantages); 1725 Hz (450 Hz shift--the one
nost commonly used by commercial and news services) and 2125 Hz (850
Hz shift--also used commercially). The comonest protocol uses the
5-bit Baudot code rather than 7-bit or 8-bit ASCI1. The asynchronous,
start/stop node is the nost conmon. Transm ssion speeds include: 45
baud (60 words/mnute), 50 baud (66 words/mnute), 75 baud (100
words/ mnute). 50 baud is the nbost common. However, nany
interesting variants can be heard--special versions of Baudot for
non- European | anguages, error correction protocols, and various
forms of facsimle.

The material of greatest interest is to be found in the high
frequency or 'short wave' part of the radio spectrum which goes from
2 MHz, just above the top of the medi um wave broadcast band, through
to 30 MHz, which is the far end of the 10-neter amateur band which
itself is just above the well-known Citizens' Band at 27 M.

** Page 99
The reason this section of the spectrumis so interesting is that,
uni que anong radi o waves, it has the capacity for world-w de

propagation without the use of satellites, the radio signals being
bounced back, in varying degrees, by the ionosphere. This speci al
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guality means that everyone wants to use HF (high frequency)

transm ssion--not only international broadcasters, the propaganda
efforts of which are the nost famliar uses of HF. Data transm ssion
certainly occurs on all parts of the radio spectrum from VLF (Very
Low Frequency, the portion below the Long Wave broadcast band which
is used for submarine communication), through the commercial and
mlitary VHF and UHF bands, beyond SHF (Super Hi gh Frequency, just
above 1000 WMHz) right to the m crowave bands. But HF is the nost
rewarding in terns of range of naterial available, content of
nmessages and effort required to access it.

Bef ore going any further, hackers should be aware that in a nunber
of countries even receiving radio traffic for which you are not
licensed is an offence; in nearly all countries making use of
information so received is also an offence and, in the case of news
agency material, breach of copyright may al so present a problem

However, owning the equi pnment required is usually not illegal and,
since few countries require a special license to listen to amateur
radio traffic (as opposed to transmtting, where a |icense is needed)
and since amateurs transmt in a variety of data nodes as well,
hackers can set about acquiring the necessary capability w thout
fear.

Equi prent

The equi pnment required consists of a communi cations receiver, an
antenna, an interface unit/software and a conputer

Communi cations receiver - This is the nane given to a good quality
hi gh frequency receiver. Suitable nodels can be obtai ned,

second- hand, at around £100; new receivers cost upwards of £175.
There is no point is buying a radio sinply designed to pick up
shortwave broadcasts which wll lack the sensitivity, selectivity and
resol uti on necessary. A mninmum specification would be:

Cover age 500 kHz--30 MHz
Resol uti on >100 Hz
** Page 100

Modes AM Upper Side Band, Lower Side Band,
CW ( Mor se)

Tuni ng woul d be either by two knobs, one for MHz, one for kHz, or
by keypad. On nore expensive nodels it is possible to vary the
bandwi dth of the receiver so that it can be w dened for nusical
fidelity and narrowed when |istening to bands with many signals close
to one anot her.

Broadcast stations transmt using AM (anplitude nodul ation), but

in the person-to-person contacts of the aeronautical, maritime and
amat eur worl d, single-side-band-suppressed carrier techniques are
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used--the receiver will feature a swtch marked AM USB, LSB, CWetc.
Si de- band transm ssion uses | ess frequency space and so allows nore
si mul t aneous conversations to take place, and is also nore efficient
inits use of the power available at the transmtter. The chi ef

di sadvantage is that equipnent for receiving is nore expensive and
must be nore accurately tuned. Upper side band is used on the whol e
for voice traffic, and | ower side band for data traffic. (Radio

amat eurs are an exception: they also use | ower side-band for voice
transm ssions below 10 MHz.) Suitable sources of supply for

communi cations receivers are amateur radi o deal ers, whose addresses
may be found in specialist magazines |ike Practical Wreless, Amateur
Radi o, Ham Radi o Today.

Antenna - Antennas are crucial to good shortwave reception--the sort
of short 'whip' aerial found on portable radios is quite insufficient
if you are to capture transm ssions from across the gl obe. Wen using
a conputer close to a radio you nust al so take considerable care to
ensure that interference fromthe CPU and nonitor don't squash the
signal you are trying to receive. The sort of antenna | recommend is
the '"active dipole', which has the twi n advantages of being small and
of requiring little operational attention. It consists of a couple of
l-neter lengths of wire tied parallel to the ground and neeting in a
smal | plastic box. This is nounted as high as possible, away from
interference, and is the "active' part. Fromthe plastic box descends
coaxi al cable which is brought dowmn to a small power supply next to
the receiver and fromthere the signal is fed into the receiver
itself. The plastic box contains special |ow noise transistors.

It is possible to use sinple lengths of wire, but these usually
operate well only on a limted range of frequencies, and you wl|
need to cover the entire HF spectrum Active antennas can be obtai ned
by mail order from suppliers advertising in amateur radio
magazi nes--the Datong is highly reconmmended.

** Page 101

Interface The "interface' is the equivalent of the nodemin |andline
communi cati ons; indeed, advertisenments of newer products actually refer to
radi o nodens. Radio tele-type, or RTTY, as it is called, is traditionally
received on a nodified teleprinter or telex machine; and the early interfaces
or termnal units (TUs) sinply converted the received audio tones into 'mark'
and 'space' to act as the equivalent of the electrical line conditions of a
telex circuit. Since the arrival of the mcroconputer, however, the design
has changed dramatically and the interface now has to performthe foll ow ng
functi ons:

1 Detect the designated audi o tones
2 Convert theminto electrical |ogic states

3 Strip the start/stop bits, convert the Baudot code into ASCII
equi val ents, reinsert start/stop bits

4 Deliver the new signal into an appropriate port on the conputer
(I'f RS232C is not available, then any other port, e.g. Gane, that
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A | arge nunber of designs exist: sone consist of hardware
interfaces plus a cassette, disc or ROMfor the software; others
contain both the hardware for signal acquisition and firmvare for its
decodi ng in one box.

Costs vary enornously and do not appear to be related to quality
of result. The kit-builder with a ZX81 can have a conplete set-up for
under £40; sem -professional nodels, including keyboards and screen
can cost in excess of £1000.

The kit | use is based on the Apple Il (because of that nodel's
great popularity in the USA, much hardware and software exists); the
interface talks into the gane port and | have several itens of
software to present Baudot, ASCII or Morse at will. There is even
sonme interesting software for the Apple which needs no extra
har dware--the audio fromthe receiver is fed direct into the cassette
port of the Apple, but this nmethod is difficult to replicate on other
machi nes because of the Apple's unique nethod of reading data from
cassette.

** Page 102

Excel | ent inexpensive hard/firmvare is avail able for many Tandy
conputers, and also for the VI C20/ Commpbdore 64. On the whole US
suppliers seem better than those in the UK or Japan-- products are
advertised in the US nagazi nes QST and 73.

Setting Up Particular attention should be paid to linking all the
equi prent together; there are special problens about using sensitive
radi o receiving equipnent in close proximty to conputers and VDUs.
Conmput er | ogic bl ocks, power supplies and the synchronising pul ses on
VDUs are all excellent sources of radio interference (rfi). RF
appears not only as individual signals at specific points on the
radio dial, but also as a generalised hash which can bl ank out al
but the strongest signals.

I nterference can escape from poorly packaged hardware, but al so
fromunshi el ded cabl es which act as aerials. The renedy is sinple to
descri be: encase and shield everything, connecting all shields to a
good earth, preferably one separate fromthe mains earth. In
practice, nmuch attention nust be paid to the detail of the
i nterconnections and the relative placing of itens of equipnent. In
particular, the radio' s aerial should use coaxial feeder with a
properly earthed outer braid, so that the actual wires that pluck the
signals fromthe ether are well clear of conmputer-created rfi. It is
al ways a good idea to provide a comruni cations receiver with a proper
earth, though it will work without one: if used with a conputer, it
is essential.

Do not let these paragraphs put you off; with care excellent
results can be obtained. And bear in mind nmy owm first experience:
ever eager to try out sane new kit, | banged everything together with
great speed--ribbon cable, poor solder joints, an antenna taped
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quickly to a wwndow in a netal frane |ess than two nmeters fromthe
comuni cations receiver--and all | could hear from500 kHz to 30
WMHz, wherever | tuned, was a great how -whine of protest...

VWhere to listen

Scanni ng through the bands on a good conmuni cati ons receiver, you
realise just how crowded the radio spectrumis. The table in Appendix
VI gives you an outline of the sandw ch-Iike fashion in which the
bands are organi sed.

The 'fixed' bands are the ones of interest; nore particularly, the
foll owi ng ones are where you coul d expect to | ocate news agency
transm ssions (in kHz):

** Page 103

3155 -- 3400 14350 - - 14990
3500 -- 3900 15600 -- 16360
3950 -- 4063 17410 - - 17550
4438 -- 4650 18030 - - 18068
4750 -- 4995 18168 -- 18780
5005 -- 5480 18900 - - 19680
5730 -- 5950 19800 -- 19990
6765 -- 7000 20010 - - 21000
7300 -- 8195 21850 -- 21870
9040 -- 9500 22855 -- 23200
ggoo -- 9995 23350 -- 24890
10100 -- 11175 25010 - - 25070
11400 -- 11650 25210 - - 25550
12050 -- 12330 26175 - - 28000
13360 -- 13600 29700 - - 30005
13800 -- 14000

In addition, amateurs tend to congregate around certain spots on the
frequency map: 3590, 14090, 21090, 28090, and at VHF/ UHF: 144.600,
145. 300, MHz 432.600, 433.300.

Tuning In

Radi o Tel etype signals have a characteristic two-tone warble sound
which you will hear properly only if your receiver is operating in
SSB (si ngl e-side-band) node. There are other digital tone-based
signals to be heard: FAX (facsimle), Helschcrieber (which uses a
technique simlar to dot-matrix printers and is used for Chinese and
rel ated pictogramstyl e al phabets), SSTV (slow scan tel evision, which
can take up to 8 seconds to send a |lowdefinition picture), and
ot hers.

But with practice, the particular sound of RTTY can easily be

recogni sed. More experienced |isteners can also identify shifts and
speeds by ear.
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You should tune into the signal watching the indicators on your
termnal unit to see that the tones are being properly captured--
typically, this involves getting two LEDs to flicker sinultaneously.

The software will nowtry to decode the signal, and it will be up
to you to set the speed and 'sense'. The first speed to try is 66/7
words per mnute, which corresponds to 50 baud, as this is the nost
comon. On the amat eur bands, the usual speed is 60 words per minute
(45 baud); thereafter, if the rate sounds unusually fast, you try 100
words per mnute (approxinmately 75 baud).

** Page 104

By 'sense' or 'phase' is neant whether the higher tone corresponds
to logical 1 or logical 0. Services can use either format; indeed
the sanme transm ssion channel nmay use one 'sense' on one occasion and
the reverse 'sense' on another. Your software can usually cope with
this. If it can't, all is not lost: you retune your receiver to the
opposite, side-band and the phase will thereby be reversed. So, if
you are listening on the |ower side-band (LSB), usually the
conventional way to receive, you sinply switch over to USB (upper
si de-band), retune the signal into the termnal unit, and the sense'
wi || have been reversed.

Many news agency stations try to keep their channels open even if
they have no news to put out: usually they do this by sending test
nessages |like: 'The quick brown fox....' or sequences |ike
" RYRYRYRYRYRY...' such signals are useful for testing purposes, if
alittle dull to watch scrolling up the VDU screen

You will discover nmany signals that you can't decode: the
commonest reason is that the transm ssions do not use European
al phabets, and all the elenents in the Baudot code have been
re-assi gned--sone versions of Baudot use not one shift, but two, to
give the required range of characters. Straightforward en- crypted
nessages are usually recogni sable as comng in groups of five
letters, but the encryption can also operate at the bit- as well as
at the character-level -- in that case, too, you will get
gobbl eydegook.

A limted anobunt of ASCI| code as opposed to Baudot is to be
found, but nostly on the amateur bands.

Finally, an error-correction protocol, called SITOR is
increasingly to be found on the maritinme bands, with AMIOR an anateur
variant, in the amateur bands, SITOR has various nodes of operation
but, inits fullest inplenentation, nmessages are sent in blocks which
nmust be formally acknow edged by the recipient before the next one is
despatched. The transmitter keeps trying until an acknow edgenent is
received. You may even cone across, on the amateur bands, packet
radi o, which has sonme of the features of packet switching on digita
land lines. This is one of the |atest enthusiasns in amateur radio
with at least two different protocols in relatively w de use.

Di scussion of SITOR and packet radio is beyond the scope of this
book, but the reader is referred to BARTG (the British Amat eur Radio

file:///E|/Books/Hackers Handbook.htm (99 of 133) [11/28/2000 5:58:50 AM]



Hacker's Handbook

Tel etype Group) and its nmagazi ne Datacom for further information. You
do not need to be a |licensed radio amateur to join. The address is:
27 Crannmer Court, Ri chnond Road, Kingston KT2 SPY.

Oper ational problens of radi o hacking are covered at the end of
Appendi x |, the Baudot code is given Appendix |V and an outline
frequency plan is to be found in Appendi x VI.
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The material that follows represents sone of the types of conmon
transm ssions: news services, test slips (essentially devices for
keepi ng a radi o channel open), and amateur. The corruption in places
is due either to poor radi o propagation conditions or to the presence
of interfering signals.

REVUE DE LA PRESSE | TALI ENNE DU VENDREDI 28 DECEMBRE 1984

LE PROCES AUX ASSASSI NS DE L~ PO ELUSZKO, LA VISITE DE
M SPADOLI NI A | SRAEL, LA SI TUATI ON AU CAMBODCE ET LA GUER-
I LLA AU MOZAMBI QUE FONT LES TI TES DES PAGES PCOLI TI QUES

MOBI LI SATI ON TO WORK FOR THE ACCOUNT OF 1985

- AT THE ENVER HOXHA AUTOMOBI LE AND
TRACTOR COMBI NE | N Tl RANA 2

TI RANA, JANUARY XATA/. - THE WORKI NG PECPLE OF THE ENVER HOXH~/
AUTOMOBI LE AND TRACTOR COMBI NE BEGAN THEI R WORR W TH VI GOUR
AND MOBI LI SATI ON FOR THE ACCOUNT OF 1985. THE WORK IN THI' S

| MPROVOMWNT CENTER FOR MECHANI CAL | NDUSTRY WAS NOT | NTERRUPTED
FOR ONE MOVENT AND THE WORKI NG PEOPLE 8~S ONE ANOTHER FOR
FRESHER GREATER VI CTORI ES UNDER THE LEADERSHI P OF THE PARTY

W TH ENVER HOXHA AT THE HEAD, DURI NG THE SHI FTS, NEAR

THE FURNANCES~ PRESSES ETC.. JUST LI KE SCORES OF WORKI NG COLLE-
CTI' VES OF THE COUNTRY WH CH WERE NOT AT HOVE DURI NG THE NEW
YEAR B

IN THE FRONTS OF WORK FOR THE BENEFI TS OF THE SCOCI -

ALI ST CONSTRUCTI ON OF THE COUNTRY.

PUTTI NG | NTO LI FE THE TEACH NGS OF THE PARTY AND THE | NSTRU-
CTI ONS OF COVRADE ENVER HOXHA, THE WORKI NG CCOLLECTI VE OF THI S
COMBI NE SCORED FRESH SUCCESSES DURI NG 1984 TO REALI ZE THE

| NDI CES OF THE STATE PLAN BY RASI NG THE ECEONOM C EFFECTI VE-
NESS. THE WORKI NG PECPLE SUCCESSFULLY REALI ZED AND OVERFUL

FI LLED THE OBJECTI VE OF THE REVOLUTI ONARY DRI VE ON THE HI GHER
EFFECTI OVENESS OF PRODUCTI ON, UNDERTAKEN | N KLAI DQAULSK SO~
WTH N 1984 THE PLANNED PRODUCTI VI TY, ACCORDI NG TO THE | NDEX
OF THE FI VE YEAR PLAN, WAS OVERFULFI LLED BY 2 PER CENT.
MOREOVER, THE FI VE YEAR PLAN FOR THE GWAERI NG OF THE COST OF
PRODUCTI ON WAS RAI SED 2 MONTHS AHEAD OF TI ME, ONE FI VE YEAR
PLAN FOR THE PRODUCTI ON OF MACHI NERI ES LAND EQUI PMENT AND
THE PRCODUCTI ON OF THE TRACTORS WAS OVER-

FULFI LLED. THE NET | NCOVE OF THE FI VE YEAR PLAN WAS REALI ZED
WTH N 4 YEARS. ETCM
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YRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRY
RYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYR
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YRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRY
YRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRY
RYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYR~ u UL ~v_.~v

GI4YAD GJ4YAD DE (ADF (ADF

SOVE QRM BUT MOST OK. THE SHIFT I'S NORMAL. .. SH FT | S NORVAL.

FB ON YOUR RIG AND NI CE TO MEET YOQU I N RTTY. THE WEATHER HERE
TODAY |'S FI NE AND BEEN SUNNY BUT COLD. | HAVE BEEN IN TH S MODE
BEFORE BUT NOT FOR A FEW YEARS H HI .

GI4YAD GI4YAD DE (ADF (ADF
PSE KKK

HAEl E AEJE DE G31 M5 G3I M5

TNX FOR COM NG BACK. RIG HERE IS | COM 720A BUT | AM SENDI NG

AFSK; NOT FSk'. | USED TO HAVE A CREED BUT CHUCKED I T OQUT IT WAS
TOO NO SY AND NOW HAVE VI C2D SYSTEM AND SOMVE US kI T My SON
BROUGHT ME HE TRAVELS A LOT.

HAD LOTS OF TROUBLE W TH RFI AND HAVE NOT YET CURED I T. VERTY BAD

QRM AT MOMENT. CAN GET NOTHI NG ABOVE 1CI MEGS AND NOT MJUCH EX-G ON
S(:). H H . SUNSPOT COUNT IS REALLY LOW

HAEBJE AEBJE DE GBI M5 G31 M5
~| . OF ; KKKk" KKKK
RYRYRYRYRYRYRYRYRYR

~K~f k' KKKKKKK

&I Ms GBI M5 DE AEJE AEBJE

FB OM URM | S GETTI NG WORSE. | HAVE ALWAYS LI k. ED | COM RI GS BUT
THEY ARE EXEPENSI VE. CAN YOU RUN FULL 1QCI PER CENT DUTY CYCLE ON
RTTY OR DO YOU HAVE TO RUN AROUND 50 PER CENT. | GET OVER- HEATI NG
ON THIS OLD YAESU | Q. WHAT SORT OF ANTENNA SYSTEM DO YOU USE.
HERE |'S A TRAPPED VERTI CAL W TH 8CI METERS TUNED TO RTTY SPOT AT
~; 59(: 1.

| STILL USE CREED 7 THOUGH AM GETTI NG FED UP W TH MECHANI CAL
BREAK- WWN AND NO SE BUT | HAVE HEARD ABOUT RFI AND HOME
COVWPUTERS. MY NEPHEW HAS A SPECTRUM CAN YOU CGET RTTY SOFTWARE
FOR THAT/ .

GIMs G3I M5 DE AEJE AEBJE
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CHAPTER 10
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Hacki ng: the Future

Security is now probably the biggest single growh area within the
mai nstream conput er busi ness. At conference after conference,
consul tants conpete with each other to produce the nost frightening
statistics.

The mai n concern, however, is not hacking but fraud. Donn Parker,
a frequent witer and speaker on conputer crine based at the Stanford
Research Institute has put US conputer fraud at $3000 million a year;

al t hough reported crines anount to only $100 million annually. In
June 1983 the Daily Tel egraph clained that British conmputer-rel ated
frauds coul d be anything between £500 mllion and £2.5 billion a

year. Detective |Inspector Ken MPherson, head of the conmputer crine
unit at the Metropolitan Police, was quoted in 1983 as saying that
within 15 years every fraud would i nvolve a conputer. The trouble is,
very few victins are prepared to acknow edge their |osses. To date,
no British clearing bank has admtted to suffering from an

out - and- out conputer fraud, other than the doctoring of credit and
plastic ID cards. Few consultants believe that they have been imune.

However, to put the various threats in perspective, here are two
recent US assessnents. Robert P Canpbell of Advanced | nformation
Managenent, fornerly head of conputer security in the US Arny,
reckons that only one conputer crine in 100 is detected; of those
det ected, 15 per cent or fewer are reported to the authorities, and
that of those reported, one in 33 is successfully prosecuted--a
‘clear-up' rate of one in 22,000.

And Robert Courtney, former security chief at |IBM produced a |i st
of hazards to conputers: 'The No 1 problem now and forever is errors
and om ssions'. Then there is crime by insiders, particularly
non-techni cal people of three types: single wonen under 35; 'little
old | adies’ over 50 who want to give the noney to charity; and ol der
men who feel their careers have left them neglected. Next, natura
di sasters. Sabotage by disgruntled enpl oyees. Water damage. As for
hackers and ot her outsiders who break in, he estimates it is |less
than 3 per cent of the total.
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Here in the UK, the National Conputing Centre says that at | east
90 per cent of conputer crinmes involve putting false information into
a conputer, as opposed to sophisticated |ogic techniques; such crines
are identical to conventional enbezzlenent: |ooking for weaknesses
in an accounting system and taking advantage. In such cases the
conputer nerely carries out the fraud with nore thoroughness than a
human, and the print-out gives the accounts a spurious air of being
correct.

In the neantine, we are on the threshold of a new age of
opportunities for the hacker. The technol ogy we can afford has
suddenly becone nmuch nore interesting.

The nost recent new free magazi nes to which I have acquired
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subscriptions are for owers of the IBMPC, its variants and cl ones.
There are two UK nonthlies for regular users, another for corporate
buyers and several US titles.

The IBMPCis only partly ainmed at small business users as a
st and- al one machine to run accounting, word processing, spread- sheet
cal cul ati on and the usual business dross; increasingly the marketing
is pitching it as an executive work-station, so that the corporate
enpl oyee can carry out functions not only local to his own office,
but can access the corporate mainframe as well--for data, nessaging
wi th col | eagues, and for greater processing power.

In page after page, the articles debate the future of this

devel opnent - -do enpl oyees want work-stations? Don't many bosses still
feel that anything to do with typing is best left to their secretary?
How does the executive workstation relate to the mainfrane? Do you
all ow the executive to nerely collect data fromit, or input as well?
If you permt the latter, what effect will this have on the integrity
of the mainfrane's files? How do you control what is going on? Wat
is the future of the DP professional? W is in charge?

And so the articles go on. |Is |IBM about to offer packages which
integrate mai nframes and PCs in one enornous system thus effectively
bl ocki ng out every other conputer manufacturer and software publisher
in the world by sheer wei ght and presence?

| don't know the answers to these questions, but el sewhere in
these sane nmagazines is evidence that the hardware products to
support the executive workstation revolution are there--or, even if
one has the usual cynicism about conputer trade advertising ahead of
actual availability, about to be.

The products are high quality term nal enulators, not the sort of
thing hitherto achieved in software--variants on asynchronous
protocols with sone fancy cursor addressing--but cards capabl e of
supporting a variety of key synchronous comruni cations, |ike 327x
(bi synch and SDLC), and handling high-speed file transfers in ClCs,
TSO, | M5 and CMS.
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These products feature special facilities, |ike w ndow ng or
replicate aspects of mminframe operating systens |ike VM (Virtua
Machi ne), giving the user the experience of having several different
conmputers sinmultaneously at his conmand. O her cards can handle IBM s
smaller mni- mainframes, the Systens/ 34 and /38. Nor are other
mai nframe manufacturers with odd-ball comms requirenents ignored:
| CL, Honeywel | and Burroughs are all catered for. There are even
several PC add-ons which give a nachine direct X. 25; it can sit on a
packet -switched network wi thout the aid of a PAD.

Such products are expensive by personal mcro standards, but it
nmeans that, for the expenditure of around £8000, the hacker can cal
up form dabl e power from his machine. The addition of specia
envi ronments on these new super m cros which give the owner direct
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experi ence of mainfrane operating systens--and the nmanuals to go with
them-will greatly increase the popul ation of know edgeabl e conput er
buffs. Add to this the fact that the corporate workstation nmarket, if
it is at all succesful, nust nean that nmany executives will want to
call their mainfrane fromhone --and there will be nmany many nore
conputer ports on the PTSN or sitting on PSS

There can be little doubt that the need for systemsecurity wll
play an increasing role in the specification of new nainfrane
installations. For sone tine, hardware and software engi neers have
had avail abl e the technical devices necessary to nake a conputer
secure; the difficulty is to get regular users to inplenent the
appropri ate net hods--humans can only nenorise a |limted nunber of
passwords. | expect greater use will be made of threat nonitoring
techni ques: checking for sequences of unsuccessful attenpts at
logging in, and nonitoring the | evel of usage of custoners for
extent, timng, and which termnals or ports they appear on

The interesting thing as far as hackers are concerned is that it
is the difficulty of the exercise that notivates us, rather than the
prospect of instant wealth. It is also the flavour of naughty, but
not outright, illegality. I renenber the Citizens Band radi o boom of
a few years ago: it started quietly with just a handful of London
breakers who had inported US sets, really sinply to talk to a few
friends. One day everyone woke up, switched on their rigs and
di scovered overnight there was a whol e new sub-cul ture out there,
breathing the ether. Every day there were nore and nore until no
spare channel s could be found. Then sone tal ented engineers found out
how to freak the rigs and add anot her 40 channels to the original 40.
And t hen anot her 40. Suddenly there were whol esalers and retailers
and fanzines, all selling and pronoting products the using or
manuf acturing of which was illegal under British | aw
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Finally, the governnment introduced a |egalised CB, using different
standards fromthe inported US ones. Wthin six nonths the ill egal
scene had greatly contracted, and no | egal CB service of conparable
size ever took its place. Manufacturers and shop- keepers who had
expected to make a financial killing were left with warehouses ful
of the stuff. Much of the attraction of AMCB was that it was
forbi dden and unregul ated. There is the desire to be an outlaw, but
cl ever and not too outrageous with it, in very nmany of us.

So | don't believe that hacking can be stopped by tougher
security, or by legislation, or even by the fear of punishnent.

Don't get nme wong: | regard conputers as vastly beneficial. But
they can threaten our traditional concepts of freedom individuality
and human worth | like to believe hacking is a curious

re-assertion of sone of those ideas.
The chal | enge of hacking is deeply ingrained in nmany conputer

ent husi asts; where else can you find an activity the horizons of
whi ch are constantly expandi ng, where new chal | enges and dangers can
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be found every day, where you are not playing a visibly artificial
"gane', where so nmuch can be accessed with so little resource but a
smal | keyboard, a glowi ng VDU, an inquisitive and acquisitive brain,
and an inpish nentality?
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APPENDI X |

Troubl e Shooti ng

The assunption is that you are operating in the default node of
300/ 300 baud asynchronous using CCITT tones, 7 bits, even parity, one
stop bit, full-duplex/echo off, originate. You have dialled the
renote nunber, seized the line and can hear a data tone. Sonething is
not working properly. This is a partial list of possibilities.

The screen renmi ns bl ank.

* A physical link has failed -- check the cabl es between conputer,
nodem and phone |i ne.

* The renote nodem needs waki ng up--send a <cr> or failing that, a
ENQ (<ctrl >E), character.

* The renote nodemis operating at a different speed. Sone nodens
can be brought up to speed by hitting successive <cr>s; they usually
begin at 110 baud and then go to 300,so two successive <cr>s should
do the trick.

* The renote nodemis not working at V21 standards, either because
it is adfferent CCOTT standard, e.g. V22, V22 bis, V23 etc or
operates on Bell (US) tones.

* Since different standards tend to have different 'wake-up' tones
whi ch are easily recognised with practice, you nmay be able to spot
what is happening. It shouldn't need to be said that if you are
calling a North Anmerican service you should assune Bell tones.

* Both your nodem and that of the renote service are in answer or in
originate and so cannot 'speak' to each other. Al ways assunme you are
in the originate node.

* The renote service is not using ASCII/International Al phabet No 5.
The screen fills with random characters

* Data format different fromyour defaults--check 7 or 8 bit
characters, even/odd parity, stop and start bits.
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* Msmatch of characters owi ng to m sdefined protocol --check
start/stop, try alternately EOB/ ACK and XON XOF

* Renote conputer operating at a different speed fromyou-- try, in
order, 110, 300, 600, 1200, 75.
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* Poor physical connection--if using an acoustic coupler check

| ocation of handset, if not, listen on line to see if it is noisy or
crossed.

* The renote service is not using ASClI/International Al phabet No 5.

Every character appears tw ce

* You are actually in half-duplex node and the renote conputer as
wel | as your own are both sending characters to your screen--swtch
to full-dupl ex/echo off.

Al information appears on only one line, which is constantly
overwitten.

* The renote service is not sending line feeds--if your term na
software has the facility, enable it to induce |ine feeds when each
display line is filled. Many on-line services and public dial-up
ports |let you configure the renote port to send |ine feeds and vary
line length. Your software may have a facility to show contro
characters, in which case you will see <ctrl>J if the renote service
is sending line feeds.

W de spaces appear between display |ines.

* The renote service is sending |ine feeds and your software is

i nduci ng anot her one sinultaneously--turn off your induced carriage
return facility. In 'show control character' node, you will see
<ctrl >Js.

Di splay lines are broken awkwardly

* The renote service is expecting your screen to support nore
characters than it is able. Professional services tend to expect 80
characters across whilst many personal conputers may have | ess than
40, so that they can be read on a tv screen. Check if your software
can help, but you may have to live with it. Alternatively, the
renote conputer may |let you reconfigure its character stream

Most of the display nmakes sense, but every so often it becones
gar bl ed
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* You have intermttent |ine noise--check if you can conmand the
renote conputer to send the sane stream again and see if you get the
gar bl i ng.

* The renote service is sending graphics instructions which your
conputer and software can't resol ve.
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The di splay contains recogni sabl e characters in definite groupings,
but ot herwi se makes no sense The data is intended for an intelligent
termnal, which will conbine the transmtted data with a |oca
program so that it makes sense.

* The data is intended for batch processing.

* The data is encrypted Although the stream of data appeared
properly on your vdu, when you try to print it out, you get
corruption and over-printing

* Most printers use a series of special control characters to enable
various functions--1line feeds, back-space, double- intensity, special
graphics etc. The renpte service is sending a series of control
characters which, though not displayed on your screen, are
"recogni sed' by your printer, though often in not very hel pful ways.
You may be able to correct the worst problens in software, e.g. by
enabling line-feeds; alternatively many printers can be re-configured
in hardware by appropriate settings of DIL switches internally.

When accessing a viewdata service, the screen fills with squares.

* The square is the standard di splay default if your viewdata
termnal can't make sense of the data being sent to it.

* Check physical connections and listen for |ine noise.

* The vi ewdata host does not work to UK viewdata standards-- French
vi ewdat a uses parallel attributes and has a nunber of extra features.
The CEPT standard for Europe contains features fromboth the UK and
French systens and you nay be able to recognise sone of the display.
North Anmerican videotex is al pha-geonetric and sends |ine draw ng
instructions rather than characters.

* The vi ewdata host has enhanced graphics features, perhaps for
dynam cal |y redefined character sets, al phageonetric instructions, or
al pha- phot ographic (full resolution) pictures. If the host has sone

UK st andard-conpati ble features, you will be able to read them
normally. If the cursor junps about the screen, the host has dynam c
graphics facilities. If the viewdata protocol is anything at all like

the UK standard, you should see regular clear-screens as each new
page cones up; however, advanced graphics features tend to work by
suppressi ng cl ear-screens.
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* The service you have dialled is not using viewdata. PSS is
accessi bl e at 75/1200, as are one or two direct-dial services. In
this case you should be seeing a conventional display or trying one
of the other suggestions in this appendix. It is usual to assune that
any subscriber dialling into a 75/1200 port has only a 40 character
di spl ay.

You can't see what you are typing

* The renote conputer is not echoing back to you--switch to

hal f-dupl ex. If the renote conputer's nmessages now appear doubl ed;
that woul d be unusual but not unique; you will have to toggle back to
full -dupl ex for receive.

Data seens to cone fromthe renote conputer in jerky bursts rather
than as a snmooth stream

* | f you are using PSS or a sinmlar packet-swi tched service and it
i s near peak business hours either in your tine zone or in that of
the host you are accessing, the effect is due to heavy packet
traffic. There is nothing you can do--do not send extra commands to
"speed things up' as those conmands will arrive at the host
eventual |y and cause unexpected results.

* The host is pausing for a EOB/ ACK or XOV XOF nessage-- check your
protocol settings--try sending ctrl-Qor ctrl-F.

You have an apparently valid password but it is not accepted.

* You don't have a valid password, or you don't have all of it.

* The password has hidden control characters which don't display on
the screen. Watch out for <ctrl>H -- the back-space, which wll
over-wite an existing displayed character.

* The password contains characters which your conputer doesn't

normal | y generate--check your termnal software and see if there is a
way of sending them

Most of the tinme everything works snoothly, but you can't get past
certain pronpts

* The renote service is | ooking for characters your conputer doesn't
normal | y generate. Check your term nal software and see if there is a
way of sending them

Alist or file called up turns out to be boring--can you stop it?

* Try sending <ctrl>S; this nmay sinply make the renote machine
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pause, until a <ctrl>Qis sent--and you may find the |list resunes
where it left off. On the other hand it nay take you on to a nenu.

* Send a BREAK signal (<ctrl>1). If one BREAK doesn't work, send
anot her in quick succession.
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You wish to get into the operating systemfrom an applications
program

* Don't we all? There is no standard way of doing this, and indeed
it mght be al nost inpossible, because the operating systemcan only
be addressed by a few privileged termnals, of which yours (and its
associ ated password) is not one. However, you could try the
fol | ow ng:

* I nmredi ately after signing on, send two BREAKs (<ctrl>1).

* Imedi ately after signing on, try conbinations of ESC, CTRL and
SHI FT. As a desperate neasure, send two |line feeds before signing
on--this has been known to work!.

* At an options page, try requesting SYSTEM or some obvi ous
contraction like SYS or X If in the Basic | anguage, depending on the
di al ect, SYSTEM or X in i medi ate node shoul d get you the operating
system

You are trying to capture data traffic froma short-wave radi o and are havi ng
little success

* Your conputer could be emtting so nuch radi o noise itself that
any signal you are attenpting to hear is squashed. To test: tune your
radio to a fairly quiet short-wave broadcast and then experi nent
listening to the background hash with the conmputer switched first
on, then off. If the noise |level drops when you turn off the
conputer, then you need to arrange for nore rf suppression and to
nove the conputer and radio further apart. Another source of rf noise
is the sync scan in a tv tube.

* |f you can hear the two-tones of rtty traffic but can't get

| etters resol ved, check that your terminal unit is locking on to the
signal (often indicated by LEDs); you should then at |east get sone
response on your screen, if it doesn't nmake i medi ate sense.

* Once you have letters on screen, try altering the speed at which
you are receiving (see chapter 10); check also that you are readi ng
in the right 'sense', ie that mark and space have not been reversed.

* In addition to signals sent with the conventional |nternational
Tel egraphi c Code No 2 (Baudot), variants exist for foreign letter
sets, like Cyrillic, which your software may not be able to resol ve.

* There are other data-type services which sound a little |ike RTTY,
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but are not: they include FAX (facsimle) hellschreiber ( a form of
renote dot-matrix printing), SITOR (see chapter 10) and speci al
mlitary/di plomatic systens.

** Page 116

APPENDI X |

G ossary

This glossary collects together the sort of nane, word, abbreviation
phrase you coul d come across during your network adventures
and for which you may not be able to find a precise definition

ACK

Non--printing character used in some coms protocols to indicate that
a bl ock has been received and that nore can be sent; used in

associ ation with EOB

ANSI
Aneri can National Standards Institute--one of a nunber of standards
or gani zati ons.

Answer node
Wien a nbdemis set up to receive calls--the usual node for a host.
The user's conputer will be in originate.

ARQ

Aut omati ¢ Repeat Request--nethod of error correction.

ASCI |

American Standard Code for Information |Interchange--alternate nane
for International Tel egraph Al phabet No 5: 7-bit code to synbolise
comon characters and conms instructions, usually transmtted as
8-bit code to include a parity bit.

ASR

Aut omati ¢ Send Recei ve--any keyboard term nal capable of generating a
nmessage into off-line storage for later transm ssion; includes
paper-tape tel ex machines as well as m croconputers.

Asynchr onous

Descri ption of conmunications which rely on "start' and 'stop' bits
to synchronise originator and receiver of data--hence asynchrnous
protocol s, channels, nodens, termnals etc.

** Page 117
Backwar d channe

Supervi sory channel, not used as main channel of conmunication; in
viewdata the 75 baud back fromthe user to the host.
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Baud
Measure of the signalling rate on a data channel, nunber of
signalling el enents per second.

Baseband

Modul ation is direct on the comms |ine rather than using audio or
radi o frequencies; used in sone |ocal area networks. A baseband or
"short-haul' nodem can be used to |ink conputers in adjacent offices,
but not over tel ephone I|ines.

Baudot
5-bit data code used in tel egraphy, telex and RTTY--al so known as
International Tel egraph Al phabet No 2.

Bel |

(1) non-printing character which sounds a bell or bleep, usually
enabl ed by <ctrl> G (2) Common nane for US phone conpany and, in
this context, specifiers for a nunber of data standards and services,
e.g. Bell 103a, 202a, 212a, etc--see Appendix V

Bit Binary digit
value 0 or 1.

Br oadband

Br oadband data channel s have a w der bandw dth than ordi nary

tel ephone circuits--12 tines in fact, to give a bandw dth of 48kHz,
over which may sinmultaneous hi gh-speed data transfers can take pl ace.

Br oadcast service

Data service in which all users receive the sane informtion

si mul taneously, wi thout the opportunity to interrogate or query;
e.g. news services |like AP, Reuters News, UPI etc. See also on-line
servi ce.

Bi synchr onous
| BM pr ot ocol involving synchronous transm ssion of binary coded dat a.
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BLAI SE
British Library Automated | nformation Service-- substanti al
bi bl i ographi c on-1ine host.

BREAK
Non-printing character used in sone data transm ssion protocols and
found on sone term nal s--can often be regenerated by using <ctrl> 1.

BSC
Bi nary Synchronous Conmuni cati ons--see bi synchronous.

| Byte
Group of bits (8) representing one data character

Call accept
In packet-switching, the packet that confirms the party is willing to
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proceed with the call.

Call redirection
In packet-switching, allows call to be automatically redirected from
original address to another, nom nated address.

Call request
I n packet-swi tching, packet sent to initiate a datacall

CaTT

Comite Consultatif International Tel ephonique et Tel egraphi que
--committee of International Tel ecommunications Union which sets
international coms standards. Only the US fails to followits
reconmendations in terns of nodemtones, preferring 'Bell' tones. The
CC TT al so sets such standards as V21, 24, X25 etc.

Character term nal
In packet-switching, a termnal which can only access via a PAD

Cl uster
When two or nore termnals are connected to a data channel at a
si ngl e point.

Common Carri er
A tel ecomuni cations resource providing facilities to the public.
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Connect -tine

Length of tinme connected to a renote conputer, often the nmeasure of
paynment. Contrast with cpu time or cpu units, which neasures how
much "effort' the host put into the comunication.

CPS
Char acters Per Second.

Cpu Ti ne

In an on-line session, the anmount of tine the central processor
actually spends on the interaction process, as opposed to connect-
time; either can be used as the basis of tariffing.

CRC
Cycli ¢ Redundancy Check--error detection nethod.

CUG
Cl osed User Group--group of users/termnals who enjoy privacy with
respect to a public service.

Dat acal |
In packet-switching, an ordinary call, sonetines called a 'swtched
virtual call".

Dat al i ne

In packet-sw tching, dedicated |ine between custoner's term nal and
packet - swi t ch exchange (PSE)

file:/l/E|/Books/Hackers Handbook.htm (112 of 133) [11/28/2000 5:58:50 AM]



Hacker's Handbook

DCE

Data Circuit-term nating Equi pnent--officialese for nodens.

DTE

Data Term nal Equi pnent--official ese for conputers.

EBCDI C

Ext ended Bi nary Coded Deci mal | nterchange Code--1BM s alternative to
ASCl I, based on an 8-bit code, usually transmtted synchronously. 256

characters are avail abl e.

Erul at or
Sof t war e/ har dwar e set-up whi ch makes one device mmc another, e.g. a
personal conputer nmay enul ate an industry-standard dunb term nal |ike

the VT100. Conpare simulator, which gives a device the attributes of
anot her, but not necessarily in real tinme, e.g. when a large mni
carries a programmaking it sinulate another conputer to devel op

sof twar e.
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Eur onet - Di ane
Eur opean direct access information network.

Dat el

BT's nane for its data services, covering both the equi pnent and the
type of line, e.g. Datel 100 corresponds to telegraph circuits, Datel
200 is the usual 300/300 asynchronous service, Datel 400 is for
one-way transm ssions e.g. nonitoring of renote sites, Datel 600 is
a two- or four-wire asynchronous service at up to 1200 baud, Dat el
2400 typically uses a 4-wire private circuit at 2400 baud
synchronous, etc. etc.

DES
Data Encryption Standard--a US-approved nmethod of encrypt- ing data
traffic, and sonewhat controversial in its effectiveness.

Di al og

Wel | - establ i shed on-1ine host avail able worl d-w de covering an

ext ensi ve range of scientific, bibiographic and news services. Also
known as Lockheed Di al og.

D al -up
Call initiated via PTSN, no matter where it goes after that; as
opposed to service avail able via permanent |eased |ine.

Dupl ex

Transm ssion in two directions sinmultaneously, sonetines called
full -dupl ex; contrast hal f-duplex, in which alternate transm ssions
by either end are required. NB this is termnol ogy used in data
comruni cati ons over land-lines. Just to confuse matters, radio
technol ogy refers to sinplex, when only one party can transmt at a
tinme and a single radio frequency is used; two-frequency-sinplex or
hal f - dupl ex when only one party can speak but two frequencies are
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used, as in repeater and renote base working; and full-duplex, when
both parties can speak sinultaneously and two radi o frequencies are
used, as in radio-tel ephones.

Echo

(1) When a renote conputer sends back to the termnal each letter as
it is sent toit for confirmng re-display locally. (2) Effect on

| ong comms |ines caused by successive anplifications
--echo-suppressors are introduced to prevent disturbance caused by
thi s phenonenon, but in sonme data transm ssion the echo- suppressors
nmust be swi tched off.
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El A
El ectronic I ndustries Association, US standards body.

ENQ

Non-printing character signifying '"who are you?' and often sent by
hosts as they are dialled up. Wien the user's termnal receives ENQ
it may be programred to send out a password automatically.
Corresponds to <esc> E

EOB
End O Bl ock--non-printing character used in sonme protocols, usually
in association with ACK

Equal i sati on
Met hod of conpensation for distortion over |ong comms channel s.

FDM

Frequency Division Miultiplexing--a w de bandwi dth transm ssion
medi um e.g. coaxial cable, supports several narrow band- w dth
channels by differentiating by frequency; conpare tinme division
mul ti pl exi ng.

FSK

Frequency Shift Keying--a sinple signalling nmethod in which
frequenci es but not phase or anplitude are varied according to
whether "1' or '0' is sent--used in | ow speed asynchronous coms both
over land-line and by radio.

Handshaki ng

Har dware and software rules for renote devices to conmunicate with
each other, supervisory signals such as "wait', 'acknow edge’
"transmt', 'ready to receive' etc.

HDLC

In packet-switching, Hi gh Level Data Link Control procedure, an

i nternational standard which detects and corrects errors in the
stream of data between the term nal and the exchange--and to provide
flow control. Host The 'big' conmputer holding the information the
user wishes to retrieve.
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I nfoline
Scientific on-line service from Perganon

| SB
see si deband.

| SO
I nternational Standards Organisation.

LAN

Local Area Network--normally using coaxial cable, this form of
network operates at high speed over an office or works site, but no
further. May have inter-connect facility to PTSN or PSS.

LF

Li ne Feed--cursor noves active position down one line--usual code is
<ctrl>J; not the sane as carriage return, which nmerely sends cursor
to left-hand side of line it already occupies. However, in many
protocol s/term nal s/ set-ups, hitting the <ret> or <enter> button
nmeans both <l f> and <cr>.

Logi cal Channel
Apparently continuous path fromone termnal to another.

LSB
see si deband.

KSR

Keyboard Send Receive--termnal with keyboard on which anything that
is typed is imediately sent. No off-line preparation facility, e.qg.
tel etypewiter, 'dunmb' term nals.

Macro software

Facility frequently found in conms prograns which permts the
preparation and sendi ng of commonly-used strings of informtion,
particularly passwords and routing instructions.

Mar k
One of the two conditions on a data comruni cations |ine, the other
bei ng 'space'; mark indicates 'idle and is used as a stop bit.
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Message swi tchi ng

When a conplete nessage is stored and then forwarded, as opposed to a
packet of information. This technique is used in sone electronic mail
services, but not for general data transm ssion.

Modem
Modul at or - denodul at or

Mul ti pl exer

Devi ce which divides a data channel into two or nore independent
channel s .
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WS
Mul tiple Virtual Storage--1BM operating systemdating from m d-70s.

NUA

Net wor k User Address, nunber by which each termnal on a
packet-switch network is identified (character termnals don't have
themindividually, because they use a PAD). In PSS, it's a 10-digit
nunber .

NUI
Network User ldentity, used in PSS for dial-up access by each user.

Cct et
I n packet-switching, 8 consecutive bits of user data, e.g. 1
character.

On-1line service

Interrogative or query service available for dial-up. Exanples
i ncl ude Lockheed Di al og, Bl ai se, Dow Jones News Retrieval, etc;
| eased-1ine exanpl es include Reuters Mnitor, Telerate.

Oiginate
Mode-setting for a nodem operated by a user about to call another
conput er .

oSl

Open Systens Interconnect--intended world standard for digital
networ k connections--c.f. SNA. Packet term nal Term nal capabl e of
creating and di sassenbling packets, interacting with a

packet -network, c.f. character term nal
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PAD

Packet Assenbl y/di sassenbly Device--permts "ordinary' termnals to
connect to packet switch services by providi ng addressi ng, headers,
(and renoval ), protocol conversion etc.

Parity checking
Techni que of error correction in which one bit is added to each data
character so that the nunber of bits is always even (or always odd).

PDP/8 & /11

Large famly of mnis, commercially very sucessful, nmade by DEC. the
PDP 8 was 12-bit, the PDP 11 is 16-bit. The LSI 11 have strong famly
connections to the PDP 11, as have some configurations of the
desk-top Rai nbow.

Pol I i ng

Met hod of controlling terminals on a clustered data network, where
each is called in turn by the conputer to see if it wshes to
transmt or receive.

Pr ot ocol
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Agreed set of rules.

PSE
Packet Switch Exchange--enabl es packet switching in a network.

PTSN

Public Swi tched Tel ephone Network--the voi ce-grade tel ephone network
dialled froma phone. Contrast with | eased |ines, digital networks,
conditioned lines etc.

PTT
jargon for the publicly-owned tel ecommuni cations authority/ utility

PVC
Permanent Virtual Circuit--a connection in packet switching which is
al ways open, no set-up required.
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Redundancy checki ng
Met hod of error correction.

RS232C
The list of definitions for interchange circuit: the US term for
CC TT V24--see Appendix I11.

RSX- 11

Popul ar operating systemfor PDP/ 11 famly.

RTTY

Radi o Tel etype -- nmethod of sending tel egraphy over radi o waves.
RUBOUT

Back- space del eting character, using <ctrl>H.

Secondary channel

Dat a channel, usually used for supervision, using sane physical path
as main channel; in V23 which is usually 600 or 1200 baud

hal f - dupl ex, 75 baud traffic is supervisory but in viewdata is the
channel back fromthe user to the host, thus giving | owcost ful

dupl ex.

Segnent
Char geabl e unit of volume on PSS.

Serial transm ssion

One bit at a tinme, using a single pair of wires, as opposed to
paral l el transm ssion, in which several bits are sent simultaneously
over a ribbon cable. A serial interface often uses many nore than two
wi res between conputer and nodem or conputer and printer, but only
two wires carry the data traffic, the remainder being used for
supervision, electrical power and earthing, or not at all.

Si deband
In radio the techni que of suppressing the main carrier and limting
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the transm ssion to the information-bearing sideband. To listen at
the receiver, the carrier is re-created locally. The techni que, which
produces | arge econom es in channel occupany, is extensively used in
prof essi onal , non-broadcast applications. The full nane is single

si de-band, supressed carrier. Each full carrier supports two

si debands, an upper and | ower, USB and LSB respectively; in general,
USB is used for speech, LSB for data, but this is only a
convention--amateurs used LSB for speech below 10 MHz, for exanple.

| SB, i ndependent side-band, is when the one carrier supports two

si debands with separate information on them wusually speech on one
and data on the other. If you listen to radio teletype on the 'wong'
si deband, 'mark' and 'space' val ues becone reversed with a consequent
| oss of neani ng.
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SI TOR
Error-correction protocol for sending data over radi o-path using
frequent checks and acknow edgenents.

SNA
System Network Architecture-- |IBM proprietary networking protocol
the rival to OSI

Space
One of two binary conditions in a data transm ssion channel, the
ot her being "mark'. Space is binary O.

Spool i ng

Si mul t aneous Peri pheral Operation On-Line--nore usually, the ability,
whi |l e accessing a database, to store all fetched infornmation in a

| ocal nenory buffer, fromwhich it nay be recalled for later

exam nation, or dunped to disc or printer.

Start/ Stop
Asynchronous transm ssion; the 'start' and 'stop' bits bracket each
data character.

Statistical Miltiplexer

A statnmux is an advanced nul ti pl exer which divides one physical |ink
bet ween several data channels, taking advantage of the fact that not
all channels bear equal traffic | oads.

STX
Start Text--non-printing character used in sone protocols.

SvC

Switched Virtual Circuit--in packet sw tching, when connection

bet ween two conputers or conputer and term nal nust be set up by a
specific call.
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SYN
Non-printing character often used in synchronous transnission to tell
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a renote device to start its local timng nmechani sm

Synchr onous

Data transmi ssion in which timng information is super-inposed ~, n
pure data. Under this nmethod 'start/stop' techniques are not used
and data exchange is nore efficient, hence synchronous channel,
nodem term nal, protocol etc.

TDM
Time Division Miltiplex--technique for sharing several data channels
al ong one hi gh-grade physical link. Not as efficient as statistica

t echni ques.

Tel enet
US packet-swi tch comon carrier.

Tel et ex
H gh-speed repl acenent for telex, as yet to find nmuch conmmercia
support .

Tel et ext
Use of vertical blanking interval in broadcast television to transmt
magazi nes of text information, e.g. BBC s Ceefax and IBA's Oracle.

Tel ex
Public switched | ow speed tel egraph networKk.

TOPI C

The Stock Exchange's market price display service; it conmes down a
| eased line and has sone of the qualities of both viewdata and
tel et ext.

Tymmet
US packet-switch common carrier.

V- st andar ds
Set of recommendations by CCI TT--see Appendix I11.

VAX

Super-mni famly made by DEC, often uses Unix operating system
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Vi ewdat a

Technol ogy all owi ng | arge nunbers of users to access data easily on
term nal based (originally) on nodified tv sets. Information is

presented in 'page' format rather than on a scrolling screen and the
user issues all comrands on a nunbers-only keypad. Various standards
exi st of which the UK one is so far dom nant; others include the

Eur opean CEPT standard which is simlar to the UK one, a French
version and the US Presentation Level Protocol. Transm ssion speeds
are usually 1200 baud fromthe host and 75 baud fromthe user.

Vi ewdata together with teletext is known jointly as videotex(t).

Virtua
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In the present context, a virtual drive, store, machine etc is one
whi ch appears to the user to exist, but is nmerely an illusion
generated on a conputer; thus several users of IBMs VM operating
system each think they have an entire separate conputer, conplete
with drives, discs and other peripherals--in fact the one actual
machi ne can support several |ower-|evel operating systens

si mul t aneousl y.

VT52/ 100

I ndustry-standard general purpose conputer termnals with no storage
capacity or processing power but wwth the ability to be locally
progranmed to accept a variety of asynchronous transm ssion

prot ocol s--manufactured by DEC. The series has devel oped since the
VT100

X- st andar ds
Set of recommendations by CCl TT--see Appendix I11.

XON/ XOF

Pair of non-printing characters sonetinmes used in protocols to tel
devi ces when to start or stop sending. XON often corresponds to
<ctrl>Q and XOF to <ctrl>S.

80- 80

Type of circuit used for telex and tel egraphy--mark and space are

i ndi cated by conditions of--or + 80 volts. Also known in the UK as
Tariff J. Usual telex speed is 50 baud, private wire tel egraphy (news
agenci es etc) 75 baud.
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APPENDI X |11
Sel ected CCl TT Recommendati ons

V series: Data transm ssion over tel ephone circuits

V1 Power |evels for data transm ssion over tel ephone Iines

V3 I nternational Al phabet No S (ASCII)

V4 General structure of signals of | A5 code for data
transm ssion over public tel ephone network

V5 St andar di sati on of nodul ation rates and data signalling
rates for synchronous transm ssion in general swtched
net wor k

V6 Ditto, on leased circuits

V13 Answer back si nul at or

V15 Use of acoustic coupling for data transni ssion

V19 Modens for parallel data transm ssion using tel ephone
signal ling frequencies

V20 Paral |l el data transm ssion nodens standardised for
uni versal use in the general sw tched tel ephone network

V21 200 baud nodem st andar di sed

V22 1200 bps full-duplex 2-wire nodem for PTSN

V22bi s 2400 bps full-duplex 2-wire nodem for PTSN
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V23 600/ 1200 bps nodem for PTSN

V24 Li st of definitions for interchange circuits between data
term nal equi pnment and data circuit-term nati ng equi pnent

V25 Automatic cal ling and/or answering equi pnent on PTSN

V26 2400 bps nodemon 4-wire circuit

V26bi s 2400/ 1200 bps nodem for PTSN

V27 4800 bps nodem for leased circuits

V27bi s 4800 bps nodem (equal i sed) for leased circuits

V27 4800 bps nodem for PTSN

V29 9600 bps nobdem for |eased circuits

V35 Data transm ssion at 48 kbits/sec using 60-108 kHz band
circuits
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X series: recomendations covering data networks

X1 International user classes of services in public data networks

X2 International user facilities in public data networks

X3 Packet assenbl y/di sassenbly facility (PAD)

X4 Ceneral structure of signals of A5 code for transm ssion

over public data networks
X20 Interface between data term nal equi pnent and data

circuit-termnating equi pnment for start-stop transm ssion
servi ces on public data networks

X20bi s V21-conpatible interface

X21 Interface for synchronous operation

X25 Interface between data term nal equi pnent and data
circuit-termnating equi pnment for termnals operating in
t he packet-switch node on public data networks

X28 DTE/DCE interface for start/stop node term nal equi pnent
accessing a PAD on a public data network

X29 Procedures for exchange of control information and user
data between a packet node DTE and a PAD

X95 Net wor k paraneters in public data networks

X96 Call progress signals in public data networks

X121 I nternational addressing schene for PDNs
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APPENDI X |V

Conput er Al phabets

Four al phabets are in common use for conputer conmuni cations:
ASCI |, also known as International Tel egraphic Al phabet No 5; Baudot,
used in telex and al so known as International Tel egraphic Al phabet No
2; UK Standard videotex, a variant of ASCII; and EDCD C, used by |BM

ASCI |

This is the standard, fully inplenmented character set. There are a
nunber of national variants: # in the US variant is £ in the UK
variant. Many mcro keyboards cannot generate all the characters
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directly, particularly the non-printing characters used for control

of transm ssion, effectors of format and information separators. The
"keyboard' columm gives the usual nethod of providing them but you
shoul d check the firmvare/ software manual s for your particul ar
set-up. You should al so know that nmany of the 'spare' control
characters are often used to enable special features on printers.

HEX DEC ASCI | Nane Keyboard Notes

00 0O NUL Null ctrl @

01 1 SCH Start headi ng ctrl A

02 2 STX Start text ctrl B

03 3 ETX End text ctrl C

04 4 EOT End transm ssion ctrl D

05 5 ENQ Enquire ctrl E

06 6 ACK Acknow edge ctrl F

07 7 BEL Bell ctrl G

08 8 BS Backspace ctrl H or special key

09 9 HI Horizontal tab ctrl | or special key

QA 10 LF Li ne feed ctrl J

oB 11 VT  Vertical tab ctrl K

0oC 12 FF Form f eed ctrl L
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oD 13 CR Carriage return ctrl M or special key

CE 14 SO Shift out ctrl N

OF 15 Sl Shift in ctrl O

10 16 DLE Data |ink escape ctrl P

11 17 DC1 Device control 1 ctrl Q al so XON

12 18 DC2 Device control 2 ctrl R

13 19 DC3 Device control 3 ctrl S al so XOF

14 20 DC4 Device control 4 ctrl T

15 21 NAK Negative acknow edge ctrl U

16 22 SYN Synchronous |dle ctrl V

17 23 ETB End trans. bl ock ctrl W

18 24 CAN Cancel ctrl X

19 25 EM End nedi um ctrl Y

1A 26 SS Speci al sequence ctrl Z spare

1B 27 ESC Escape check manuals to
transmt

1C 28 FS Fil e separator

1D 29 GS G oup separator

1E 30 RS Record separator

1F 31 US Unit separator

20 32 SP Space

21 33 -~

22 34 "

23 35 # £

24 36 $

25 37 %

26 38 &

27 39 ' Apostrophe

28 40 (

29 41 )
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2A 42 ~
2B 43 +

2C 44 |, Conmma
2D 45 -

2E 46 . Period
2F 47 | Sl ash
30 48 O

31 49 1

32 50 2

33 51 3

34 52 4

35 53 5

36 54 6

37 55 7
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38 56 8

39 57 9

3A 58 : Colon
3B 59 : Sem col on
3C 60 <

3D 61

3E 62 >

3F 63 ?

40 64 @

41 65 A

42 66 B

43 67 C

44 68 D

45 69 E

46 70 F

47 71 G

48 72 H

49 73 1

4A 74 ]

4B 75 K

4C 76 L

4D 77 M

4E 78 N

4F 79 O

50 80 P

51 81 Q

52 82 R

53 83 S

54 84 T

55 85 U

56 86 V

57 87 W

58 88 X

59 89 Y

5A 90 Z

5B 91 |

5C 92 \ Backsl ash
5D 93 1
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5E 94 M~ Circunfl ex
5F 95 _ Underscore
60 96 Grave accent
61 97 a
62 98 b
** Page 134
63 99 ¢
64 100 d
65 101 e
66 102 f
67 103 9
68 104 h
69 105 i
6A 106 |
6B 107 Kk
6C 108 |
6D 109 m
6E 110 n
6F 111 o
70 112 p
71 113 ¢
72 114 r
73 115 s
74 116 t
75 117 u
76 118 v
77 119 w
78 120 x
79 121 vy
7A 122 =z
7B 123 {
7C 124

7D 125 }

7E 126 ~ Tilde
7F 127 DEL Del ete

Baudot

This is the tel ex/tel egraphy code known to the CCITT as |nternational
Al phabet No 2. It is essentially a 5-bit code, bracketed by a start
bit (space) and a stop bit (mark). Idling is showm by 'mark'. The
code only supports capital letters, figure and two 'supervisory'
codes: 'Bell' to warn the operator at the far end and 'WRU --' Who are
you?' to interrogate the far end ' Figures' changes all characters
received after to their alternates and 'Letters' sw tches back. The
letters/figures shift is used to give the entire character set.

** Page 135

Vi ewdat a

This is the character set used by the UK system which is the nost
wi dely used, world-w de. The character-set has many features in
common with ASCII but al so departs fromit in significant ways,
notably to provide various forms of graphics, col our controls,
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screen-clear (ctrl L) etc. The set is shared with teletext which in
itself requires further special codes, e.g. to enable sub-titling to
broadcast television, news flash etc. |If you are using proper

vi ewdat a software, then everything will display properly; if you are
using a conventional termnal enulator then the result may | ook
confusing. Each character consists of 10 bits:

Start bi nary 0O
7 bits of character code

Parity bit even

St op binary 1

ENQ (Ctrl E) is sent by the host on log-on to initiate the
auto-log-on fromthe user's termnal. If no response is obtained, the
user is requested to input the password manual | y. Each new page
sequence opens with a clear screen instruction (Crl L, CHR$12)
followed by a hone (Ctrl M CHR$14).

Sonme viewdata services are al so avail abl e via standard asynchronous
300/ 300 ports (Prestel is, for exanple); in these cases, the graphics
characters are stripped out and replaced by ****s; and the pages will
scroll up the screen rather than present thenselves in the
frame-by-franme formt.

** Page 136
*** (riginal contains a diagram of Viewdata G aphic Character Set.
** Page 137

If you wish to edit to a viewdata system using a nornal keyboard,
or view a viewdata streamas it cones froma host using
‘control-show facilities, the table bel ow gives the usua
equi val ents. The nornmal default at the left-hand side of each line is
al phanuneric white. Each subsequent 'attribute', i.e. if you wish to
change to colour, or a variety of graphics, occupies a character
space. Routing conmands and signals to start and end edit depend on
the software installed on the viewldata host conputer: in Prestel
conpati bl e systens, the edit page is *910#, options nust be entered
in lower case letters and end edit is called by <esc>K.

esc A al pha red esc Q graphi cs red

esc B al pha green esc R graphi cs green

esc C al pha yel | ow esc S graphi cs yel | ow

esc D al pha bl ue esc T gr aphi cs bl ue

esc E al pha magent a esc U graphi cs magent a

esc F al pha cyan esc V graphi cs cyan

esc G al pha white esc W graphics white

esc H flash esc | st eady

esc L nor mal hei ght esc M doubl e hei ght

esc Y conti guous graphics esc Z separ at ed graphics

esc ctrl D black background esc-shift M new background
(varies)

esc J start edit esc K end edit
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EBCDI C

The Extended Bi nary Coded Deci mal Interchange Code is a 256-state
8-bit extended binary coded digit code enployed by IBMfor interna
purposes and is the only inportant exception to ASCII. Not all 256
codes are utilised, being reserved for future expansion, and a nunber
are specially identified for application- specific purposes. In
transm ssion, it is usual to add a further digit for parity checking.
Normal |y the transm ssion node is synchronous, so there are no
"start' and 'stop' bits. The table shows how EBCDI C conpares with
ASCI | of the sane bit configuration.

** Page 138

| BM control characters:

EBCDI C bits Not es
NUL 0000 0000 Nul
SOH 0000 0001 Start of Headi ng
STX 0000 0010 Start of Text
ETX 0000 0011 End of Text
PF 0000 0100 Punch O f
HT 0000 0101 Hori zontal Tab
LC 0000 0110 Lower Case
DEL 0000 0111 Del et e
0000 1000
RLF 0000 1001 Reverse Li ne Feed
SWM 0000 1010 Start of Manual Message
VT 0000 1011 Vertical Tab
FF 0000 1100 For m Feed
CR 0000 1101 Carriage Return
SO 0000 1110 Shift Qut
Sl 0000 1111 Shift In
DLE 0001 0000 Dat a Li nk Exchange
DC1 0001 0001 Devi ce Control 1
DC2 0001 0010 Devi ce Control 2
™ 0001 0011 Tape Mark
RES 0001 0100 Restore
NL 0001 0101 New Li ne
BS 0001 0110 Back Space
I L 0001 0111 I dl e
CAN 0001 1000 Cancel
EM 0001 1001 End of Medi um
CcC 0001 1010 Cursor Contro
cul 0001 1011 Custonmer Use 1
I FS 0001 1100 | nt erchange Fil e Separator
I GS 0001 1101 | nt erchange Group Separ at or
I RS 0001 1110 | nt erchange Record Separ at or
I US 0001 1111 | nt erchange Unit Separ at or
DS 0010 0000 Digit Select
SOS 0010 0001 Start of Significance
FS 0010 0010 Fi el d Separat or
0010 0011
BYP 0010 0100 Bypass
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LF 0010 0101 Li ne Feed

ETB 0010 0110 End of Transm ssion Bl ock
** Page 139
EBCDI C bits Not es
ESC 0010 0111 Escape
0010 1000
0010 1001
SM 0010 1010 Set Mode
cu2 0010 1011 Custonmer Use 1
0010 1100
ENQ 0010 1101 Enquiry
ACK 0010 1110 Acknow edge
BEL 0010 1111 Bel
0011 0000
0011 0001
SYN 0011 0010 Synchronous Idle
0011 0011
PN 0011 0100 Punch On
RS 0011 0101 Reader Stop
ucC 0011 0110 Upper Case
EOCT 0011 0111 End of Transm ssion
0011 1000
0011 1001
0011 1010
CU3 0011 1011 Cust oner Use 3
DC4 0011 1100 Devi ce Control 4
NAK 0011 1101 Negati ve Acknow edge
0011 1110
SuB 0011 1111 Substitute
SP 0100 0000 Space
** Page 140
APPENDI X V

Modens and Servi ces

The tabl e bel ow shows all but two of the types of service you are likely to
come across; V-designators are the world-wide 'official names given by the
CC TT; Bell-designators are the US nanes:

Servi ce Speed Duplex Transmt Recei ve Answer
Desi gnat or 0 1 0 1

V21 orig 300(*) full 1180 980 1850 1650 -

V21 ans 300(*) full 1850 1650 1180 980 2100
V23 (1) 600 hal f 1700 1300 1700 1300 2100
V23 (2) 1200 f/h(**) 2100 1300 2100 1300 2100
V23 back 75 f/h(**) 450 390 450 390 -
Bel | 103 orig 300(*) full 1070 1270 2025 2225 -
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Bel | 103 ans 300(*) full 2025 2225 1070 1270 2225
Bel | 202 1200 hal f 2200 1200 2200 1200 2025

(*)any speed up to 300 baud, can also include 75 and 110 baud
services

(**)service can either be hal f-duplex at 1200 baud or asymretri cal
full duplex, with 75 baud originate and 1200 baud recei ve (commonly
used as viewdata user) or 1200 transmit and 75 receive (viewdata
host)

The two exceptions are:

V22 1200 baud full duplex, two wire

Bel | 212A The US equi val ent

Bot h these services operate by detecting phase as well as tone.

British Tel ecom markets the UK services under the nane of Datel as
follows--for sinplicity The list covers only those services which use
the PTSN or are otherw se easily accessible--4-wire services, for
exanpl e are excl uded.

** Page 141

Dat el Speed Mbode Remar ks

100( H) 50 async Tel eprinters, Baudot code

100(J) 75-110 async News services etc, Baudot code
50 async Tel ex service, Baudot code

200 300 async full duplex, ASC

400 600 Hz async out-station to in-station only

600 1200 async several versions exist--for 1200

hal f - dupl ex; 75/1200 for viewdata
users; 1200/ 75f orvi ewdat a hosts; and
a rare 600 variant. The 75 speed is
technically only for supervision but
gi ves asynetrical duplex

BT has supplied the follow ng nodens for the various services-- the
ol der ones are now avail able on the 'second-user' market:

Modem No Remar ks

1200 hal f - dupl ex- - massi ve

2 300 full-dupl ex--nmassive
11 4800 synchronous--ol der type
12 2400/ 1200 synchr onous
13 300 full-duplex--plinth type
20( 1) 1200 hal f - dupl ex--"'shoe-box"' style
(2) 1200/ 75 asynetrical dupl ex--'shoe-box' style
(3) 75/ 1200 asynetrical dupl ex--'shoe-box' style
21 300 full-dupl ex--nmodern type
22 1200 hal f - dupl ex--nodern type
24 4800 synchronous--nodern type (made by Racal)
27A 1200 full duplex, sync or async (US nade &

nodi fied fromBell 212A to CCITT tones)
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27B 1200 full duplex, sync or async (UK nade)

You should note that some comrercial 1200/ 1200 full duplex nodens
al so contain firmvare providing ARQ error correction protocols;
nodens on both ends of the Iine nust have the facilities, of course.

** Page 142

BT Li ne Connectors

Modens can be connected directly to the BT network ('hard- wired')
sinply by identifying the pair that cones into the building. Normally
the pair you want are the two outer wires in a standard 4 x 2 BT
junction box. (The other wires are the 'return' or to support a
‘ringing' circuit.)

A variety of plugs and sockets have been used by BT. Until
recently, the standard connector for a nodemwas a 4-ring jack, type
505, to go into a socket 95A. Prestel equipnment was termnated into a
simlar jack, this time with 5 rings, which went into a socket type
96A. However, now all phones, nodens, viewdata sets etc, are
termnated in the identical nodular jack, type 600. The correspondi ng
sockets need special tools to insert the line cable into the
appropri ate receptacles.

What ever ot her inter-connections you see behind a socket, the two
wires of the twisted pair are the ones found in the centres of the
two banks of receptacles. North America al so now uses a nodul ar jack
and socket system but not one which is physically conpatible with UK
designs...did you expect otherw se?

** Page 143

APPENDI X VI

The Radi o Spectrum

The table gives the allocation of the radio frequency spectrum up
30 MHz. The bands in which radio-tel etype and radio-data traffic are
nost common are those allocated to 'fixed services, but data traffic
is also found in the amateur and mariti ne bands.

LF, M-, HF, RADI O FREQUENCY SPECTRUM TABLE

9 -- 14 Radi onavi gati on

14 -- 19.95 Fixed/ Maritinme nobile

20 St andard Frequency & Tine

20. 05 -- 70 Fixed & Maritinme nobile

70 -- 90 Fi xed/ Mari ti me nobil e/ Radi onavi gati on
90 -- 110 Radi onavi gati on
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110
130

148.

255

283.

315

325
405
415
495

505

526.
1606.

1625
1635
1800
1810
1850

** Page 144

2000
2045
2160
2170

2173.
2190.

2194
2300
2498
2502
2650
2850
3025
3155
3200
3230
3400
3500
3800
3900
3930

4000
4063
4438
4650
4700

4750

4850

[N

130

148.

255

283.

315

325

405
415
495
505

526.
1606.

1625
1635
1800
1810
1850
2000

2045
2160
2170

2173.
2190.

2194
2300
2498
2502
2650
2850
3025
3155
3200
3230
3400
3500
3800
3900
3930
4000

4063
4438
4650
4700
4750

4850

4995

o1 01

5
5

Fi xed/ Mari time nobil e/ Radi onavi gati on
Maritime nobil e/ Fi xed

Br oadcasti ng

Br oadcast i ng/ Radi onavi gat i on( aer o)
Mari ti nme/ Aeronauti cal navigation

Aeronauti cal radionavigation/Mritine
r adi obeacons
Aeronauti cal radi onavigation
Radi onavi gati on (410 = DF)
Aeronauti cal radionavigation/Maritinme nobile
Mobile (distress & calling) > 500:cw&rtty

Mari ti me nobil e/ Aeronautical navigation
Br oadcasti ng

Maritime nobil e/ Fi xed/ Land nobil e
Radi ol ocati on

Maritime nobil e/ Fi xed/ Land nobil e
Radi ol ocati on

Amat eur

Fi xed/ Mbbi | e

Fi xed/ Mobi | e

Maritime nobil e/ Fi xed/ Land nobil e
Radi ol ocati on

Maritinme nobile

Mobil e (distress & calling) >2182--voice
Maritinme & Mobile

Fi xed & Mbile

Fi xed/ Mobi | e/ Broadcast i ng

St andard Frequency & Tine

Maritime nobile/ Maritine radionavigation
Fi xed/ Mobi | e

Aeronautical nobile (R

Aeronautical nobile (OR)

Fi xed/ Mobi | e/ Low power hearing aids
Fi xed/ Mobi | e/ Broadcast i ng

Fi xed/ Mobi | e/ Broadcasti ng
Aeronautical nobile (R

Amat eur / Fi xed/ Mobi | e

Fi xed/ Aeronautical nobile (OR)
Aeronautical nobile (OR)

Fi xed/ Br oadcasti ng

Fi xed/ Maritime nobile
Maritime nobile

Fi xed/ Mobi | e
Aeronautical nmobile (R)
Aeronautical nobile (OR)

Fi xed/ Aeronautical nobile (OR)/
Land nobi | e/ Broadcasti ng
Fi xed/ Land nobi | e/ Broadcasti ng
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4995 --
5005 --
5060 --
5450 --
5480 --
5680 --
5730 --

5950 --
6200 --
6525 --
6685 --
6765 --

7000 --
7100 --
7300 --

** Page 145

8100 --
8195 --

8815 --
8965 --
9040 --
9500 --

ggoo --

9995 --
10005 --
10100 --
10150 --
11175 --
11275 --
11400 --

11650 --
2050 --
12230 --

13200 --
13260 --
13360 --
13410 --
13600 --
13800 --

14000 --
14350 --

14990 --
15010 --
15100 --

5005
5060
5450
5480
5680
5730
5950

6200
6525
6685
6765
6795

7100
7300
8100

8195
8815

8965
9040
9500
9900
9995

10005
10100
10150
11175
11275
11400
11650

12050
12230
13200

13260
13360
13410
13600
13800
14000

14350
14990

15010
15100
15600

St andard Frequency & Tine
Fi xed/ Br oadcasti ng

Fi xed/ Mobi | e

Fi xed/ Aeronautical nobile (OR)/Land nobile

Aeronauti ca
Aer onauti ca

nobi l e (R)
nobil e (OR)

Fi xed/ Land nobil e

Br oadcasti ng

Maritine nobile

Aer onauti ca
Aeronauti ca
Fi xed/ | SM

Amat eur
Br oadcasti ng

nobil e (R
nobi | e ~OR)

Maritine nobile

Fi xed/ Maritime nobil e
Maritine nobile

Aeronauti ca
Aeronauti ca
Fi xed
Br oadcasti ng
Fi xed

nmobil e (R
nobi | e ~OR)

St andard Frequency & Tine

Aeronauti ca

nobi l e (R)

Fi xed/ Amat eur ( sec)

Fi xed
Aer onauti ca
Aer onauti ca
Fi xed

Br oadcasti ng
Fi xed

nobi l e (OR)
nobil e (R

Maritinme nobile

Aer onauti ca
Aeronauti ca

nobil e (OR)
nmobil e (R

Fi xed/ Radi o Astronony

Fi xed
Br oadcasti ng
Fi xed

Amat eur
Fi xed

St andard Frequency & Tine

Aeronauti ca
Br oadcast i ng

nobi l e (OR)
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15600 - - 16360 Fi xed

16360 - - 17410 Maritime nobile

17410 - - 17550 Fi xed

17550 -- 17900 Br oadcasti ng

17900 -- 17970 Aeronautical nobile (R)
17970 -- 18030 Aeronautical nobile (OR)
18030 - - 18052 Fi xed

18052 -- 18068 Fi xed/ Space Research
18068 - - 18168 Amat eur

18168 - - 18780 Fi xed

18780 -- 18900 Maritime nobile

18900 - - 19680 Fi xed

** Page 146

19680 - - 19800 Maritime nobile

19800 - - 19990 Fi xed

19990 -- 20010 St andard Frequency & Tine
20010 - - 21000 Fi xed

21000 - - 21450 Amat eur

21450 -- 21850 Br oadcasti ng

21850 - - 21870 Fi xed

21870 -- 21924 Aeronautical fixed

21924 -- 22000 Aeronautical (R

22000 -- 22855 Maritinme nobile

22855 - - 23200 Fi xed

23200 -- 23350 Aeronautical fixed & nobile (R)
23350 - - 24000 Fi xed/ Mobi | e

24000 - - 24890 Fi xed/ Land nobil e

24890 -- 24990 Amat eur

24990 -- 25010 St andard Frequency & Tine
25010 - - 25070 Fi xed/ Mobi | e

25070 -- 25210 Maritime nobile

25210 - - 25550 Fi xed/ Mobi | e

25550 -- 25670 Radi o Astronony

25670 -- 26100 Br oadcast i ng

26100 -- 26175 Maritinme nobile

26175 - - 27500 Fi xed/ Mobil e (CB) (26.975-27.2835 |ISM
27500 -- 28000 Met eor ol ogi cal ai ds/ Fi xed/ Mobile (CB)
28000 -- 29700 Amat eur

29700 - - 30005 Fi xed/ Mobi | e

Not e: These all ocations are as they apply in Europe, slight variations occur
in other regions of the gl obe.

** Page 147

APPENDI X VI |

Port-finder Flowchart
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This flowchart will enable owers of auto-diallers to carry out
an automatic search of a range of tel ephone nunbers to determ ne
whi ch of them have nodens hangi ng of f the back

It's a flowchart and not a programlisting, because the whole
exercise is very hardware dependent: you will have to determ ne what
sort of instructions your auto-nmodemw || accept, and in what form
you must al so see what sort of signals it can send back to your
conputer so that your programcan 'read' them

You will also need to devise sone ways of sensing the phone |ine,
whet her it has been seized, whether you are getting 'ringing , if
there is an engaged tone, a voice, a nunber obtainable tone, or a
nodem whi stle. Line seizure detect, if not already avail abl e on your
nodem is sinply a question of reading the phone |ine voltage; the
ot her conditions can be detected with sinple tone decoder nodul es
based on the 567 chip.

The lines fromthese detectors should then be brought to a AAD
board whi ch your conputer software can scan and read.

** End of File

& the Tenple of the Scream ng El ectron
(510) 935-5845
AREA CODE W LL BE (925) AS OF 03/98

NI RVANAnet (tm) HQ
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| nformation * | nnuendo *
* Full access for first-tinme callers

[ ~\ Thousands of text files * Multi-line Chat

| We don't want to know who you are, where you
[ _-_\ live, or what your phone nunber is
- - W are not Big Brother

Li es

Free Speech * Anonynous Access * User- Supported
To make a $10 donation call (900)443-4227 x145
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